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effective product than CKS learning quiz! Our company wants more people to be able to use our products. We also hope that our
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NEW QUESTION # 27 
SIMULATION

Context
You must resolve issues that a CIS Benchmark tool found for the kubeadm provisioned cluster.
Task
Fix all issues via configuration and restart the affected components to ensure the new settings take effect.
Fix all of the following violations that were found against the kubelet:
The cluster uses the Docker Engine os its container runtime, If needed, use the docker command to troubleshaot running containers.
Ensure that the anonymous-auth argument is set to false FAIL
Ensure that the -authorization-mode argument is not set to FAIL
AlwaysAllow
Use Webhook authentication /authorization where possible.
Fix all of the following violations that were found against ettd :
Ensure that the -client cert auth argument is set to true FAIL

Answer:

Explanation:
See the Explanation below for complete solution
Explanation:
1) SSH to the right node
ssh cks000002
sudo -i
2) Fix kubelet CIS findings
2.1 Edit kubelet config (MAIN place in kubeadm clusters)
vi /var/lib/kubelet/config.yaml
A) Set anonymous-auth to false
Find (or add) this block exactly:
authentication:
anonymous:
enabled: false
B) Use Webhook authentication (recommended by task)
Ensure this exists under authentication:
webhook:
enabled: true
C) Use Webhook authorization and NOT AlwaysAllow
Find (or add) this block exactly:
authorization:
mode: Webhook
When done, your file should contain something like this (exact structure to aim for):
authentication:
anonymous:
enabled: false
webhook:
enabled: true
x509:
clientCAFile: /etc/kubernetes/pki/ca.crt
authorization:
mode: Webhook
If x509: section isn't there, it's usually already present in kubeadm; don't panic. Only the task-required parts are: anonymous false +
webhook enabled + authorization mode Webhook.



2.2 Restart kubelet (required for config.yaml changes)
systemctl daemon-reload
systemctl restart kubelet
systemctl status kubelet --no-pager
Quick confirm (optional but fast):
grep -nE "anonymous|webhook|authorization|mode" /var/lib/kubelet/config.yaml
3) Fix etcd CIS finding: --client-cert-auth=true
3.1 Edit etcd static pod manifest (kubeadm path)
vi /etc/kubernetes/manifests/etcd.yaml
Find the container command: args that look like:
- command:
- etcd
- --something=...
Ensure this line exists exactly in the list:
- --client-cert-auth=true
Also ensure this is present (usually already is, but add if missing):
- --trusted-ca-file=/etc/kubernetes/pki/etcd/ca.crt
Example snippet (what you want the args area to include):
- command:
- etcd
- --client-cert-auth=true
- --trusted-ca-file=/etc/kubernetes/pki/etcd/ca.crt
3.2 Apply etcd change (auto-restart happens)
Just save the file. Kubelet will restart etcd automatically.
Watch it restart (pick one depending on runtime):
If Docker runtime (your task mentions Docker):
docker ps | grep etcd
If you don't see it briefly, wait 2-5 seconds and rerun:
docker ps | grep etcd
(Alternative if available)
crictl ps | grep etcd
4) Final quick validation (fast exam check)
Kubelet config check
grep -n "enabled: false" -n /var/lib/kubelet/config.yaml | head
grep -n "webhook" /var/lib/kubelet/config.yaml
grep -n "authorization" /var/lib/kubelet/config.yaml
etcd arg check
grep -n "client-cert-auth" /etc/kubernetes/manifests/etcd.yaml

NEW QUESTION # 28 
You have a Kubernetes cluster with a service account named 'default. This service account is used by multiple applications within the
cluster, each requiring different access levels. Currently, 'default' has broad permissions, granting it access to manage deployments,
secrets, and even perform cluster-wide operations. This poses a security risk.
How would you implement a strategy to restrict 'default's access to a minimal set of permissions while maintaining functionality for
existing applications? Ensure you are using a principle of least privilege approach and demonstrate how you would test your
implementation.

Answer:

Explanation:
Solution (Step by Step) :
1. Identify and Separate Service Accounts:
- Determine the minimum set of permissions required by each application using the 'default service account.
- Create new service accounts with specific names (e.g., 'appl-sa', 'app2-sa', etc.) for each application.
2. Restrict 'default' Service Account:
- Remove unnecessary permissions from the 'default' service account.
- For example, you can restrict it to access only specific namespaces, specific resources within those namespaces, or specific
operations on those resources.



3. Bind Service Accounts to Roles: - Create RoleBindings tnat associate the newly created service accounts with their respective
roles.

4. Test Implementation: - Update your application deployments to use the new, restricted service accounts. - Run your applications
and verify that they can access the resources they need but are prevented from unauthorized actions.

NEW QUESTION # 29 
You are responsible for securing the Kubernetes clusters supply chain. You want to ensure that only images from trusted registries
are allowed to be deployed to the cluster. How would you configure Kubernetes to restrict deployments to only images from
specific registries?

Answer:

Explanation:
Solution (Step by Step) :
1. Create a Pod Security Policy (PSP):
- A PSP is a policy that enforces security restrictions on pods. You can define the allowed registries for image pulls within the PSP
- create a PSP YAML file:

2. Define Allowed Registries: - Within the 'spec' of your PSP, create a field 'seLinux' and then define the allowed registries within the
'seLinux' field. - Example:



3. Apply the PSP: - Apply the PSP to your cluster using 'kubectl apply -f restricted-registry-psp.yaml' 4. Create a Service Account:
- Create a service account that will be allowed to run pods with this PSP:



5. Bind the PSP to the Service Account: - Add the 'securityContext' field to your deployment and specify the PSP you just created:

- Apply the deployment: bash kubectl apply -f deploymentyaml - Now, the deployment will only be able to pull images from the
specified registry.

NEW QUESTION # 30 
You have a Kubernetes cluster with a custom admission controller that enforces certain security policies. You need to write a script
that can be used to test the functionality of the admission controller by creating a Pod With specific properties that should be
rejected by the controller.

Answer:

Explanation:
Solution (Step by Step) :
1. Define tne admission controller policy:
- Assume the admission controller is configured to reject Pods that are not running in a specific namespace, like 'secure-namespace
2. Create a test Pod YAML file:
3. Write a Python script to create the Pod and check the result



4. Run the script: - Save the script as . - Execute the script using 'python test _ admission_controller.py' 5. Verify the results: - You
should see the output indicating that the pod creation was rejected by the admission controller.

NEW QUESTION # 31 
You are managing a Kubernetes cluster With several applications running within pods. Your security policy mandates that all pods
should run with the 'privileged' flag set to 'false' , while allowing a few pods to run with privileged access for specific tasks. How
would you implement this policy by leveraging the Kubernetes security best practices?

Answer:

Explanation:
Solution (Step by Step) :
1. Create a Security Context Constraint (SCC): Create a new SCC named 'non-privileged-sce with the following configuration:
- 'allowPrivilegeEscalation': 'false' (Prevents pods from elevating privileges even if they run with privileged containers)
- 'privileged': 'false' (Disallows containers from running with privileged access)
- 'runAsLJser': ' 1000' (Assigns a specific non-root user ID for containers)
- 'readOnlyRootFilesystem': 'true' (Prevents containers from modifying the host's root filesystem)
- 'seccompProfile': 'localhost/unconfined' (Specifies a seccomp profile for restricting system calls)

2. Apply the SCC: Apply the SCC using 'kuoectl apply -f non-privileged-scc.yaml 3. Create a Second SCC for Privileged Pods:
Create a new SCC named 'privileged-sce with the following configuratiom - 'allowPrivilegeEscalation': 'trues - 'privileged': 'true' -
'runAsuser': - 'readOnlyRootFilesystem': 'false' - 'seccompprofile': 'localhost/unconfined'

4. Apply the Privileged SCC: Apply the SCC using 'kubectl apply -f privileged-scc.yaml 5. Update Your Deployment
Configurations: - For deployments requiring privileged access, include 'securityContext.securityContextConstraints: privileged-sce
within the pod specification. - For all other deployments, include 'securityContext.securityContextConstraints: non-prjvileged-scc'
within the pod specification.



6. Restrict Access to SCCs: You can funer enhance security by configuring which users or service accounts can use each SCC. This
can be done by using Role-Based Access Control (RBAC) to grant permissions to specific user accounts or service accounts for the
SCCs.

This approach ensures that the majority of pods operate with minimal privileges, enhancing security, while allowing a few essential
deployments to run with elevated access. Remember to constantly review and update your security policies as your cluster and
applications evolve.

NEW QUESTION # 32
......

The main key to passing the CKS exam is to use your time affectionately and grasp every topic so you can attempt the maximum
number of questions in the actual CKS Exam. By studying the questions mentioned in the prep material, the candidates have control
over the exam anxiety in no time.
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