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H #24

A developer is creating an AWS Step Functions state machine to handle an order processing workflow. When the state machine
receives an order, the state machine pauses until the order has been confirmed. A record that is added to an Amazon DynamoDB
table by another service confirms each order.

The developer must complete the order processing workflow.

‘Which solution will meet this requirement?

e A Invoke an AWS Lambda fimction from the state machine. Configure the Lambda fimction to continuously poll the
DynamoDB table for the appropriate record and to return when a record exists. Continue the state machine invocation when
the Lambda function returns. If the Lambda finction times out, then fail the state machine.

¢ B. Update the state machine to query the DynamoDB table by using the DynamoDB Getltem state to determine whether a
record exists. Ifthe record does exist, continue to the next state. If the record does not exist, wait 5 minutes and check again.

e C. Subscribe an AWS Lambda function to a DynamoDB table stream. Configure the [ambda function to run when a new
record is added to the table.

When the Lambda finction receives the appropriate record, run the redrive execution command on the running state machine.

e D. Subscribe an AWS Lambda function to the DynamoDB table stream. Configure the Lambda fimction to run when a new
record is added to the table.

When the Lambda function receives the appropriate record, stop the current state machine invocation and start a new
mvocation.

Ef#: C

H #25

A developer is creating a service that uses an Amazon S3 bucket for image uploads. The service will use an AWS Lambda function
to create a thumbnail of each image Each time an image is uploaded the service needs to send an email notification and create the
thumbnail The developer needs to configure the image processing and email notifications setup.

‘Which solution will meet these requirements?

e A Create an Amazon Simple Notification Service (Amazon SNS) topic Configure S3 event notifications with a destination of
the SNS topic Subscribe the Lambda function to the SNS topic Create an email notification subscription to the SNS topic

e B. Create an Amazon Simple Notification Service (Amazon SNS) topic. Configure S3 event notifications with a destination of
the SN topic. Subscribe the Lambda function to the SN'S topic. Create an Amazon Simple Queue Service (Amazon SQS)
queue Subscribe the SQS queue to the SN topic Create an email notification subscription to the SQS queue.

e C. Create an Amazon Sinple Queue Service (Amazon SQS) queue. Send S3 event notifications to Amazon EventBridge.
Create an EventBndge rule that runs the Lambda function when images are uploaded to the S3 bucket Create an EventBridge
rule that sends notifications to the SQS queue Create an email notification subscription to the SQS queue

¢ D. Create an Amazon Sinple Queue Service (Amazon SQS) queue Configure S3 event notifications with a destination of the
SQS queue Subscribe the Lambda finction to the SQS queue Create an email notification subscription to the SQS queue.

EfE: A

A -

Explanation

This solution will allow the developer to receive notifications for each image uploaded to the S3 bucket, and also create a thumbnail
using the Lambda fimction. The SN topic will serve as a trigger for both the Lambda function and the email notification
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subscription. When an image is uploaded, S3 will send a notification to the SNS topic, which will trigger the Lambda function to
create the thumbnail and also send an email notification to the specified email address.

HH #26

A developer wants to expand an application to run in multiple AWS Regjons. The developer wants to copy Amazon Machine
Images (AMIs) with the latest changes and create a new application stack in the destination Region. According to company
requirements, all AMIs must be encrypted in all Regions. However, not all the AMIs that the company uses are encrypted.
How can the developer expand the application to run in the destination Region while meeting the encryption requirement?

¢ A. Copy the unencrypted AMIs to the destination Region. Enable encryption by default in the destination Region.

¢ B. Create new AMIs, and specify encryption parameters. Copy the encrypted AMIs to the destination Region. Delete the
unencrypted AMIs.

e C. Use AWS Key Management Service (AWS KMS) to enable encryption on the unencrypted AMIs. Copy the encrypted
AMIs to the destination Regjon.

e D. Use AWS Certificate Manager (ACM) to enable encryption on the unencrypted AMIs. Copy the encrypted AMIs to the
destination Regjon.

IEf#: B

R -

Amazon Machine Images (AMIs) are encrypted snapshots of EC2 instances that can be used to launch new instances. The
developer can create new AMIs from the existing instances and specify encryption parameters. The developer can copy the
encrypted AMIs to the destination Region and use them to create a new application stack. The developer can delete the
unencrypted AMIs after the encryption process is complete. This solution will meet the encryption requirement and allow the
developer to expand the application to run in the destination Region.

Reference:

[Amazon Machine Images (AMI) - Amazon Elastic Compute Cloud]

[Encrypting an Amazon EBS Snapshot - Amazon Elastic Compute Cloud]

[Copying an AMI - Amazon Elastic Compute Cloud]

B #27

A developer has created an AWS Lambda function that is written in Python. The Lambda finction reads data from objects in
Amazon S3 and writes data to an Amazon DynamoDB table. The fumction is successfully invoked froman S3 event notification
when an object is created. However, the function fails when it attempts to write to the DynamoDB table.

What is the MOST likely cause of this issue?

A. The DynamoDB table is not running in the same Availability Zone as the Lambda finction.
B. DynamoDB table requires a global secondary index (GSI) to support writes.

C. The Lambda function's concurrency limit has been exceeded.

D. The Lambda function does not have IAM permissions to write to DynamoDB.

IEf#: D

AR :
Explanation
https://docs.aws.amazon.con/IAM/latest/UserGuide/reference policies exanples lambda-access-dynamodb.htm

HR #28

A developer is creating an application that reads and writes to multiple Amazon S3 buckets. The application will be deployed to an
Amazon EC2 mstance. The developer wants to make secure API requests from the EC2 nstances without the need to manage the
security credentials for the application. The developer needs to apply the principle of least privilege.

‘Which solution will meet these requirements?

e A Create a bucket policy on the S3 bucket that allows s3:ListBucket and s3:*Object permissions to the EC2 instance.

¢ B. Associate the EC2 instance with an IAM role that has an AmazonS3FullAccess AWS managed policy.

e (. Create an IAM user. Create access keys and secret keys for the user. Associate the user with an IAM policy that allows
s3:* permissions.



¢ D. Associate the EC2 instance with an I[AM role that has an [AM policy that allows s3:ListBucket and s3:*Object
permissions for specific S3 buckets.

IEf#: D
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