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¢ Overview of Cloud Native Security: This section of the exam measures the skills of a Cloud Security
Architect and covers the foundational security principles of cloud-native environments. It includes an
understanding of the 4Cs security model, the shared responsibility model for cloud infrastructure, common
security controls and compliance frameworks, and techniques for isolating resources and securing artifacts
like container images and application code.

FeEY 71

¢ Kubernetes Threat Model: This section of the exam measures the skills of a Cloud Security Architect and

mvolves identifying and mitigating potential threats to a Kubernetes cluster. It requires understanding
FEY 22 common attack vectors like privilege escalation, denial of service, malicious code execution, and network-
based attacks, as well as strategies to protect sensitive data and prevent an attacker from gaining
persistence within the environment.

¢ Platform Security: This section of the exam measures the skills of a Cloud Security Architect and

encompasses broader platform-wide security concerns. This includes securing the software supply chain
FEwy 23 from image development to deployment, implementing observability and service meshes, managing Public
Key Infrastructure (PKI), controlling network connectivity, and using admission controllers to enforce
security policies.
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o Kubernetes Cluster Component Security: This section of the exam measures the skills of a Kubernetes

Administrator and focuses on securing the core components that make up a Kubernetes cluster. It
FEw 24 encompasses the security configuration and potential vulnerabilities of essential parts such as the API
server, etcd, kubelet, container runtime, and networking elements, ensuring each component is hardened
against attacks.

¢ Kubernetes Security Fundamentals: This section of the exam measures the skills of a Kubernetes

Administrator and covers the primary security mechanisims within Kubernetes. This includes implementing
NEw 25 pod security standards and admissions, configuring robust authentication and authorization systems like
RBAC, managing secrets properly, and using network policies and audit logging to enforce isolation and
monitor cluster activity.
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R #21

A container image istrojanizedby an attacker by compromising the build server. Based on the STRIDE threat modeling framework,
which threat category best defines this threat?

A. Spoofing

B. Repudiation

C. Tampering

D. Denial of Service

Ef: C

fEE -

* In STRIDE, Tamperingis the threat category forunauthorized modification of data or code/artifacts. A trojanized container image is,
by definition, an attacker'smodificationof the build output (the image) after compromising the Cl/build systemri.e., tampering with the
artifact in the software supply chain.

* Why not the others?

* Spoofingis about identity/authentication (e.g,, pretending to be someone/something).

* Repudiationis about denying having performed an action without sufficient audit evidence.

* Denial of Servicetargets availability (exhausting resources or making a service unavailable). The scenario explicitly focuses on
analtered imageresulting from a compromised build server-this squarely maps toTampering,

Authoritative references (for verification and deeper reading):

* Kubernetes (official docs)- Supply Chain Security (discusses risks such as compromised CI/CD pipelines leading to
modified/poisoned images and emphasizes verifying image integrity/signatures).

* Kubernetes Docs#Security#Supply chain securityandSecuring a cluster(sections on image provenance, signing, and verifying
artifacts).

* CNCF TAG Security - Cloud Native Security Whitepaper (v2)- Threat modeling in cloud-native and software supply chain risks;
describes attackers modifying build outputs (images/artifacts) via CI

/CD compromise as a form oftamperingand prescribes controls (signing, provenance, policy).

* CNCF TAG Security - Software Supply Chain Security Best Practices- Explicitly covers CI/CD compromise leading
tomaliciously modified imagesand recommends SLSA, provenance attestation, and signature verification (policy enforcement via
admission controls).

* Microsoft STRIDE (canonical reference)- Defines Tamperingasmodifying data or code, which directly fits a trojanized image
produced by a compromised build system.
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You are responsible for securing thekubeletcomponent in a Kubernetes cluster.

Which of'the following statements about kubelet security is correct?

¢ A. Kubelet supports TLS authentication and encryption for secure commumication with the API server.
¢ B. Kubelet requires root access to interact with the host system.

e C. Kubelet runs as a privileged container by default.

¢ D. Kubelet does not have any built-in security features.

EfE: A

TR

* Thekubeletis the primary agent that runs on each node in a Kubernetes cluster and commumicates with the control plane.

* Kubeletsupports TLS (Transport Layer Security)for both authentication and encryption when interacting with the API server. This
is a core security feature that ensures secure node-to-control-plane communication.

* Incorrect options:

* (A) Kubelet does not run as a privileged container by default; it runs as a system process (typically systemd-managed) on the host.
* (B) Kubelet does include built-in security features such asTLS authentication, authorization modes, and read-only vs secured
ports.

* (D) While kubelet interacts with the host system (e.g., cgroups, container runtimes), it does not inherently require root access for
commumnication security; RBAC and TLS handle authentication.

References:

Kubernetes Documentation - Kubelet authentication/authorization

CNCF Security Whitepaper - Cluster Component Security (discusses TLS and mutual authentication between kubelet and API
server).

B #23
In a cluster that contains Nodes withmultiple container runtimesinstalled, how can a Pod be configured to be created on a specific
runtime?

A. By using a command-Iine flag when creating the Pod.

B. By setting the container runtime as an environment variable in the Pod.
C. By modifying the Docker daemon configuration.

D. By specifying the container runtime in the Pod's YAML file.

Ef#: D

R e«

* Kubernetes supportsmutltiple container runtimeson a node via theRuntimeClassresource.

* To select a runtime, you specify the runtimeClassName field in thePod's YAML manifest. Example:
* apiVersion: vl

* kind: Pod

* metadata:

* pame: exanple

* spec:

* runtimeClassName: gvisor

* containers:

* - name: app

* fmage: nginx

* Incorrect options:

* (A) You cannot specify container runtime through a kubectl command-line flag,

* (B) Modifying the Docker daemon config does not direct Kubernetes Pods to a runtime.

* (C) Environment variables inside a Pod spec do not control container runtimes.

References:

Kubernetes Documentation - RuntimeClass

CNCF Security Whitepaper - Workload isolation via different runtimes (e.g., gVisor, Kata) for enhanced security.



R #24

A Kubernetes cluster tenant can launch privileged Pods in contravention of therestricted Pod Security Standardmandated for cluster
tenants and enforced by the built-inPodSecurity admission controller.

The tenant has full CRUD permissions on the namespace object and the namespaced resources. How did the tenant achieve this?

¢ A. By using higher-level access credentials obtained reading secrets from another namespace.
¢ B. By deleting the PodSecurity admission controller deployment running in their namespace.

e C. The scope of'the tenant role means privilege escalation is impossible.

¢ D. By tampering with the namespace labels.

IEf#: D

TR

* ThePodSecurity admission controllerenforces Pod Security Standards (Baseline, Restricted, Privileged)based on namespace
labels.

* Ifa tenant has full CRUD on the namespace object, they canmodify the namespace labelsto remove or weaken the restriction
(e.g., setting pod-security.kubernetes.io/enforce=privileged).

* This allows privileged Pods to be admitted despite the security policy.

* Incorrect options:

* (A) is false - namespace-level access allows tampering.

*(C) is nvalid - PodSecurity admission is not namespace-deployed, it's a cluster-wide admission controller.

* (D) is unrelated - Secrets from other namespaces wouldn't directly bypass PodSecurity enforcement.

References:

Kubernetes Documentation - Pod Security Admission

CNCEF Security Whitepaper - Admission control and namespace-level policy enforcement weaknesses.

B #25
Which security knowledge-base focuses specifically onoffensive tools, techniques, and procedures?

e A . OWASP Top 10

e B. MITRE ATT&CK

e C. NIST Cybersecurity Framework
e D. CIS Controls

IEf#: B

fi .-

* MITRE ATT&CKs a globally recognizedknowledge base of adversary tactics, techniques, and procedures (TTPs). It is focused
on describingoffensive behaviorsattackers use.

* Incorrect options:

* (BYOWASP Top 10highlights common application vulnerabilities, not attacker techniques.

* (C)CIS Controlsare defensive best practices, not offensive tools.

* (D)NIST Cybersecurity Frameworkprovides a risk-based defensive framework, not adversary TTPs.

References:

MITRE ATT&CK Framework

CNCF Security Whitepaper - Threat intelligence section: references MITRE ATT&CK for describing attacker behavior.
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