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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q80-Q85):
NEW QUESTION # 80 
A threat actor attempts to avoid detection by turning data into a code that shifts numbers to the right four times. Which anti-forensics
technique is being used?

A. obfuscation
B. encryption
C. poisoning
D. tunneling

Answer: A

Explanation:
This scenario describes asubstitution cipher, where data is made unreadable or less recognizable without altering its functionality.
According to the Cisco CyberOps Associate guide, obfuscation includes techniques such as shifting, encoding, and symbol
manipulation to mask the true nature of data or code:
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"A very well-known cipher, the Caesar cipher... shifts the letter of the alphabet by a fixed number... This technique is a form of data
obfuscation used to bypass detection mechanisms.".

NEW QUESTION # 81 
An investigator is analyzing an attack in which malicious files were loaded on the network and were undetected. Several of the
images received during the attack include repetitive patterns. Which anti-forensic technique was used?

A. obfuscation
B. steganography
C. spoofing
D. tunneling

Answer: B

NEW QUESTION # 82 
Refer to the exhibit.

What is the IOC threat and URL in this STIX JSON snippet?

A. malware;
'http://x4z9arb.cn/4712/'
B. malware; malware--162d917e-766f-4611-b5d6-652791454fca
C. stix;
'http://x4z9arb.cn/4712/'
D. malware; x4z9arb backdoor
E. x4z9arb backdoor;http://x4z9arb.cn/4712/

Answer: A

Explanation:
This STIX (Structured Threat Information eXpression) JSON snippet provides two key elements relevant for IOC (Indicator of
Compromise) analysis:
* The indicator pattern shows a suspicious URL:#
"pattern": "[url:value = 'http://x4z9rb.cn/4712/']"
This is the actual IOC that can be used for detection.
* The type of object that the indicator relates to:# "type": "malware"# "name": "x4z9arb backdoor"This indicates the nature of the
threat associated with the IOC is malware.
Therefore,
the threat is "malware" and the associated indicator (IOC) is the URL: http://x4z9rb.cn/4712/ Option A correctly captures both the
IOC category ("malware") and the indicator value ("http://x4z9rb.cn/4712/").
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on "Understanding Threat Intelligence Platforms,"
including the use of STIX/TAXII for representing threat data.

NEW QUESTION # 83 



Refer to the exhibit. According to the SNORT alert, what is the attacker performing?

A. XSS attack against the target webserver
B. brute-force attack against the web application user accounts
C. brute-force attack against directories and files on the target webserver
D. SQL injection attack against the target webserver

Answer: C

Explanation:
Explanation

NEW QUESTION # 84 
An engineer is analyzing a ticket for an unexpected server shutdown and discovers that the web-server ran out of useable memory
and crashed.
Which data is needed for further investigation?

A. /var/log/httpd/messages.log
B. /var/log/httpd/access.log
C. /var/log/messages.log
D. /var/log/access.log

Answer: C

Explanation:
The most relevant log for system-level events such as memory exhaustion and shutdown is/var/log/messages.
log, which contains kernel and service-level logs including OOM (Out-Of-Memory) events.
As detailed in Linux investigations:
"Logs located in/var/log/messagesprovide critical system error reporting including shutdowns, memory errors, and service failures".
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