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EE#10

You have been asked to recommend a solution for protocol capture of 802.11 frames consisting of 3x3:3

802.11ac communications. The requirement specifies that you gain a general view of a coverage area and does not require that you
capture from specific user locations. The solution must be the least expensive practical solution possible that does not disrupt user
access to the WLAN and it must be based on enterprise WLAN hardware.

‘What solution would you recommend so that any coverage area could be monitored on demand?

A. Install laptop-based protocol analyzer near each AP

B. Install Wireshark on the Aps natively to allow dynamic capture while serving clients

C. Install the mmimum number of Aps required for coverage and use these Aps for protocol analysis as needed
D. Install sufficient Aps so that an AP can be taken offline to perform protocol analysis as needed
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HE#11
The data rate for a data frame is 150 Mbps in 5 GHz
What rate is used to transmit the PHY header mformation?

A. 150 Mbps
B. 1 Mbps
C. 6 Mbps
D. 75 Mbps

HY:. B
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References:

AE #12

You have captured 802.11 traffic using an adapter that includes the radio tap header. You see several frames often called
announcement frames in the capture.

What best describes these types of frames?

A. They only include beacon and probe response frames

B. They are used to allow a STA to awake fromsleep and for no other reason

C. They only include beacon and probe request frames

D. They are meant to provide nformation to the network that may result in state changes, but they are not open for rejection

e A
A2 #13

When using a commercial WLAN protocol analyzer, you notice that it is listing vendor names for some APs and client STAs.
What is the source of this information?

A. Broadcast name resolution
B. DNS name resolution

C. Banner grabbing

D. Vendor OUI values
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AEE#14
‘Which common feature of a Spectrum Analyzer would be the best to help you locate a non-802.11 interference source?

e A Location filter
e B. Min hold



e (C. Max hold

e D. Device finder
Hg: D
MH.

The device finder is a common feature of a spectrum analyzer that helps locate a non-802.11 interference source. The device finder
uses a directional antenna to measure the signal strength of a specific frequency or signal source. By pointing the antenna in different
directions, the device finder can indicate the direction and distance of the interference source. The device finder can also filter out
other signals that are not related to the interference source. The other options are not correct, as they do not help locate a non-
802.11 interference source. Max hold and min hold are features that show the maximum and mnimum RF power levels over time,
respectively. Location filter is a feature that filters out signals that are not froma specific location or area. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 3: Spectrum Analysis, page 77-78
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