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Palo Alto Networks NetSec-Pro Exam Syllabus Topics:

Topic

Details

Topic 1

Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
mfrastructure managers in maintaining and configuring Cloud-Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
and logging, It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environments including supported products, device addition, reporting, and configuration
management.

Topic 2

GFW and SASE Solution Mamntenance and Configuration: This domain evaluates the skills of network
security administrators in mamntaining and configuring Palo Alto Networks hardware firewalls, VM- Series,
CN-Series, and Cloud NGFWs. It includes managing security policies, profiles, updates, and upgrades. It
also covers adding, configuring, and maintaining Prisma SD-WAN including initial setup, pathing,
monitoring, and logging. Maintaining and configuring Prisma Access with security policies, profiles,
updates, upgrades, and monitoring is also assessed.

Topic 3

Connectivity and Security: This part measures the skills of network engineers and security analysts in
maintaining and configuring network security across on-premises, cloud, and hybrid environments. It
covers network segmentation, security and network policies, monitoring, logging, and cettificate
management. It also includes maintaining connectivity and security for remote users through remote access
solutions, network segmentation, security policy tuning, monitoring, logging, and certificate usage to ensure
secure and reliable remote connections.

Topic 4

NGFW and SASE Solution Functionality: This part assesses the knowledge of firewall administrators and
network architects on the finctions of various Palo Alto Networks firewalls including Cloud NGFWs, PA-
Series, CN-Series, and VM-Series. It covers perimeter and core security, zone security and segmentation,
high availability, security and NAT policy implementation, as well as monitoring and logging. Additionally, it
includes the functionality of Prisma SD-WAN with WAN optimization, path and NAT policies, zone-
based firewall, and monitoring, plus Prisma Access features such as remote user and network
configuration, application access, policy enforcement, and logging. It also evaluates options for managing
Strata and SASE solutions through Panorama and Strata Cloud Manager.

Topic 5

Platform Solutions, Services, and Tools: This section measures the expertise of security engineers and
platform administrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security
profiles, User-1D and App-ID, decryption, and monitoring, It also covers the application of CDSS for [oT
security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,
Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best
practices through administration, dashboards, and Best Practice Assessments.

Palo Alto Networks Network Security Professional Sample Questions (Q19-

Q24):

NEW QUESTION # 19
Which security profile provides real-time protection against threat actors who exploit the misconfigurations of DNS infrastructure
and redirect traffic to malicious domains?
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A. Anti-spyware

B. Vulnerability Protection
C. URL Filtering

D. Antivirus

Answer: A

Explanation:

The Anti-spyware profile includes DNS-based protections like sinkholing and detection of DN'S queries to malicious domains,
offering real-time protection against attacks that exploit DNS misconfigurations.

The Anti-Spyware profile protects against DNS-based threats by sinkholing DNS queries to malicious domains and detecting
suspicious DNS activity, thus blocking data exfiltration and C2 communication.

NEW QUESTION # 20
A primary firewall in a high availability (HA) pair is experiencing a current failover issue with ICMP pings to a secondary device.
‘Which metric should be reviewed for proper ICMP pings between the firewall pair?

A. Non-functional state

B. Link monitoring

C. Bidirectional Forwarding Detection (BFD)
D. Heartbeat polling

Answer: D

Explanation:

Heartbeat polling is a core HA function to monitor connectivity between HA peers, leveraging ICMP pings to determine link health
and availability.

Heartbeat Polling uses ICMP pings to verify the connectivity and health of the HA peers. If heartbeat polling fails, the firewall
considers the peer to be down and may nitiate failover.

IfICMP pings fail, checking heartbeat polling logs helps identify if link or path monitoring triggers the failover.

NEW QUESTION # 21
After a firewall is associated with Strata Cloud Manager (SCM), which two additional actions are required to enable management of
the firewall from SCM? (Choose two.)

A. Deploy a service connection for each branch site and connect with SCM.

B. Install a device certificate.

C. Configure NTP and DNS servers for the firewall.

D. Configure a Security policy allowing "stratacloudmanager. paloaltonetworks.com' for all users.

Answer: B,C

Explanation:

To fully manage a firewall from Strata Cloud Manager (SCM), it's essential to establish trust and ensure reliable connectivity:
Configure NTP and DNS servers

The firewall must have accurate time (NTP) and name resolution (DNS) to securely communicate with SCM and related cloud
services.

To ensure successful management, configure the firewall's NTP and DNS settings to synchronize time and resolve domain names
such as stratacloudmanager.paloaltonetworks.com

Install a device certificate

A device certificate authenticates the firewall's identity when connecting to SCM.

The device certificate authenticates the firewall to Palo Alto Networks cloud services, including SCM. It's a findamental requirement
to establish secure connectivity.

NEW QUESTION # 22
How do zones enhance security in a Palo Alto NGFW deployment?

e A. By limiting the need for SSL decryption



¢ B. By enforcing logging for all interfaces
¢ (. By segmenting traffic and enabling granular policy enforcement
¢ D. By creating dynamic routing paths

Answer: C

Explanation:

Zones in a Palo Alto NGFW are central to network segmentation, allowing administrators to define how traffic flows between
different parts of the network. Security policies are enforced based on the source and destination zones, enabling precise control and
reducing the attack surface by restricting unnecessary communication between network segments. This approach enhances security
by allowing granular policy enforcement tied to logical network segments rather than just interfaces or IP addresses, making it more
difficult for threats to move laterally within the environment.

NEW QUESTION # 23
In which two applications can Prisma Access threat logs for mobile user traffic be reviewed? (Choose two.)

A. Strata Logging Service

B. Prisma Cloud dashboard

C. Service connection firewall

D. Strata Cloud Manager (SCM)

Answer: A,D

Explanation:

Threat logs for Prisma Access mobile users can be reviewed in bothStrata Cloud Manager (SCM)andStrata Logging Service.
Prisma Cloud and service connection firewalls are not directly tied to mobile user traffic logs.

"Prisma Access logs are available in the Strata Cloud Manager and can also be sent to the Strata Logging Service for detailed
analysis and threat visibility." (Source: Prisma Access Admmistration Guide)

NEW QUESTION # 24
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