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(Q36-Q41):

HH #36

Lately, the support desk is receiving several requests for password resets from individuals who appear to be unknown to the
organization. Possible criminal activities are suspected, and the organization wishes to address this issue in their information security
awareness program. What is the area that requires awareness?

e A Internet usage
¢ B. Social engineering
¢ (. Instant (mobile) messaging

¢ D. E-mail usage
E&: B
it

Requests for password resets from unknown individuals suggestsocial engineeringattacks, such as phishing or impersonation, where
attackers manipulate users to gain unauthorized access. An information security awareness program should focus on educating staff
about social engineering tactics to recognize and prevent such incidents.

E-mail usage (A), instant messaging (B), and internet usage (C) may be vectors for attacks, but the core issue is social engineering,
which encompasses tactics used across these channels.

Reference:EPI CITM study guide, under Information Security Management, likely emphasizes social engineering in security
awareness training, Refer to sections on security awareness or threat management.

B #37
Little to no budget is available for hirmg new staff for the IT service desk. What is the ideal method of sourcing knowing that little
time is available?

A. Internet job board

B. Internal IT staff based on a SWOT analysis
C. Recruitment agency

D. Word of mouth

EfE: A

fiR .-

Given the constraints oflittle to no budgetandlimited time, internet job boardsare the ideal sourcing method. They are cost-effective
(often free or low-cost), allow quick posting of job openings, and reach a wide pool of candidates, enabling rapid hiring,

Word of mouth (A) is informal and may not yield qualified candidates quickly. Internal IT staff based on SWOT analysis (B) is not a
standard recruitment method and takes time to analyze. Recruitment agencies (D) are expensive and slower due to their processes,
making them unsuitable for low-budget, urgent hiring,

Reference:EPI CITM study guide, under IT Organization, likely discusses recrutment strategies for IT staff, emphasizing cost-
effective methods like job boards. Check sections on human resource management or staffing,

HR #38

What is the correct sequence of activities for a risk assessment?

A. Monitor and review - establish context - identify - evaluate - treatment

B. Establish context - identify - analyse - evaluate - treatment

C. Identify - analyse - evaluate - treatment - monitor and review

D. Commumication - establish context - analyse - treatment - monitor and review

EfE: B

A -

The correct sequence for arisk assessment, as perISO 31000andISO/IEC 27001, is:Establish context - identify - analyse - evaluate
- treatment(C).

* Establish context:Define the scope, objectives, and criteria for the risk assessment (e.g., organizational goals, assets, and risk
appetite).

* Identify:Identify potential risks (e.g., threats and vulnerabilities) that could impact objectives.



* Analyse:Assess the likelihood and impact of identified risks to determine their severity.

* Evaluate:Compare risks against risk criteria to prioritize them for treatment.

* Treatment:Implement controls or strategies to mitigate, avoid, transfer, or accept risks.

* Option A:Incorrect, as "monitor and review" is a post-treatment step, not the starting point.

* Option Bincorrect, as "communication" is not a distinct step in risk assessiment; it's embedded throughout.

* Option DiIncorrect, as it skips "establish context," which is essential for defining the assessment's scope.

This sequence ensures a structured, systematic approach to risk assessment, aligning with organizational objectives.
Reference:EPI CITM study guide, under Risk Management, likely references ISO 31000 or ISO/IEC 27001 for risk assessment
processes. Check sections on risk assessment methodologies or risk management lifecycle.

B #39
Being part of service management, business relationship management follows the principles of the service lifecycle. Which of the
below is not part of activities defined in service operation?

A. Report service performance

B. Commumicate scheduled outages
C. Define service strategy

D. Escalation

EfE: C

A -

InITIL, theservice operationphase focuses on delivering and managing services, including activities like comnmumnicating scheduled
outages (A), reporting service performance (B), and handling escalations (C).

Defining service strategy(D) is part of theservice strategyphase, not service operation, as it involves planning and aligning services
with business goals.

Reference:EPI CITM study guide, under Service Management, likely references ITIL's service lifecycle, specifically distinguishing
service operation from service strategy. Check sections on ITIL service operation or business relationship management.

E #40
Users (customers) are complaining about the quality of how problens are being solved. What is the most likely cause?

A. Lack of budget to manage problems
B. Wrong allocation of problems

C. Errors i priority

D. Poor registration of problems

EfE: D

R :

InITIL's problem management process,poor registration of problems(A) is the most likely cause of low- quality problem resolution.
Effective problem management requires accurate logging of incidents and problems, including detailed descriptions, to enable proper
root cause analysis and resolution. If problemns are poorly registered (e.g., incomplete or inaccurate data), it hinders diagnosis and
resolution, leading to customer dissatisfaction.

* Wrong allocation of problens (B):Incorrect assignment to teams can delay resolution but is less findamental than poor registration,
which affects the entire process.

* Errors in priority (C):Incorrect prioritization may delay urgent issues, but poor registration impacts resolution quality more directly.
* Lack of budget (D):May limit resources, but the scenario points to process quality, not resource constraints.

Reference:EPI CITM study guide, under Service Management, likely references ITIL's problem management, emphasizing accurate
problem logging. Check sections on ITIL problem management or service operation.
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