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¢ Data Analysis: This domain encompasses diagnosing network issues like packet loss, congestion, routing,
FEw 21 and jitter, plus end-device problens. It includes analyzing web application performance and identifying

security threats such as DDoS attacks, DNS hijacking, and BGP hijacking.

¢ Data Collection Implementation: This domain focuses on deploying enterprise and endpoint agents across

mnfrastructure and end-user devices. It covers configuring network, DNS, voice, web, and endpoint tests
ey 72 using ThousandEyes and Meraki Insights, along with implementing synthetic web tests and authentication
methods.

o Insights and Alerts: This domain addresses configuring alert rules based on network conditions and end-
FEy 23 user experience factors. It covers selecting metrics for stakeholders, validating alerts, and recommending
network optimization for capacity planning,

¢ Platforms and Architecture: This domain covers understanding monitoring agent types and placement,
active versus passive monitoring, and ThousandEyes WAN Insights. It addresses Cisco platform

ey 74 mtegrations, metric baselines, and selecting appropriate integration methods and assurance platforns based

on business requirements.
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HH #100
What type of alert rule impacts end-user experience by monitoring browser behavior?

e A Threshold alert

e B. User experience alert
e C. Performance alert

¢ D. Security alert

Ef#: B

A -
User experience alert rules impact end-user experience by monitoring browser behavior, ensuring optimal performance and usability
of web applications in network assurance.

HM #101
What type of data does ThousandEyes use to diagnose when integrated with Cisco Secure Client?

e A Data related to secure web gateway performance
¢ B. Data related to network hardware configurations
¢ C. Network performance data from the user's device
¢ D. Data related to user activity and behavior

Ef#: C

R :

Under theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)guidelines, the integration between
ThousandEyes andCisco Secure Client(formerly AnyConnect) is designed to provide visibility into the hybrid workforce experience.
The mtegration primarily leveragesnetwork performance data from the user's device(Option C) to diagnose connectivity and
application issues.

This data is collected by theThousandEyes Endpomnt Agent, which is deployed as a module within the Cisco Secure Client.10The
agent captures real-time telemetry from the user's laptop or workstation, includingWi-Fi signal strength, CPU and memory utilization,
andlocal network gateway latency. Specifically, for remote users, it monitors the health of the VPN tunnel and the performance of
applications as seen fiom the end- user's vantage point.

When a user reports a "slow application," this integrated telemetry allows IT teans to determine if the root cause is the user's home
Wi-Fj, a saturated VPN concentrator, or an issue within the ISP underlay. The agent perfornsAutomated Session Testing (AST),
which maps the network path as soon as a user joins a critical meeting or accesses a SaaS tool, providing a granular view of every
hop between the device and the service destination. Unlike hardware configuration data (Option A) or behavioral analytics (Option
B), the focus here is strictly on thenetwork performance metricsthat impact digital experience.

Therefore, the collection of device-centric network performance data is the core function of the Cisco Secure Client and
ThousandEyes integration.

R #102
How does Thousand Eyes WAN Insights contribute to network optimization?

A. By predicting network performance trends
B. By enhancing hardware security

C. By monitoring real-time traffic

D. By analyzing server logs

EfE: A

A -
Thousand Eyes WAN Insights contributes to network optimization by predicting network performance trends, enabling proactive
optimization strategies in network assurance.



HH #103
What is the primary purpose of integrating ThousandEyes with Meraki?

¢ A. To manage user access policies and permissions

¢ B. To deploy Endpoint Agents for VPN connectivity monitoring

¢ (. To enhance cloud security and compliance

¢ D. To monitor external applications and services from SD-WAN sites

IEf#: D

TR

TheDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)framework highlights the integration between
ThousandEyes and Cisco Meraki as a solution for "cross-domain assurance".5The primary purpose of this integration is tomonitor
external applications and services from SD-WAN sites (Option B).

In a distributed Meraki environment, IT teams often struggle with visibility into the "Internet as a WAN," where performance issues
may occur outside the local network perimeter. By embeddingThousandEyes Enterprise Agentsnatively withinMeraki MX
appliances, organizations can bridge the gap between internal LAN metrics and external service health.6This integration allows for
proactive monitoring of SaaS platforns (like Microsoft 365, Salesforce, and Webex) and other public-facing dependencies using
synthetic probes. It complements the nativeMeraki Insight (MI), which provides passive monitoring of real user traffic, by adding
active path visualization and hop-by-hop analysis across the Internet.

Key advantages of this integration include:

* One-Click Activation:Enabling the ThousandEyes agent directly from the Meraki Dashboard without additional hardware.7

* Pre-configured Tenplates:Using built-in test tenplates for common Saa$S applications to accelerate troubleshooting. 8

* Isolation of Fault Domains:Quickly determming if a user's lag is caused by a local Wi-Fi issue (via Meraki wireless metrics) or an
ISP routing problem (via ThousandEyes path data).9 While ThousandEyes does provide visibility for VPN and security, Options A,
C, and D are not theprimary focus of the specific Meraki- ThousandEyes integration architecture, which is centered on extending
application performance assurance to distributed branch locations.

i #104
A network administrator wants to establish a baseline for CPU utilization on their core routers.
Which data source would be MOST appropriate for this purpose?

A. HTTP Server response times from ThousandEyes tests
B. Network path visualization from ThousandEyes tests
C. DNS resolution time from ThousandEyes tests

D. SNMP data collected from the routers

IEfE: D

R

In the Designing and Implementing Enterprise Network Assurance (300-445 ENNA) framework, baselining is the process of
establishing a "normal" performance profile for network infrastructure to enable the detection of anomalies. When the metric of
mterest is the internal health of a physical device, such as CPU utilization on a core router, SNMP (Simple Network Management
Protocol) is the industry-standard data source.

SNMP provides direct visibility into the device's control plane and hardware performance. By polling specific Object Identifiers
(OIDs) from the router's Management Information Base (MIB), a monitoring system like Cisco Catalyst Center or a third-party
NMS can collect granular data on CPU cycles, memory allocation, and temperature. This "iside-out" telemetry is essential for
baselining because it reflects the actual resource consumption of the router during various traffic loads.
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