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MikroTik Certified Network Associate Exam 52 78 MTCNA & B f &8 (Q122-
Q127):

R #122
What is possible with Netinstall?

e A. MikroTik RouterOS configuration reset
e B. MikroTik RouterOS password reset with saving router's configuration
e (. MikroTik RouterOS reinstall

EfE: C

AR :

Netinstall is a powerful utility provided by MikroTik that allows reinstallation of RouterOS on RouterBOARD devices. It is primarily
used for:

* Reflashing or reinstalling RouterOS

* Recovering devices that are not booting correctly

* Clearing configurations during reinstall

It does not allow you to reset the password without losing the configuration, nor is it used just for configuration reset.

MTCNA Official Course Material - Tools & Netinstall:
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"Netinstall is used to reinstall RouterOS onto a MikroTik device via the network. It can be used to install a specific RouterOS
version or wipe the existing installation.”" Rene Meneses MTCNA Guide - Tools Chapter:

"Netinstall allows you to reinstall RouterOS and optionally reset the configuration. It does not allow recovery of the existing
password or configuration unless backed up beforehand." MikroTik Wiki - Netinstall Utility:

"Netinstall is a tool used for reinstalling RouterOS. It formats the system partition and reinstalls RouterOS.

This is useful in case of misconfiguration or firmware corruption.”

Option B is incorrect - password reset is only possible via full configuration wipe.

Option C is not accurate - Netinstall reinstalls the entire OS, not just resets configuration.

Only A is correct.

HH #123
Firewall NAT rules process only the first packet of each connection.

o A True
e B. False

EfE: A

A -

MikroTik's NAT (Network Address Translation) is part of the connection tracking mechanism. NAT rules are applied only to the
first packet of a connection. Subsequent packets belonging to the same connection are automatically handled by the connection
tracking module using the same translation mappings established by that first packet.

Option Analysis:

* A#True - NAT is evaluated only on the first packet of a new connection.

* B#False - Subsequent packets are not re-evaluated against NAT rules.

Extract from Official MTCNA Course Material - Firewall & NAT Section:

"NAT rules apply to the first packet in a connection. After that, RouterOS uses the tracked connection entry." Extract from Rene
Meneses MTCNA Study Guide - NAT & Firewall Concepts:

"Once the nitial packet matches a NAT rule, connection tracking applies it to the whole session." Extract from MikroTik Wiki -
NAT Implementation:

"NAT is evaluated on the first packet. Other packets in the same connection follow the established NAT mapping."”

HM #124
NAT rule is going to catch SMTP traffic and send it to a specific mail server. What is the correct action for a NAT rule?

e A passthrough
e B. dst-nat
e (. redirect

e D. tarpit
IEf#: B

R

To redirect SMTP (port 25) traffic fromusers to a specific internal or external SMTP server, you must use dst- nat. This modifies
the destination address and port to point to the desired mail server.

* A#passthrough - Allows the packet to be evaluated by other NAT rules; it doesn't alter traffic

* B.#dst-nat - Rewrites destination IP/port; this is what is needed to redirect SMTP to a specific server

* C.#redirect - Sends traffic to the router itself. not suitable for external redirection

* D.#tarpit - Used for slowing down malicious TCP connections, not redirection Extract from MTCNA Course Material - NAT
Types:

"Use dst-nat to change the destination IP address. This is suitable for port forwarding or service redirection.” Extract from Rene
Meneses Study Guide - NAT Rules:

"To redirect traffic to a specific server, use actior=dst-nat and specify the new destination address."

HA #125
You want to use PCQ and allow 256k maximum download and upload for each client. Choose correct argument values for the
required queue.



A. kind=pcq pcq-rate=256000 pcq-classifier=dst-address
B. kind=pcq pcg-rate=5000000 pcq-classifier=src-address
C. kind=pcq pcq-rate=256000 pcq-classifier=src-address
D. kind=pcq pcqg-rate=5000000 pcq-classifier=dst-address
E. kind=pcq pcq-rate=1256000 pcq-classifier=dst-address

Eﬁ: A\ C

fEE N -

PCQ (Per Connection Queue) is used in MikroTik to enforce bandwidth faimess across muiltiple users. To limit each client to 256k:
* peg-rate=256000 # sets maximum bandwidth per client to 256,000 bps (256 kbps)

* peg-classifier=src-address # used in upload queues

* peg-classifier=dst-address # used in download queues

So:

* A#Used for upload: src-address

* C.#Used for download: dst-address

The other options have incorrect rates or classifiers:

* B.#Incorrect rate (1256000 # 256k)

* D & E.#lIncorrect rate (5000000 = 5 Mbps)

MTCNA Course Manual - PCQ Explanation:

"Use peq-classifier=src-address for upload, and dst-address for download. pcg-rate sets per-client limit." Rene Meneses Study
Guide - Queue Management:

"To cap clients to 256k, configure pcq-rate=256000. Adjust classifiers based on traffic direction." Terry Combs Notes - PCQ
Parameters:

"Classifier is the key. src-address = upload, dst-address = download. Don't mix."

R #126
In order to use dynamic keys in your wireless security profile for an AP, you MUST set up the dhcp server to provide the dynamic
keys.

o A true
o B. false

IEf#: B

B #127
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