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EHE #86
Exhibit.
‘Which would explain this issue?

A. HTTPS certificate is not required in ClearPass Guest.

B. captiveportal-login aruba-training comneeds to be entered m the Address field for the ClearPass Guest
C. HTTPS wildcard certificates are not supported

D. ".aruba-training comneeds to be entered in the Address field for the ClearPass Guest

HE: D

HE:
The correct address for the ClearPass Guest should match the FQDN of the HTTPS certificate installed on the device, which is
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often the FQDN of'the vendor's product. This ensures secureand proper redirection to the captive portal during the authentication
process. The FQDN should be entered in the Address field for ClearPass Guest configuration.

AE #87
You created a new SSID with the security settings shown in the exhibit.
Some, but not all users complain that client devices are unable to connect to this SS1D. What is the reason for this?

¢ A. WPA3 Enterprise is not backward compatible with WPA2 Enterprise.

B. MAC authentication after a failed 802. ix authentication is not possible as the option "MAC Authentication Fall- Through" is
disabled.

C. The WPA3 Enterprise GCM-2S6 mode does not support transition mode.

D. The primary servers shared key differs from the shared key configured for this server on HPE Aruba Networking Central.

HE: B

Y.

If'some users are unable to connect to an SSID configured with WP A3-Enterprise GCM-256, and the "MAC Authentication Fall-
Through" is disabled, it means that devices which fail 802.1X authentication will not attempt MAC authentication. If these client
devices are configured to use MAC authentication as a backup method, they will fail to connect, explaining the issue faced by some
users.

EAE #88
‘Which command would allow you to verity receipt of a CoA message on an AOS 10 GW?

A. packet-capture interprocess udp 3799
B. packet-capture controipath udp 3799
C. packet-capture datapath udp 3799

D. tepdump host-port 3799

He. B

MH.

The Change of Authorization (CoA) messages are used in network access control scenarios and are typically received by the
network access server, in this case, an Aruba AOS 10 Gateway. The correct command to verify the receipt ofa CoA message is
related to the control path traffic because CoA is a control plane function.

Option B,packet-capture controlpath udp 3799, is the correct answer because it specifies capturing control plane traffic on UDP
port 3799, which is the standard port for CoA messages.

Options A, C, and D are incorrect because:

Option A captures data plane traffic, not control plane traffic.

Option C'spacket-capture interprocess udp 3799does not refer to a standard command for capturing CoA messages.

Option D,tcpdump host-port 3799, does not specify the correct syntax for capturing traffic on Aruba devices.

EE #89

A client connecting to a tunneled open network is receiving the wrong VLAN Your customer has a gateway and has sent over a
packet capture froma switch port mirror taken from the upstream switch with a packet capture from the IPsec tunnel and the GRE
tunnel to help Identify the VLAN being sent from the controller to the AP.

Where will you see the VLAN assignment?

A. VLAN tag assignment win be included in the port mirror

B. The GRE tunnel will include the VLAN lag assignment

C. VLAN tag assignment win not he captured in any of the packet captures
D. IPsec tunnel will include the VLAN tag assignment

HE: A

Y.
In a packet capture from an upstream switch port mirror, you would see the VLAN assignment. The port mirror captures the traffic
as it is on the network, including any VLAN tags. GRE or IPsec tunnels encapsulate the original packet, including VLAN tags, but



the VLAN information is not visible within the encapsulation headers.

EE2 #90
Based on the output above, what is required to associate the GBP policy with a user role?

A. Update the port-access GBP policies to reference the EMPLOYEE role
B. Update the entries in the class maps to reference the EMPLOYEE role
C. Configure a user role called GBP-EMPLOYEE instead of EMPLOYEE
D. Associate the port-access role to the GBP role using the role ID

HE. C

MY

In HPE Aruba Networking (AOS-CX and ArubaOS-S), Group-Based Policy (GBP) provides policy- based segmentation
between roles by defining source and destination roles within the GBP configuration.

These policies are defined using GBP classes, policies, and roles that determine how traffic between different user groups is handled.
From the configuration snippet shown in the exhibit, the following GBP policies and roles are defined:

class gbp-ip GBP-EMPLOYEE

class gbp-ip GBP-CONTRACTOR

port-access gbp GBP-EMPLOYEE

port-access gbp GBP-CONTRACTOR

When the command

Edge- 1(config-pa-role)# associate gbp GBP-EMPLOYEE

is executed, the error message appears:

"The destination role in one or more classes of the policy does not match the role to which the policy is being associated to. %
Command failed." This message clearly indicates that the role being associated (EMPLOYEE) does not match the destination role
name defined in the GBP policy (GBP-EMPLOYEE).

In Aruba's implementation of GBP (Group-Based Policy), the role name in the GBP configuration must exactly match the user role
nane that it is associated with.

Ifthe user role name differs, such as "EMPLOYEE" nstead of "GBP-EMPLOYEE," the switch cannot establish the link between
the role and its defined policy, and the association will fail

HPE Aruba Official Explanation (Extracted from ArubaOS-S and AOS-CX Configuration Guide):

"The GBP role name must match the user role name exactly when associating a GBP policy with a port- access role.

Ifthe configured GBP role name does not correspond to the user role name, the association will fail, and the system will generate a
mismatch error." Therefore, in this scenario, the role EMPLOYEE should be renamed or recreated as GBP-EMPLOYEE so that
the GBP policy association succeeds.

Option Analysis:

* A. Configure a user role called GBP-EMPLOYEE instead of EMPLOYEE - Correct. The role name must match the GBP role
name exactly. This resolves the mismatch error.

* B. Associate the port-access role to the GBP role using the role ID - Incorrect. GBP does not use role IDs; it uses role names for
matching and association.

* C. Update the port-access GBP policies to reference the EMPLOYEE role - Incorrect. GBP policy definitions cannot be
dynamically modified in this manner. The correct fix is to align role naming,

* D. Update the entries in the class maps to reference the EMPLOYEE role - Incorrect. The class map references traffic
classification, not the association of user roles.

Final Verified answer: A

Reference Sources (HPE Aruba Official Materials):

* ArubaOS-S 16.x Security Configuration Guide - Group-Based Policy (GBP) Roles and Policies

* ArubaOS-CX 10.x Advanced Traffic Management and Policy Enforcement Guide

* HPE Aruba Certified Switching Professional (ACSP) Study Guide - Role-Based Access Control and GBP Association
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