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HEE #254

A SOC analyst is reviewing malicious activity on an external, exposed web server. During the investigation, the analyst determines
specific traffic is not being logged, and there is no visibility from the WAF for the web application.

‘Which of'the following is the MOST likely cause?

A. The user agent client is not compatible with the WAF.
B. A certificate on the WAF is expired.

C. HTTP traffic is not forwarding to HTTPS to decrypt.
D. Old, vulnerable cipher suites are still being used.

od
m
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EE #255

A company that uses AD is migrating services from LDAP to secure LDAP. During the pilot phase, services are not connecting
properly to secure LDAP. Block is an except of output from the troubleshooting session:

openssl s_client -host Idapl.comptia.com -port 636

CONNECTED (00000003)
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----- END CERTIFICATE -----
Subject =/CN=* Comptia.com/ Issuer =/ DC = com/ DC = danville / CN = chicago Which of the following BEST explains why
secure LDAP is not working? (Choose two.)

A. The company is using the wrong port. It should be using port 389 for secure LDAP.
B. The secure LDAP service is not started, so no connections can be made.

C. Secure LDAP does not support wildcard certificates.

D. The clients may not trust Chicago by default.

E. The clients may not trust idapt by default.

F. Secure LDAP should be running on UDP rather than TCP.

G. Danvills.com is under a DDoS-nator attack and cannot respond to OCSP requests.

HE: CE

Y.

The clients may not trust idapt by default because it is a self-signed certificate authority that is not in the trusted root store of the
clients. Secure LDAP does not support wildcard certificates because they do not match the fully qualified domain name of the
server.

EE #256
A company is preparing to deploy a global service.
Which of the following must the company do to ensure GDPR compliance? (Choose two.)

A. Provide opt-in/out for marketing messages.
B. Provide data deletion capabilities.

C. Inform users regarding what data is stored.
D. Grant data access to third parties.

E. Provide alternative authentication techniques.
F. Provide optional data encryption.

: AC
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AR #257

An organization has severallegacy systemsthat are critical to testing currently deployed assets. These systems have become aserious
riskto the organization's security posture, and the securitymanager must implement protection measures to preventcritical
infrastructurefrom being impacted. The systems must stayinterconnectedto allow communication with the deployed assets. Which of
the following designs, if implemented, woulddecrease the most risksbut still meet the requirements?

A. Containerization

B. Screened subnet

C. Arr gap

D. Software-defined networking

He:. B

LR

Comprehensive and Detailed in-Depth Explanation:

Problem Statement:

The organization needs tosecure legacy systemswhile maintaininginterconnectivitywith deployed assets.
Legacy systems are inherentlyvulnerableand canpose risksif directly connected to critical infrastructure.
Thegoalis to minimize risks withoutbreaking connectivity.

Why the Correct Answer is D (Screened Subnet):

Ascreened subnet(often called aDMZ - Demilitarized Zone) is anetwork segmentthat isolates potentially risky systens from
theinternal network.

It is typically placedbetween two firewalls:

One firewall separates the DMZ from theexternal network (internet).

The other firewall isolates the DMZ from theinternal network.

This setup allowscontrolled communicationbetween legacy systens and internal assets while minimizing risk.



Key Benefits of a Screened Subnet:

Isolation:Separates legacy systens from the critical internal network.

Controlled Access:Usesfirewall rulesto restrictinbound and outbound traffic.

Reduced Attack Surface:Limits the potential impact of acompromised legacy system

Interconnectivity Maintenance:Enables communication withdeployed assetswithout direct exposure.

Example Scenario:

A company haslegacy industrial control systerms (ICS)that need to interact withmodern monitoring tools.

Placing the ICS within ascreened subnetensures:

Data flow is regulated.

Monittoring systems can still accessICS data without risking full network exposure.

Compromise of thelegacy systemdoes not automatically mean compromise of thecore network.

Why the Other Options Are Incorrect:

A: Software-defined networking (SDN):

SDN enablesdynamic network configuration, but it does not inherentlyisolate risky legacy systens.

While it can segment traffic, it is primarily used fornetwork flexibilityandmanagement, not isolation.

B: Containerization:

Containersisolate applications, but legacy systens often run ondedicated hardware or old OS environmentsthat are not container-
compatible.

This approach does not meet the requirement of keeping thesystems interconnected.

C: Air gap:

Anair gapconpletelyisolates systens from any network.

This solutionbreaks interconnectivity, making itimpracticalfor the given requirement.

Ideal forhigh-security environmentsbut not whenintercommunicationis needed.

Real-World Exanple:

A healthcare organization haslegacy medical devicesthat must commumicate with thepatient management system

Placing these devices in ascreened subnetallows them to interact while beingisolatedfrom thecore hospital network, minimizngcyber
risk.

Visual Representation:

less
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Thescreened subnetacts as abuffer zone, ensuringcontrolled communicationbetween the legacy systens and the internal network.
Extract from CompTIA SecurityX CAS-005 Study Guide:

TheCompTIA SecurityX CAS-005 Official Study Guideadvises using ascreened subnet (DMZ)when isolatinglegacy systensthat still
requirenetwork connectivity. The guide emphasizes that this approach significantlyreduces riskby minimizing theattack surfacewhile
maintaining necessaryinter-system connunication.

EE #258

An internal security assessor identified large gaps in a company's IT asset inventory system during a monthly asset review. The
assessor is aware of an external audit that is underway. In an effort to avoid external findings, the assessor chooses not to report the
gaps in the mventory system. Which of the following legal considerations is the assessor directly violating?

A. Due care

B. Due diligence
C. Due process
D. Due notice

: A

oo
@ m



Due care refers to the effort made by an ordinarily prudent or reasonable party to avoid harm to another party.
By not reporting the gaps in the inventory system, the assessor is neglecting their responsibility and not exercising the due care that is
expected of them, which could lead to legal ramifications for non-compliance or other security breaches.
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