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R #96
An organization must de-identify its data before it is transferred to a third party Which of the following should be done FIRST?

e A Ensure logging is turned on for the database
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¢ B. Determine the categories of personal data collected
¢ (. Remove the identifiers during the data transfer
¢ D. Encrypt the data at rest and in motion

EX: B

fE R A«

Explanation

Before de-identifying data, it is important to determine the categories of personal data collected, such as names, addresses, phone
numbers, email addresses, social security numbers, health information, and so on.

This will help to identify which data elements are considered identifiers or quasi-identifiers, and which de-identification techniques are
appropriate for each category. For example, some data elements may need to be removed completely, while others may be masked,
generalized, or perturbed.

References:

* Anonymize and De-identify | Research Data Management

* Data De-identification: An Overview of Basic Terns - ed

R #97
Which of the following is MOST important to consider when managing changes to the provision of services by a third party that
processes personal data?

A. Updates to data life cycle policy

B. Modifications to data quality standards

C. Business impact due to the changes

D. Changes to current information architecture

ER: A

IR #98
Which of the following solutions would BEST enable a privacy practitioner to support control over data processing activities related
to personal information?

A. Data loss prevention (DLP)
B. Consent management platform

C. Enterprise resource planning (ERP)
D. SIEM

E%: B

fRRERR A

A consent management platform (CMP) directly supports control over personal data processing by tracking and enforcing
individuals' consent preferences across systems. SIEM (A) monitors security events, ERP (C) supports operations, and DLP (D)
protects against data leakage but does not manage lawful basis for processing,

"Consent management tools ensure personal data is processed only in line with valid consent or lawful basis."

PRI #99
An organization is developing a wellness smartwatch application and is considering what information should be collected from the
application users. Which of'the following is the MOST legitimate information to collect for business reasons in this situation?

A. Height, weight, and activities

B. Sleep schedule and calorie intake
C. Education and profession

D. Race, age, and gender

£%: B



R RE #100

Which of'the following practices BEST indicates an organization follows the data mnimization principle?

A. Data is encrypted before storage.

B. Data is pseudonymized when being backed up.
C. Data is regularly reviewed tor its relevance

D. Data is only accessible on a need-to-know basis.

E&R:. C

R A -

The practice that best indicates an organization follows the data minimization principle is that data is regularly reviewed for its
relevance. The data minimization principle is one of the core principles of data protection under various laws and regulations, such as
the GDPR or the CCP A) It states that personal data should be adequate, relevant, and limited to what is necessary in relation to the
purposes for which they are processed. By regularly reviewing the data they hold, organizations can ensure that they do not collect
or retain excessive or unnecessary data that may pose privacy risks or violate data subject rights.

Data is pseudonymized when being backed up, data is encrypted before storage, or data is only accessible on a need-to-know basis
are also good practices for data protection, but they do not directly indicate that the organization follows the data minimization
principle. Pseudonymization is a process of replacing identifying information in data with artificial identifiers or pseudonyms.
Pseudonymization can help enhance the privacy of data by reducing the linkability between data and data subjects, but it does not
prevent re-identification or inference attacks. Encryption is a process of transforming data into an unreadable form using a secret key
or algorithm. Encryption can help protect the confidentiality, integrity, and availability of data by preventing unauthorized access,
disclosure, or modification. Access control is a process of restricting who can access, modify, or delete data based on their roles,
permissions, or credentials. Access control can help prevent unauthorized or inappropriate use of data by limiting the scope of
access.
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