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199. Frage
‘Which component of the Kubernetes architecture is responsible for scheduling Pods to nodes and ensuring that they are running as
mtended?

A. kube-apiserver

B. kubelet

C. eted

D. kube-controller-manager
E. kube-scheduler

Antwort: E

Begriindung;
The kube-scheduler is the component responsible for scheduling Pods to nodes. It takes into account resource availability node
affinity, and other factors to ensure optimal resource utilization and application performance.

200. Frage
Which of the following is not the part of Kubernetes Control Plane?

A. kube api-server

B. etcd (pronounce: esty-d)
C. kube-proxy

D. kube scheduler

Antwort: C

Begriindung:
https:/kubernetes.io/docs/concepts/overview/components/
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201. Frage
You are running a distributed database service in Kubernetes. The database requires secure commumnication between its pods and
external clients. What Kubernetes networking features can you leverage to achieve this?

A. Inplement a custom network plugin that enforces encryption for all communication.

B. Enable mutual TLS authentication between database pods and clients.

C. Use a combination of Services, Ingress, and TLS termination to secure external access.
D. Use a Service of type "LoadBalancer' with TLS termination.

E. Configure NetworkPolicies to allow only encrypted traffic from external clients.

Antwort: B,C,D

Begrindung:
The correct answers are A, D, and E. - A: Using a "LoadBalancer' with TLS termination allows secure communication between
external clients and the database service through an encrypted HTTPS connection. - D Implementing mutual TLS authentication



between database pods and clients ensures that only authorized clients can access the database, firther enhancing security. - E.
Combining 'Services', 'Tngress', and TLS termination can provide comprehensive security for external access to the database service.
This allows you to manage ingress traffic with

'Ingress' resources and secure the connection with TLS termination on the "LoadBalancer’ or ingress controller. While
"NetworkPolicies' can help control network traffic, they cannot directly enforce encryption. 'Custom network plugins' can implement
specific encryption features, but they might require more complex configuration and integration. The best approach is to use a
combination of Kubernetes features to achieve secure communication between pods and external clients.

202. Frage
Explain the concept of "histogram'" metrics in Prometheus and provide an example of when they would be beneficial for monitoring.

¢ A Histogram metrics are designed to track changes in metric values over time, providing a historical view of performance
trends.

B. Histogram metrics are used for storing and retrieving time series data in a compressed format, optimizing storage space.
C. Histogram metrics are only applicable to monitoring Kubernetes clusters, not for general system monitoring,

D. Histogram metrics are used to create custom dashboards with interactive elements for visualizing data.

E. Histogram metrics provide a detailed distribution of values for a specific metric, allowing for analysis of performance
bottlenecks or outlier behavior.

Antwort: E

Begriindung:

Histogram metrics provide a distribution of values for a metric. This is beneficial for monitoring scenarios where you want to
understand the spread of values, such as response times of a web service. You can use the histogram to see how many requests fall
within different response time buckets, helping identify performance bottlenecks or outlier requests. Histogram metrics can help
identify performance issues that might not be evident with a simple average or sum metric.

203. Frage
You are using a Kubernetes admission controller to enforce security policies. Which of the following admission controller
configurations is MOST appropriate for preventing pods from running with the "-privileged" flag?

apiversion: admissionregistration.k8s.io/vl kind; walidatingaAdmissionPolicy metadatumpx
privileged-pod-policy spec: rules: - operatjofish * CREATE - UPDATE - DELETE scope: NAMESPACE

resources: - pods

o A
B

ainersia Ladmit¥ionregistration.k8s.io/v1 kind; «ValidatingAdmissionPolicy metadata: name:
name: privileged-pod-policy spec: rules: - operations: - CREATE scope: NAMESPACE resources:
- pods spec: securityContext: privileged: false

e C.

apiversion: admissionregistration.k8s.io/vl kind: validatingAdmissionPolicy metadata: name:

privileged-pod-policy spec: rules: - operations: - CREATE scope: NAMESPACE resources: - pods

e D

apiVersion: admissionregistration.k8s.io/v1l kind: validatingAdmissionPolicy metadata: name:
privileged-pod-policy spec: rules: - operations: - CREATE /= UPDATE - DELETE scope: NAMESPACE
resources: - pods - deployments - statefulsets - daemgrisets - jobs - cronjobs - replicasets

- pods/bind - pods/delete - pods/eviction - pods/exec: -=pods/log - pods/portforward -
- pods/proxy - pods/attach - pods/status - pods/velumeattachments - pods/finalize -

- pods/deletecollection - pods/patch - pods/get - pods/list - pods/watch - pods/create
- pods/update - pods/patch - pods/delete -“pods/deletecollection - pods/get -

- pods/list - pods/watch - pods/bi /deletle - pods/eviction - pods/exec - pods/log

- pods/portforward - pods/proxy * ‘pods/attac —! atus /volumeattachments

- pods/finalize - pods/deletecollection o} ﬁ J_[ ods/g ,)-[ ods/list - pods/watch
A, AT T

e E
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apiversion: adm1551onregi4tgéfr0n.k85.10/v1 kind: ValidatingAdmissionPolicy metadata: name:

privileged-pod-policy spec: rules: - operatipns: = CREATE - UPDATE - DELETE scope: NAMESPACE
resources: - pods - deployments - stateéfulsSets - daemonsets - jobs - cronjobs - replicasets
Antwort: B
Begriindung;

Option E is the most appropriate configuration for preventing pods from running with the '-privileged' flag. This configuration defines
a ValidatingAdmissionPolicy named 'privileged-pod-policy' that specifically targets pod creation operations ('CREATE)). It checks
the 'securityContext' field of the pod spec and ensures that the 'privileged' field is set to 'false". By enforcing this rule, the admission
controller will block any attempt to create pods with the privileged" flag, enhancing the security of your Kubernetes cluster.
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