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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q190-Q195):

NEW QUESTION # 190
An administrator needs to optimize traffic to prefer business-critical applications over non-critical applications QoS natively
mntegrates with which feature to provide service quality?

e A port inspection

e B. App-ID

e (. certificate revocation
e D. Content-ID
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Answer: B

Explanation:

Explanation

QoS natively integrates with App-ID, which is a feature that identifies applications based on their unique characteristics and
behaviors, regardless of port, protocol, encryption, or evasive tactics. By using App-1D, QoS can prioritize or limit traffic based on
the application name, category, subcategory, technology, or risk level. Certificate revocation is a process of invalidating digital
certificates that are no longer trusted or secure.

Content-1D is a feature that scans content and data within allowed applications for threats and sensitive data.

Port inspection is a method of identifying applications based on the TCP or UDP port numbers they use, which is not reliable or
granular enough for QoS purposes. References:

httpsz/docs.paloaltonetworks.conmypan-0s/9- 1/pan-os-admin/quality-of-service/configure-qos
https:/docs.paloaltonetworks.comypan-0s/9- 1/pan-os-admin/app-id

NEW QUESTION # 191

A Security policy rule is configured with a Vulnerability Protection Profile and an action of
'Deny".

‘Which action will this cause configuration on the matched traffic?

¢ A The configuration is valid. It will cause the firewall to deny the matched sessions. Any configured Security Profiles have no
effect if the Security policy rule action is set to "Deny."

¢ B. The configuration will allow the matched session unless a vulnerability is detected. The
"Deny" action will supersede the per-severity defined actions defined in the associated Vulnerability Protection Profile.

¢ C. The configuration is invalid. It will cause the firewall to skip this Security policy rule. A warning will be displayed during a
commit.

¢ D. The configuration is invalid. The Profile Settings section will be grayed out when the Action is set to "Deny".

Answer: B

NEW QUESTION # 192

The web server is configured to listen for HTTP traffic on port 8080. The clients access the web server using the IP address
1.1.1.100 on TCP Port 80. The destination NAT rule is configured to translate both IP address and report to 10.1.1.100 on TCP
Port 8080.

DST NAT: 1.1.1.100to 10.1.1.100
Destination Port: 80 to 8080

uwntrust-13

i’

192.168.1.0/24

Which NAT and security rules must be configured on the firewall? (Choose two)

e A. ANAT rule with a source of any from untrust-13 zone to a destination of 1.1.1.100 in untrust-I3 zone using service-http
service.

¢ B. A security policy with a source of any from untrust-13 Zone to a destination of 10.1.1.100 in dimz-13 zone using web-
browsing application

e C. ANAT rule with a source of any from untrust-13 zone to a destination of 10.1.1.100 in dmz-zone using service-http
service.

e D. A security policy with a source of any from untrust-13 zone to a destination of 1.1.100 in dmz-13 zone using web-browsing
application.

Answer: C,D



NEW QUESTION # 193
Refer to the exhibit.

10.99.1.150

Wab Server i oy
192.168.2.70 L
zone: DMZ T Y,

An administrator cannot see any of the Traffic logs from the Palo Alto Networks NGFW on Panorama. The cénﬁgllj}aﬁoﬂbroblem
seens to be on the firewall side. Where is the best place on the Palo Alto Networks NGFW to check whether the configuration is
correct?

Security Policy Rule
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Profile Setting T e %
Profile Type Profiles ¥  Other Settings
Antivirus  None ¥ Schedule None o
Vulnerabiity None - QoS Marking  None 2
Protection Disable Server Response Inspection
Anti-Spyware None v
URL Filtering Fiker] X
File Blocking None *
Data Filtering  None !
WiidFire Analysis None v
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9]
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A. Option A
B. Option D
C. Option B
D. Option C

Answer: B

Explanation:
httpsz/docs.paloaltonetworks.comypanorama/§- 1/panorama-admin/manage-log-collection/configure- log- forwarding-to-
panorama. htmb#

NEW QUESTION # 194
An admmnistrator discovers that a file blocked by the WildFire inline ML feature on the firewall is a false-positive action. How can
the admmnistrator create an exception for this particular file?

A. Disable the WildFire profile on the related Security policy.

B. Set the WildFire inline ML action to allow for that protocol on the Antivirus profile.

C. Add the related Threat ID in the Signature exceptions tab of the Antivirus profile.

D. Add partial hash and filename in the file section of the WildFire inline ML tab of the Antivirus profile.

Answer: D

Explanation:

Explanation

https://docs.paloaltonetworks.comypan-os/10-2/pan-os-adminv/threat-prevention/'wildfire- nline-ml/'configure-wild

"The File Exceptions table allows you to define specific files that you do not want analyzed, such as false-positives. To create a new
file exception entry, Add a new entry and provide the partial hash, filename, and description of the file that you want to exclude from
enforcement."

https’/docs.paloaltonetworks.com/pan-os/10- 1/pan-os-web-nterface-help/objects/objects-security-profiles-antiv

NEW QUESTION # 195

Our PCNSE study materials are compiled by domestic first-rate experts and senior lecturer and the contents of them contain all the
important information about the test and all the possible answers of the questions which maybe appear in the test. You can use the
practice test software to check your learning outcomes. Our PCNSE study materials” self-learning and self-evaluation functions, the
statistics report function, the timing function and the function of stimulating the test could assist you to find your weak links, check
your level, adjust the speed and have a warming up for the real exam. You will feel your choice to buy PCNSE Study Materials are

too right.
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All'in all, our test-orientated high-quality PCNSE exam questions would be the best choice for you, we sincerely hope all of our
candidates can pass PCNSE exam, and enjoy the tremendous benefits of our PCNSE prep guide, If you want to know our
products more, you can download our PCNSE free demo before purchasing, As long as you are willing to exercise on a regular
basis, the exam will be a piece of cake, because what our PCNSE practice questions include are quintessential points about the
exam

For exanple, there's now planning as a process for scope, time, cost, Valid Braindumps PCNSE Sheet quality, human resources,
communications, procurement, and stakeholder management, As old saying goes, time and tide wait no man.
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All'in all, our test-orientated high-quality PCNSE Exam Questions would be the best choice for you, we sincerely hope all of our
candidates can pass PCNSE exam, and enjoy the tremendous benefits of our PCNSE prep guide.

If'you want to know our products more, you can download our PCNSE free demo before purchasing, As long as you are willing to
exercise on a regular basis, the exam will be a piece of cake, because what our PCNSE practice questions include are quintessential
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points about the exam

With such an efficient product, you really PCNSE can't find the second one, Besides, our experts are all whole hearted and adept to
these areas for ten years who are still concentrating on edit the most effective content into the PCNSE exam bootcamp.
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