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Topic Details

Topic 1
Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.

Topic 2
Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of
assurance and inner strength.

Topic 3
Information Management (IM): Information management (IM) encompasses the entire lifecycle of
information within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.

Topic 4
Framework Design: Framework design is the process of developing a reusable structural foundation that
supports and guides the creation and organization of software systems.

Topic 5
Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
are detected or imminent, potentially compromising data or system integrity.

Topic 6
Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
integrity.

Topic 7
Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
to applicable laws, policies, and regulations to operate within established legal and ethical standards.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q44-Q49):
NEW QUESTION # 44 
In an audit, what is the definition of an observation?

A. A non-fulfilment of a requirement of ISO/IEC 27001
B. An issue raised by an interested party
C. A conformity to the standard where there is an opportunity for improvement
D. An issue excluded from the scope of the standard

Answer: C

Explanation:
ISO/IEC 27001 mandates internal audits (Clause 9.2) and continual improvement (Clause 10.1) but doesnot define the specific
audit term "observation." However, the audit framework in 9.2 requires an audit programme and impartial auditors, and management
review inputs include "feedback on the information security performance including trends in... audit results" and "opportunities for
continual improvement
." The companion implementation guidance (ISO/IEC 27002) reinforces the concept ofopportunities for improvementin the review
of policies: "The reviews should include assessing opportunities for improvement and the need for changes to the approach to
information security..." In practical ISO audit usage (aligned with ISO 19011 guidance referenced in the Study Guide),
anobservationis a recorded conformity where improvement is advisable-commonly termed an Opportunity for Improvement (OFI).
The Study Guide's internal audit section emphasizes running an audit programme to identify "potential areas of weakness or non-
compliance," supporting the notion of recording improvement opportunities alongside nonconformities. Therefore, within ISO/IEC
27001 audit practice, the best-fit definition isB: a conformity where there is an opportunity for improvement.

NEW QUESTION # 45 
Identify the missing word(s) in the following control relating to the Policies for information security control.
"Information security policy and topic-specific policies should be defined, approved by management, [ ? ] and acknowledged by
relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes occur."

A. communicated to



B. published, communicated to
C. established and maintained
D. published

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.1 (Policies for information security) states:
"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This confirms that the missing words are"published, communicated to."The control emphasizes not just defining and
approving policies but ensuring they are actively distributed and communicated so that relevant stakeholders are aware of and
acknowledge them. Options A, B, and D are partial but incomplete.
Thus, the correct answer isC.

NEW QUESTION # 46 
Which audit activity related to ISO/IEC 27001 may be carried out by a practitioner?

A. Conduct an audit of a Certification Body
B. Conduct an internal audit of the organization
C. Conduct a surveillance audit of their own area of the organization
D. Conduct an audit of an Accredited Training Organization

Answer: B

Explanation:
ISO/IEC 27001 requires internal audits and sets out how they must be conducted: "The organization shall conduct internal audits at
planned intervals..." (9.2.1) and "plan, establish, implement and maintain an audit programme(s)... [and] select auditors and conduct
audits that ensure objectivity and the impartiality of the audit process" (9.2.2). These extracts confirm that practitioners (internal to
the organization) can conduct internal audits provided objectivity and impartiality are ensured (e.g., they do not audit their own
work). Surveillance audits (option A) and audits of Accredited Training Organizations or Certification Bodies (options C, D) are
third-party activities outside the remit of an internal practitioner under ISO/IEC 27001; the standard's audit requirement is focused
on the organization's own internal audit programme. Therefore, conducting an internal audit (B) is the correct practitioner activity per
Clause 9.2.

NEW QUESTION # 47 
What is the definition of a threat according to ISO/IEC 27000?

A. A potential cause of an unwanted incident which can result in harm to a system or organization
B. A single or a series of unwanted or unexpected information security events
C. A weakness of an asset or a control that can be exploited
D. The risk remaining after risk treatment

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:
According to ISO/IEC 27000:2018, Clause 3.74, athreatis defined as:
"Potential cause of an unwanted incident, which can result in harm to a system or organization." This definition directly matches
option A.
* Option B refers to an "information security incident" (ISO/IEC 27000:2018, Clause 3.32).
* Option C describes a "vulnerability" (ISO/IEC 27000:2018, Clause 3.67).
* Option D refers to "residual risk" (ISO/IEC 27000:2018, Clause 3.61).
The standard emphasizes that threats exploit vulnerabilities, causing incidents that can harm information confidentiality, integrity, and
availability. Correctly identifying threats is critical for risk assessment (Clause
6.1.2). Thus, the correct definition per ISO/IEC 27000 isA.



NEW QUESTION # 48 
When are the information security policies required to be reviewed, according to the Policies for information security control?

A. Every six months
B. According to a schedule defined by the Certification Body
C. At planned intervals and if significant changes occur
D. Annually

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.1 (Policies for information security) specifies:
"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.
Therefore, the verified correct answer isD.

NEW QUESTION # 49
......
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