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IAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q109-Q114):
NEW QUESTION # 109 
An organization uses artificially created data from a raw data set that has the same statistical characteristics to enable researchers to
use relevant data points without exposing personal data. This is an example of what?

A. Artificial Intelligence (AI).
B. Privacy Enhancing Technologies (PET).
C. Machine Learning (ML).
D. Privacy by Design (PbD).

Answer: B

Explanation:
The scenario describes the use of synthetic data - artificially generated data created to maintain statistical similarity to real data
without exposing actual personal information. Synthetic data is explicitly categorized under Privacy Enhancing Technologies (PETs)
in CIPT materials.
PETs are technologies designed to:
* Reduce or eliminate the handling of identifiable personal data
* Protect individuals during processing
* Support analytics, testing, and research while preserving privacy
Synthetic data is highlighted as a PET because it:
* Allows safe data use for research/testing
* Minimizes privacy risk
* Avoids exposure of real personal data
* Supports data minimization and privacy-by-design principles
Why the other options are incorrect:
* A (ML) # ML may use synthetic data but synthetic data itself is not ML.
* B (PbD) # PETs support PbD, but the technology itself is specifically a PET.
* C (AI) # AI is a broad concept; synthetic data generation does not equal AI.
# Correct: D

NEW QUESTION # 110 
Which technique is most likely to facilitate the deletion of every instance of data associated with a deleted user account from every
data store held by an organization?

A. Auditing the code which deletes user accounts.
B. Building a standardized and documented retention program for user data deletion.
C. Monitoring each data store for presence of data associated with the deleted user account.
D. Training engineering teams on the importance of deleting user accounts their associated data from all data stores when
requested.

Answer: C

NEW QUESTION # 111 
What is an Access Control List?

A. A list showing the resources that an individual has permission to access.
B. A list that indicates the type of permission granted to each individual.
C. A list of individuals who have had their access privileges to a resource revoked.
D. A list of steps necessary for an individual to access a resource.

Answer: A

Explanation:
* Option A: Decentralization of data typically increases the complexity of access controls as data is spread across various locations
and systems.



* Option B: Regular data inventories help understand what data exists and where it is stored, but they do not directly reduce the
need for different types of access controls.
* Option C: Standardization of technology simplifies the IT environment, making it easier to implement and manage consistent access
controls across the organization.
* Option D: An increased number of remote employees generally requires more robust and varied access controls to manage the
different ways remote access is secured.
:
IAPP CIPT Study Guide
Best practices for access control management in IT systems

NEW QUESTION # 112 
Which of the following is considered a records management best practice?

A. Using classification to determine access rules and retention policy.
B. Storing decryption keys with their associated backup systems.
C. Archiving expired data records and files.
D. Implementing consistent handling practices across all record types.

Answer: A

NEW QUESTION # 113 
SCENARIO
WebTracker Limited is a cloud-based online marketing service located in London. Last year, WebTracker migrated its IT
infrastructure to the cloud provider AmaZure, which provides SQL Databases and Artificial Intelligence services to WebTracker.
The roles and responsibilities between the two companies have been formalized in a standard contract, which includes allocating the
role of data controller to WebTracker.
The CEO of WebTracker, Mr. Bond, would like to assess the effectiveness of AmaZure's privacy controls, and he recently decided
to hire you as an independent auditor. The scope of the engagement is limited only to the marketing services provided by
WebTracker, you will not be evaluating any internal data processing activity, such as HR or Payroll.
This ad-hoc audit was triggered due to a future partnership between WebTracker and SmartHome - a partnership that will not
require any data sharing. SmartHome is based in the USA, and most recently has dedicated substantial resources to developing
smart refrigerators that can suggest the recommended daily calorie intake based on DNA information. This and other personal data
is collected by WebTracker.
To get an idea of the scope of work involved, you have decided to start reviewing the company's documentation and interviewing
key staff to understand potential privacy risks.
The results of this initial work include the following notes:
* There are several typos in the current privacy notice of WebTracker, and you were not able to find the privacy notice for
SmartHome.
* You were unable to identify all the sub-processors working for SmartHome. No subcontractor is indicated in the cloud agreement
with AmaZure, which is responsible for the support and maintenance of the cloud infrastructure.
* There are data flows representing personal data being collected from the internal employees of WebTracker, including an interface
from the HR system.
* Part of the DNA data collected by WebTracker was from employees, as this was a prototype approved by the CEO of
WebTracker.
* All the WebTracker and SmartHome customers are based in USA and Canada.
Which of the following issues is most likely to require an investigation by the Chief Privacy Officer (CPO) of WebTracker?

A. AmaZure sends newsletter to WebTracker customers, as approved by the Marketing Manager.
B. Employees' personal data are being stored in a cloud HR system, as approved by the HR Manager.
C. File Integrity Monitoring is being deployed in SQL servers, as indicated by the IT Architect Manager.
D. Data flows use encryption for data at rest, as defined by the IT manager.

Answer: A

Explanation:
Explanation/Reference:
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