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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q48-Q53):
NEW QUESTION # 48 
Which two challenges does NTA help solve in east-west traffic visibility?
(Choose two)
Response:

A. Scaling out vSAN datastores
B. Tuning BIOS-level alerts
C. Detecting lateral threat movement
D. Identifying inter-application communication paths
E. Enforcing VLAN-based segmentation

Answer: C,D

NEW QUESTION # 49 
Which two mechanisms are available to automate the creation of firewall policies in VMware vDefend?
(Choose two)
Response:

A. ESXi command-line firewall editor
B. NSX Identity Store
C. Manual CSV uploads to NSX Edge
D. RESTful API for policy configuration
E. vRealize Automation integration

Answer: D,E

NEW QUESTION # 50 
Which three types of malware can be detected and blocked by NSX Malware Prevention?
(Choose three)
Response:

A. Keyloggers
B. Data deduplication anomalies
C. Botnet droppers
D. Ransomware
E. DNS cache corruption

Answer: A,C,D

NEW QUESTION # 51 
Which three benefits can be achieved by implementing automation for vDefend security policies?
(Choose three)
Response:

A. Simplifies snapshot management
B. Ensures faster incident response
C. Enables version-controlled policy deployment
D. Eliminates need for any rule updates
E. Supports policy-as-code practices

Answer: B,C,E



NEW QUESTION # 52 
Which two strategies enhance container workload protection using vDefend Firewall?
(Choose two)
Response:

A. Allow all traffic within the cluster to simplify configuration
B. Apply firewall rules to namespaces and pod labels
C. Use dynamic security groups with Kubernetes context
D. Manually define container network mappings in NSX
E. Disable encryption on east-west traffic for performance

Answer: A,B

NEW QUESTION # 53
......
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