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NEW QUESTION # 100 
What is the primary purpose of a Cross-Site Request Forgery (CSRF) attack?

A. To exploit authentication bypass vulnerabilities
B. To inject malicious SQL commands into a database
C. To trick a victim into performing unwanted actions on a trusted website
D. To steal session cookies through a client-side script

Answer: C

NEW QUESTION # 101 
You discover that a web application stores session IDs in URLs. What immediate action should you recommend?

A. Implement directory traversal protection
B. Disable multi-factor authentication
C. Store session IDs in secure cookies instead
D. Increase the length of session IDs

Answer: C

NEW QUESTION # 102 
A web application does not log users out after a period of inactivity. What is the best way to address this issue?

A. Implement automatic session timeout policies
B. Require re-authentication every minute
C. Allow unlimited session durations for trusted users
D. Disable user sessions altogether

Answer: A

NEW QUESTION # 103 
What are key objectives of mapping a web application? (Choose two)

A. Identifying all available pages and endpoints
B. Discovering potential input fields
C. Encrypting user credentials
D. Reducing server downtime

Answer: A,B

NEW QUESTION # 104 
What is the purpose of spidering during reconnaissance?

A. To inject SQL payloads
B. To map all linked pages of a web application
C. To generate network traffic logs
D. To identify encryption methods

Answer: B
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