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Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

Topic 1
Security Logging and Monitoring: This topic prepares AWS Security specialists to design and implement
robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.

Topic 2

Identity and Access Management: The topic equips AWS Security specialists with skills to design,
implement, and troubleshoot authentication and authorization mechanisms for AWS resources. By
emphasizing secure identity management practices, this area addresses foundational competencies required
for effective access control, a vital aspect of the certification exam.

Topic 3

Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

Topic 4

Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating
compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.

Amazon AWS Certified Security - Specialty Sample Questions (Q117-Q122):
NEW QUESTION # 117 
A business stores website images in an Amazon S3 bucket. The firm serves the photos to end users through Amazon CloudFront.
The firm learned lately that the photographs are being accessible from nations in which it does not have a distribution license.
Which steps should the business take to safeguard the photographs and restrict their distribution? (Select two.)

A. Update the website DNS record to use an Amazon Route 53 geolocation record deny list of countries where the company
lacks a license.
B. Enable the Restrict Viewer Access option in CloudFront to create a deny list of countries where the company lacks a
license.
C. Update the S3 bucket policy with a deny list of countries where the company lacks a license.
D. Update the S3 bucket policy to restrict access to a CloudFront origin access identity (OAI).
E. Add a CloudFront geo restriction deny list of countries where the company lacks a license.

Answer: D,E

Explanation:
For Enable Geo-Restriction, choose Yes. For Restriction Type, choose Whitelist to allow access to certain countries, or choose
Blacklist to block access from certain countries.
https://IAM.amazon.com/premiumsupport/knowledge-center/cloudfront-geo-restriction/

NEW QUESTION # 118 
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A company has an organization in AWS Organizations. The company wants to use AWS CloudFormation StackSets in the
organization to deploy various AWS design patterns into environments. These patterns consist of Amazon EC2 instances, Elastic
Load Balancing (ELB) load balancers, Amazon RDS databases, and Amazon Elastic Kubernetes Service (Amazon EKS) clusters
or Amazon Elastic Container Service (Amazon ECS) clusters.
Currently, the company's developers can create their own CloudFormation stacks to increase the overall speed of delivery. A
centralized CI/CD pipeline in a shared services AWS account deploys each CloudFormation stack.
The company's security team has already provided requirements for each service in accordance with internal standards. If there are
any resources that do not comply with the internal standards, the security team must receive notification to take appropriate action.
The security team must implement a notification solution that gives developers the ability to maintain the same overall delivery speed
that they currently have.
Which solution will meet these requirements in the MOST operationally efficient way?

A. Create an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the security team's email addresses to the
SNS topic. Create a custom AWS Lambda function that will run the aws cloudformation validate-template AWS CLI
command on all CloudFormation templates before the build stage in the CI/CD pipeline. Configure the CI/CD pipeline to
publish a notification to the SNS topic if any issues are found.
B. Create a centralized CloudFormation stack set that includes a standard set of resources that the developers can deploy in
each AWS account. Configure each CloudFormation template to meet the security requirements. For any new resources or
configurations, update the CloudFormation template and send the template to the security team for review. When the review
is com-pleted, add the new CloudFormation stack to the repository for the devel-opers to use.
C. Create an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the security team's email addresses to the
SNS topic. Create custom rules in CloudFormation Guard for each resource configuration. In the CllCD pipeline, before the
build stage, configure a Docker image to run the cfn-guard command on the CloudFormation template. Configure the CI/CD
pipeline to publish a notification to the SNS topic if any issues are found.
D. Create an Amazon Simple Notification Service (Amazon SNS) topic and an Am-azon Simple Queue Service (Amazon
SQS) queue. Subscribe the security team's email addresses to the SNS topic. Create an Amazon S3 bucket in the shared
services AWS account. Include an event notification to publish to the SQS queue when new objects are added to the S3
bucket. Require the de-velopers to put their CloudFormation templates in the S3 bucket. Launch EC2 instances that
automatically scale based on the SQS queue depth. Con-figure the EC2 instances to use CloudFormation Guard to scan the
templates and deploy the templates if there are no issues. Configure the CllCD pipe-line to publish a notification to the SNS
topic if any issues are found.

Answer: C

NEW QUESTION # 119 
A company needs to log object-level activity in its Amazon S3 buckets. The company also needs to validate the integrity of the log
file by using a digital signature.

A. Create a new S3 bucket for S3 server access logs. Configure the existing S3 buckets to send their S3 server access logs
to the new S3 bucket.
B. Create an Amazon CloudWatch Logs log group. Configure the existing S3 buckets to send their S3 server access logs to
the log group.
C. Create a new S3 bucket for S3 server access logs with log file validation enabled. Enable data events. Specify Amazon S3
as the data event type.
D. Create an AWS CloudTrail trail with log file validation enabled. Enable data events. Specify Amazon S3 as the data event
type.

Answer: D

Explanation:
Comprehensive Detailed Explanation with all AWS Reference
To log object-level activity and validate log file integrity:
CloudTrail Data Events with Log File Validation:
CloudTrail data events log object-level activity in S3 buckets.
Enable log file validation to ensure integrity using a digital signature.
Reference:
Incorrect Options:
B and C: S3 server access logs do not provide object-level logging or integrity validation.
D: Log file validation is specific to CloudTrail, not S3 server access logs.



NEW QUESTION # 120 
A-company uses a third-party identity provider and SAML-based SSO for its AWS accounts. After the third-party identity
provider renewed an expired signing certificate, users saw the following message when trying to log in:
Error: Response Signature Invalid (Service: AWSSecurityTokenService; Status Code: 400; Error Code: InvalidIdentityToken) A
security engineer needs to provide a solution that corrects the error and minimizes operational overhead.
Which solution meets these requirements?

A. Download the updated SAML metadata file from the identity service provider. Update the file in the AWS identity
provider entity defined in AWS Identity and Access Management (IAM) by using the AWS CLI.
B. Upload the third-party signing certificate's new private key to the AWS identity provider entity defined in AWS Identity
and Access Management (IAM) by using the AWS Management Console.
C. Sign the identity provider's metadata file with the new public key. Upload the signature to the AWS identity provider entity
defined in AWS Identity and Access Management (IAM) by using the AWS CLI.
D. Configure the AWS identity provider entity defined in AWS Identity and Access Management (IAM) to synchronously
fetch the new public key by using the AWS Management Console.

Answer: A

Explanation:
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_saml.html#troubleshoot_saml_i nvalid-metadata

NEW QUESTION # 121 
While securing the connection between a company's VPC and its on-premises data center, a Security Engineer sent a ping command
from an on-premises host (IP address 203.0.113.12) to an Amazon EC2 instance (IP address 172.31.16.139). The ping command
did not return a response. The flow log in the VPC showed the following:
2 123456789010 eni-1235b8ca 203.0.113.12 172.31.16.139 0 0 1 4 336 1432917027 1432917142 ACCEPT OK
2 123456789010 eni-1235b8ca 172.31.16.139 203.0.113.12 0 0 1 4 336 1432917094 1432917142 REJECT OK What action
should be performed to allow the ping to work?

A. In the security group of the EC2 instance, allow outbound ICMP traffic.
B. In the VPC's NACL, allow outbound ICMP traffic.
C. In the VPC's NACL, allow inbound ICMP traffic.
D. In the security group of the EC2 instance, allow inbound ICMP traffic.

Answer: B

NEW QUESTION # 122
......
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