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Topic Details
¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
Tobi mformation within an organization—fromiits collection and storage to its distribution, use, and eventual
opic 1 . .
archiving or disposal.
¢ Framework Design: Framework design is the process of developing a reusable structural foundation that
Topic 2 supports and guides the creation and organization of software systers.
¢ Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
Topic 3 to applicable laws, policies, and regulations to operate within established legal and ethical standards.
o Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
Topic 4 computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.
e Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
Topic 5 are detected or imminent, potentially compromising data or system integrity.
¢ Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of|
Topic 6 assurance and inner strength.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q21-Q26):

NEW QUESTION # 21
Which output is a required result fromrisk analysis?

A. Risk acceptance criteria

B. Determined levels of risk

C. Prioritized risks for treatment
D. Risk treatment control options

Answer: B

Explanation:

Clause 6.1.2 (d) states that duringrisk analysis, the organization shall:

* "assess the potential consequences that would result if the risks identified... were to materialize;"

* "assess the realistic likelihood of the occurrence of the risks identified;"

* "determine the levels of risk."

This makes it clear that the requiredoutput of risk analysis is the determined levels of risk. Risk acceptance criteria (A) are set earlier
in 6.1.2(a), treatment control options (C) belong to 6.1.3, and prioritization (D) is part of risk evaluation (6.1.2 ¢). Therefore, the
verified correct output isB: Determined levels of risk.

NEW QUESTION # 22
Which aspect of ISO/IEC 27001 requires that contractors know about the organization's information security policies?

A. Awareness

B. Nonconformity and corrective action
C. Competence

D. Communication

Answer: A

Explanation:
Clause 7.3 (Awareness) requires:
"Persons doing work under the organization's control shall be aware of: (a) the information security policy; (b) their contribution to



the effectiveness of the ISMS, including the benefits of improved information security performance; (c) the implications of not
conforming with the ISMS requirements." This applies not only to employees but also contractors and external parties under the
organization's control.

Competence (B) requires having skills, training, and experience, while Communication (C) covers defining communication processes
(Clause 7.4). Nonconformity and corrective action (A) is part of Clause 10 (Improvement).

Therefore, the specific requirement that ensures contractors are made aware of the information security policies is found in Clause
7.3 Awareness. Correct answer: D.

NEW QUESTION # 23

Identify the missing word(s) in the following sentence.

When planning the ISMS, the organization is specifically required to plan actions to address risks and opportunities and how to [ ? ]
these actions.

A. communicate

B. evaluate the effectiveness of
C. improve the effectiveness of
D. apply competent resources to

Answer: B

Explanation:

Clause 6.1.1 (Planning) states:

"The organization shall plan:

d) actions to address these risks and opportunities; and

e) how to:

* integrate and implement the actions into its ISMS processes; and

* evaluate the effectiveness of these actions."

This confirms the missing words are'evaluate the effectiveness of". Communication (A), applying resources (B), and improving
effectiveness (C) are important concepts elsewhere but not the direct requirement stated in this clause.

NEW QUESTION # 24
‘Which statement about the conduct of audits is true?

A. Orne of'the focus areas for a surveillance audit is the output from internal audits and management reviews
B. The certificate issued after a successful re-certification audit in typical schemes lasts for one year

C. During Stage 1 of a certification audit, evidence is collected by observing activities

D. Third party audits are conducted by a customer of the organization

Answer: A

Explanation:

Clause 9.2 (Internal Audit) and Clause 9.3 (Management Review) highlight that audit outputs and management reviews are key
mputs for evaluating ISMS performance. Surveillance audits, conducted by Certification Bodies, check ongoing compliance and
effectiveness. ISO certification schemes (per ISO/IEC

17021) require surveillance audits to verify whether corrective actions and continuous improvements are being made. A critical focus
area 1s theresults of internal audits and management reviews, ensuring that the organization maintains its ISMS between certification
cycles.

Option A is incorrect - third-party audits are performed by independent Certification Bodies, not customers.

Option B 1s incorrect - certificates are typically valid forthree yearswith annual surveillance. Option D is incorrect - Stage 1 is
primarily adocumentation and readiness review, not evidence observation.

Therefore, the verified correct answer isC.

NEW QUESTION # 25
When are the information security policies required to be reviewed, according to the Policies for information security control?

e A Annually
e B. At planned intervals and if significant changes occur



¢ C. Every six months
¢ D. According to a schedule defined by the Certification Body

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.

Therefore, the verified correct answer isD.

NEW QUESTION # 26
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