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AE #9%

A company deployed Dynamic Segmentation with their CX switches and Gateways After performing a security audit on their
network, they discovered that the tunnels built between the CX switch and the Aruba Gateway are not encrypted. The company is
concerned that bad actors could try to insert spoofed messages on the Gateway to disrupt communications or obtain information
about the network. Which action must the administrator perform to address this situation?

A. Enable Enhanced PAPI security
B. Enable Secure Mode Enhanced
C. Enable Enhanced security

D. Enable GRE security

HE. C

3.

To address the situation of unencrypted tunnels between the CX switch and the Aruba Gateway, the administrator must enable
Enhanced security on both devices. Enhanced security is a feature that provides encryption and authentication for GRE tunnels
between CX switches and Aruba Gateways using [PSec.

Enhanced security can be enabled globally or per tunnel on both devices using CLI commands or Web UI options. The other
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options are incorrect because they either do not provide encryption or authentication for GRE tunnels or do not exist as features.

HEE #95

A customrer has a large number of food-producing machines

* All machines are connected via Aruba CX6200 switches in VLANs 100.110. and 120

* Several external technicians are maintaining this special equipment

What are the correct commands to ensure that no rogue DHCP server will impact the network?

o A
e B.
o C.
e D
HE: A
=L=F

configures DHCP snooping on the switch and enables it for VLANs 100, 110, and 120. It also specifies the IP address of the
authorized DHCP server and sets the ports connected to the server as trusted. This prevents any unauthorized DHCP server from
providing mvalid configuration data to the clients on those VLLANs. Option B also enables DHCP option-82, which adds information
about the switch port and VLAN to the DHCP packets, allowing for more granular control and logging of DHCP transactions.

EHE #96
How is Dynamic Multicast Optimization (DMO) implemented in an HPE Aruba wireless network?

A. The AP uses OOS to provide equal air time for multicast traffic,

B. DMO is configured globally for each SSID in use in the network.

C. DMO is configured individually tor each SSID in use in the network.
D. The controller converts multicast streams into unicast streans.

HE. C

MH.

Explanation

The correct answer is A. DMO is configured individually for each SSID in use in the network.

DMO is a feature that allows the AP to convert multicast streamms into unicast streanms over the wireless link.

This enhances the quality and reliability of streaming video, while preserving the bandwidth available to the non-video clients. DMO
is configured individually for each SSID in use in the network, as different SSIDs may have different multicast requirements.
According to the Aruba document Configuring WLAN Settings for an SSID Profile, one of the steps to configure DMO is:
Dynamic multicast optimization: Select Enabled to allow IAP to convert multicast streans into unicast streams over the wireless link.
Enabling Dynamic Multicast Optimization (DMO) enhances the quality and reliability of streaming video, while preserving the
bandwidth available to the non-video clients.

The other options are incorrect because:

B: The AP does not use QoS to provide equal air time for multicast traffic. QoS is a feature that prioritizes different types of traffic
based on their importance and latency sensitivity. QoS does not affect how muilticast streams are transmitted over the wireless link.
C; DMO is not configured globally for each SSID in use in the network. DMO is configured individually for each SSID, as different
SSIDs may have different multicast requirements.

D: The controller does not convert multicast streams into unicast streams. The AP does the conversion, as it is closer to the wireless
clients and can optimize the transmission based on the client capabilities and channel conditions.

A2 #97
What is a primary benefit of BSS coloring?

A. BSS color tags are applied to client devices and can reduce the threshold for interference

B. BSS color tags are applied to Wi-Fi channels and can reduce the threshold for interference

C. BSS color tags improve performance by allowing clients on the same channel to share airtime.
D. BSS color tags improve security by identifying rogue APs and removing them from the network.
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Explanation

BSS coloring is a mechanism that helps identify the BSS Basic Service Set. A BSS is a set of interconnected stations that can
communicate with each other. BSS can be an independent BSS or infrastructure BSS. An independent BSS is an ad hoc network
that does not include APs, whereas the infrastructure BSS consists of an AP and all its associated clients. on the same channel and
differentiate them from other BSS on the same channel12. Each BSS is assigned a color code, which is a 6-bit value that is carried in
the PHY header of the Wi-Fi frames12. By using BSS coloring, the APs and clients can reduce the threshold for interference
detection and avoid unnecessary backoff or retransmissions when they detect frames from other BSS with different colors12. This
can improve the spectral efficiency and throughput of the network12. The other options are incorrect because they do not describe
the primary benefit of BSS coloring,

A2 #98

You are troubleshooting an issue with a pair of Aruba CX 8360 switches configured with VSX Each switch has multiple VRFs. You
need to find the IP address of a particular client device with a known MAC address You run the "show arp" command on the
primary switch in the pair but do not find a matching entry for the client MAC address.

The client device is connected to an Aruba CX 6100 switch by VSX LAG.

Which action can be used to find the IP address successfully?

Onwp

He: C

Y.

Explanation

The show arp command displays the ARP table for a specific VRF or all VRFs on the switch. The ARP table contains the IP
address to MAC address mappings for hosts that are directly connected to the switch or reachable through a gateway. If the client
device is connected to another switch by VSX LAG, the ARP entry for the client device will not be present on the primary switch
unless it has communicated with it recently.

Therefore, to find the [P address of the client device, the administrator should run the show arp command on the secondary switch in
the VSX pair, specifying the VRF name that contains the client device's subnet.
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