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Palo Alto Networks XSOAR-Engineer Exam Syllabus Topics:

Topic

Details

Topic 1

Playbook Development: This domain addresses automation through playbook creation including task
configuration, context data manipulation, various task types, sub-playbooks with looping, filters and
transformers, debugger usage, built-ins and scripts, automation script creation, and job management.

Topic 2

Threat Intelligence Management: This domain focuses on threat intelligence operations including indicator
creation and configuration, indicator relationships, enrichment with source reliability, external intelligence
sharing, and exclusion list management.

Topic 3

Use Case Planning and Development: This domain focuses on designing security use cases through incident
and indicator lifecycle management, field and layout customization, classifier and mapper configuration,
incident creation methods, pre

post-processing, and incident type configuration with playbooks, layouts, SLAs, and lists.

Topic 4

Planning, Installation, and Maintenance: This domain covers system setup and administration including
authentication configuration, engine deployment, dev

prod environment planning, Marketplace pack management, integration instance configuration, and system
maintenance.

Topic 5

Incident Interactions and Reporting: This domain covers incident operations including states and actions,
‘War Room activities, incident relationships, and dashboard and report configuration for metrics and
visualization.
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useful for situations where you have free time to access the internet and study. Our web-based Palo Alto Networks XSOAR
Engineer (XSOAR-Engineer) practice exam is your best option to evaluate yourself, overcome mistakes, and pass the Palo Alto
Networks XSOAR-Engineer Exam on the first try. You will see the difference in your preparation after going through XSOAR-
Engineer practice exams.

Palo Alto Networks XSOAR Engineer Sample Questions (Q44-Q49):

NEW QUESTION # 44
Context

o Context Data

e s

+* File:
v 0:
Size: 88226
SHAL: e6ef5142e2553c1e442a20fac07636eachlebedd
SHA256: cdbebdfaec38579292960fb8332 7fbifec5Th2294461111341d5397e5ffcbd3
SHAS12: T33c94119bfb5abdfcb4ccl1af6bec2cdS563bad0alB86e2TeT1 T31a2155d2d575...
Name: weeklyOpenincidents
SSDeep: 768:90pSO0HquInSTTQ03QoipsHSOQO4080cTADWOK Th 7G0pOfhBHScdOSS. ..
EntrylD: 169@14ceT2de-6201-4¢32-8111-888ec315e 778
info: text/html
Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF lin...
MDS5: 15208d58221ca78cd5ab596826¢ce2611
« 1: [} 10 item
Size: 5453
SHAL: 8d193fa162a305e4859ba8¢c481512117265¢3abb
SHA256: 2492ae5156Teca2¢b1b5132cch535b12b23cbibSANM2006¢ 1999 3d 222166
SHAS12: ee346e6fc207c21bc880d2472a4655¢6804 JgBT SMEHT08 7099240391155 ..
Name: weeklyOpenincidents
SSDeep: 96:ZkFiwT6dEZPTT1GAEMBNE Yol + NRhARWFWPRBNISQIt WFIVKZT12...
EntrylD: 170@14ceT2de-6201-423281TL#88ec W5 778
info: text/plain
Type: ASCII text, with vedy Iopig lins, With CRLF line terminators
MD5: 120147200 P RLS483 IBb4425fT33e0
w 2= ()11 ity
Size: 20580
SHA 1 e 5803382650352332097cea2046af96eC616¢
SHARSOPH0a95bba020da46¢cd38e81163062eb5d0bdS Th3535c4ea2d 143cIS5S5eS5feal. ..

SHAS12: 3110428e47dfeTIBT05d52513c98¢c602d9e7cS5fcTOb022ab5dae33fiddasc...
Name: incident by type. JPG

SSDeep: 192:VKRIccO6vwRAQOeHELpb24towdj3DcaQ5SYI9g A +uwSADIAL p3LHYIQW...
EntrylD: 236@14ceT2de-6a01-4e32-8111-888ec35e 778

info: image/jpeg

Type: JPEG image data, JFIF standard 1.01 ﬂ
MDS5: 8b8150c3c2948d97532b20b2e8b0137a §
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Input

Given the following context data, what would be the expected output of the expression?

A. e6ef5142e2553c1e442a0ffac07636eact1eb6edd

B. 1E56733826E5035233 A097FCEA2046 AF96EC616C
C. E6EF5142E2553C1E442A0FFAC07636EAC61E6EDD
D. 8D193FA162A305EA859BA8C45F5121F7265E3ABB

Answer: A

NEW QUESTION # 45

An analyst runs the following command in a playbook task:

lipip=1.1.1.1

Which extraction mode needs to be enabled on the Advanced tab of the playbook task to synchronously extract indicators from the
results of this command?

A. Synchronous
B. Inline

C. Extract

D. Out of band

Answer: B

NEW QUESTION # 46
In which three locations can an engineer try to find information, when troubleshooting a failed integration instance error produced by
the test button? (Choose three.)

A. The error message returned directly below the button
B. The log bundle

C. The source code for an integration

D. The playground war room

E. The audit log

Answer: A,B,C

NEW QUESTION # 47

During the regular maintenance of XSOAR a customer noticed that there was an update available for the Active Directory content
pack (current version 1.4.6) and updated the content pack to the latest version (version 1.4.11). However, after the update the
customer noticed that the Active Directory Query integration is not working properly and asked you to resolve the issue.

Which of the following set of steps can help to resolve the issue?



instances and add all integration instances again

A. Navigate to SettingsView the configured integrations and select Active Directory AuthenticationDelete all integration

B. Navigate to MarketplaceView the installed content pack and select Active Directory content packClick on uninstall

content packNavigate to Marketplace browser and reinstall the Active Directory content pack

C. Navigate to SettingsView the configured integrations and select Active Directory QueryDelete all integration instances and
add all integration instances again

D. Navigate to MarketplaceView the installed content pack and select Active Directory content packSelect version 1.4.6 and
click on "Revert to this version"

Reference: httpsz//docs-cortex.paloaltonetworks.com/t/Cortex- XSOAR/6.8/Cortex- XSOAR- Admnistrator- Guide/Content-Pack-

View inputs and
outputs of a playbook

Execute a command

View Incidents
‘Similarity Scale’

Answer: C

Explanation:

Update-Notifications

NEW QUESTION # 48

Match the appropriate action to the layout type.

Answer Area
'
War Room Drag answer here
Work Plan Drag answer here
Incident Info Drag answer here
Related Incidents Drag answer here

Change incident fields

Answer:

Explanation:
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