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NEW QUESTION # 130
‘Which technique is used for profiling individuals during an investigation?

A. Social Media Analysis
B. IP Tracking

C. Facial Recognition

D. All of the above

Answer: D

Explanation:

Investigatorsuse multiple techniquesto build profiles on suspects:

Social Media Analysis- Reviewing posts, connections, and activities.

IP Tracking- Identifying locations and internet usage patterns.

Facial Recognition- Matching images to known identities in databases.

These techniques help incybercrime nvestigations, fraud detection, and counterterrorism However, privacy laws govern theirethical
and legal use.

References:McAfee Institute CCII Cyber Intelligence Guide, OSINT Handbook.

NEW QUESTION # 131
The most common types of evidence include:

A. Documentary
B. Direct

C. Demonstrative
D. All of the above

Answer: D

Explanation:

Thethree main types of evidencein cyber investigations are:

Direct Evidence- Witness testimony, live observations, or real-time recordings.
Documentary Evidence- Written or recorded material such as logs, emails, contracts.
Demonstrative Evidence- Visual aids, reconstructions, or interactive representations of data.
Each type plays a critical role inproving digital cases, especially in court proceedings.
References:

McAfee Institute Cybercrime Investigator's Guide

Digital Forensics Standards and Evidence Classification

U.S. Department of Justice Cyber Investigations Handbook

NEW QUESTION # 132
Every state has the same laws and procedures that pertain to the investigation and prosecution of computer crimes.

o A False
e B. True

Answer: A

Explanation:

Cybercrime lawsvary by statein the U.S. and internationally. Different jurisdictions havedifferent statutes, regulations, and
prosecutorial approaches. For example:

Californiahas theCalifornia Consumer Privacy Act (CCPA).

New Yorkhasspecific cybersecurity regulationsfor financial institutions.

European nationshaveGDPR, whilethe U.S. has fragmented federal and state laws.
Investigators must beaware of regional cyber lawsto ensure compliance.
References:

McAfee Institute Cyber Law and Investigations Guide

U.S. DOJ Cybercrime Prosecution Manual

Global Cybersecurity Regulations



NEW QUESTION # 133
Fraudsters never manipulate feedback on auction sites.

e A False
e B. True

Answer: A

Explanation:

Fraudsters commonlycreate fake positive reviews, use bot accounts, and manipulate transaction historyto deceive buyers into
trusting fraudulent listings.

References:McAfee Institute CCII Fraud Investigations, OSINT Handbook.

NEW QUESTION # 134
Before evidence can be presented in court, it must be competent, relevant, and material to the issue and must be presented in
compliance with the rules of evidence.

o A False
e B. True

Answer: B

Explanation:

For digital evidence to beadmissible in court, it must meet three key criteria:
Competence- Evidence must be authentic and legally obtained.

Relevance- Evidence must relate to the case.

Materiality- Evidence must have a direct impact on proving an element of the crime.
Failure to meet these criteria may result mevidence exclusion.

References:

McAfee Institute Digital Evidence Standards

DOJ Federal Rules of Evidence

Cyber Investigations Legal Framework
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