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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q18-Q23):
NEW QUESTION # 18 
A brewer uses a local HMI to communicate with a controller that opens a pump to move the workfrom the boil kettle to the
fermentor. What level of the Purdue model would the controller be considered?

A. Level 3
B. Level 4
C. Level 0
D. Level 2
E. Level 1

Answer: E

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The Purdue Enterprise Reference Architecture (PERA) model, commonly used in ICS security frameworks like GICSP, segments
industrial control systems into hierarchical levels that correspond to the function and control of devices:
Level 0: Physical process (sensors and actuators directly interacting with the process) Level 1: Basic control level (controllers such
as PLCs or DCS controllers that execute control logic and command actuators) Level 2: Supervisory control (HMIs, SCADA
supervisory systems that interface with controllers) Level 3: Operations management (Manufacturing Execution Systems, batch
control, production scheduling) Level 4: Enterprise level (business systems, ERP, corporate IT) In this scenario, the controller
opening the pump is a device executing control logic directly on the process, placing it at Level 1. The local HMI used to
communicate with the controller is at Level 2, supervising and providing operator interface.
This classification is foundational in GICSP's ICS Fundamentals and Architecture domain, which emphasizes clear understanding of
network segmentation and device role for security zoning.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
Purdue Model description in IEC 62443 and NIST SP 800-82
GICSP Training materials on Purdue Model and Network Segmentation

NEW QUESTION # 19 
What is an output of a Business Impact Analysis?

A. Calculating the financial impact of a technology failure
B. Prioritizing the business's processes
C. Understanding all of the business's technology functions
D. Determining the maximum time that systems can be offline

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
A Business Impact Analysis (BIA) primarily produces a prioritization of the business's processes (B) based on their criticality and
impact on organizational goals.
While BIAs help understand downtime tolerance (A) and financial impacts (C), prioritization is the core output guiding recovery
efforts.
Understanding technology functions (D) is part of broader asset and risk management but not the primary BIA output.
GICSP highlights BIA as essential for aligning ICS recovery priorities with business needs.
Reference:
GICSP Official Study Guide, Domain: ICS Risk Management
NIST SP 800-34 Rev 1 (Contingency Planning Guide)
GICSP Training on Business Impact Analysis

NEW QUESTION # 20 
Which of the following is a containment task within the six step incident handling process?



A. Re-imaging a workstation that was exhibiting worm-like behaviour
B. Checking to ensure that the most recent patches were deployed to a web application server
C. Creating a forensic image of a compromised workstation
D. Validate fix using a vulnerability scan of the hosts within the DMZ

Answer: A

Explanation:
Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.
Re-imaging a compromised workstation (C) is a direct containment action to remove malicious software and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.
(B) Creating forensic images is an evidence preservation task, not containment.
The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Training on Incident Handling Lifecycle

NEW QUESTION # 21 
Why is it important to perform regular disaster recovery tests and drills in an ICS environment?
Response:

A. To ensure personnel are familiar with recovery procedures and identify potential gaps
B. To avoid patching systems
C. To improve hardware performance
D. To eliminate the need for system backups

Answer: A

NEW QUESTION # 22 
What is the main role of an HMI (Human-Machine Interface) in an ICS?
Response:

A. To perform deep packet inspection on network traffic
B. To manage business logistics
C. To allow operators to monitor and control physical processes
D. To provide remote access to field devices

Answer: C

NEW QUESTION # 23
......
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