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Palo Alto Networks SSE-Engineer Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Prisma Access Admmnistration and Operation: This section of the exam measures the skills of TT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
log reporting. Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its integration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.
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¢ Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security
Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.
Candidates must understand key components such as security processing nodes, IP addressing, DN, and
compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
traffic steering, The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.

Topic 2

¢ Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates
Topic 3 are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,
and ZTNA connectors. It also focuses on resolving traffic enforcement problens including security policies,
HIP enforcement, User-1D mismatches, and split tunneling performance issues.

¢ Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
implement enhancements like App Acceleration, traffic replication, [oT security, and privileged remote
Topic 4 access. It also includes implementing SaaS security and setting up effective policies related to security,
decryption, and QoS. The section further evaluates how to create and manage user-based policies using
tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.
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Palo Alto Networks Security Service Edge Engineer Sample Questions (Q25-
Q30):

NEW QUESTION # 25
When a review of devices discovered by IoT Security reveals network routers appearing multiple times with different IP addresses,
which configuration will address the issue by showing only unique devices?

A. Delete all duplicate devices, keeping only those discovered using their management [P addresses.
B. Merge individual devices into a single device with muiltiple interfaces.

C. Add the duplicate entries to the ignore list in loT Security.

D. Create a customrole to merge devices with the same hostname and operating system

Answer: B

Explanation:

‘When network routers appear multiple times with different [P addresses in loT Security, it is likely because they have multiple
interfaces with separate IPs. Merging these entries into a single device with multiple interfaces ensures that the system correctly
identifies each router as a unique entity while maintaining visibility across all its interfaces. This approach prevents unnecessary
duplicates, improves asset management, and enhances security monitoring,
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NEW QUESTION # 26

A company has a Prisma Access deployment for mobile users in North America and Europe. Service connections are deployed to
the data centers on these continents, and the data centers are connected by private links.

With default routing mode, which action will verify that traffic being delivered to mobile users traverses the service connection in the
appropriate regions?

¢ A. Configure each service connection to prepend the BGP ASN five times for mobile user pool prefixes originating from the
other region.

¢ B. Configure BGP on the customer premises equipment (CPE) to prefer the assigned community string attribute on the mobile
user prefixes in its respective Prisma Access region.

e C. Configure BGP on the customer premises equipment (CPE) to prefer the MED attribute on the mobile user prefixes in its
respective Prisma Access region.

¢ D. Configure each service connection to filter out the mobile user pool prefixes from the other region in the advertisements to
the data center.

Answer: D

Explanation:

In Prisma Access's default routing mode, the service connections establish BGP sessions with the customer premises equipment
(CPE) in the data centers. To ensure traffic destined for mobile users in a specific region (e.g., North America) traverses the service
connection in that same region, you need to control the route advertisements.

Filtering out the mobile user pool prefixes from the other region on each service connection achieves this by:

* Preventing the data center in one region from learning the specific mobile user prefixes of the other region.For example, the North
Anmerican service connection would filter out the mobile user pool prefixes allocated to European users.

* Ensuring that when a data center needs to send traffic to a mobile user, it will only see and use the route advertised by the service
comnection in the appropriate geographical region. This forces the traffic to enter the Prisma Access mftastructure through the
mntended regional service connection.

Let's analyze why the other options are incorrect based on official documentation regarding default routing mode:

* A. Configure BGP on the customer premises equipment (CPE) to prefer the assigned community string attribute on the mobile user
prefixes in its respective Prisma Access region. While BGP communities can be used for influencing routing decisions, in the context
ofdefault routing modeand ensuring regional traffic flow, relying solely on the CPE to prefer community strings might not be the most
robust or direct method to guarantee traffic traverses the correct regional service connection. The service connection itself needs to
control the advertisement of prefixes.

* C. Configure BGP on the customer premises equipment (CPE) to prefer the MED attribute on the mobile user prefixes in its
respective Prisma Access region. The BGP MED (Multi- Exit Discriminator) attribute is primarily used to influence the path
selectionbetweenautonomous systems (AS) or within the same AS at different entry points. In this scenario, where
serviceconnections are advertising prefixes, filtering at the source (service connection) is a more direct and reliable way to ensure
regional traffic flow than relying on the MED attribute on the CPE.

* D. Configure each service connection to prepend the BGP ASN five times for mobile user pool prefixes originating from the other
region.BGP AS path prepending is a mechanism to make a path less desirable. While this could nfluence routing, it doesn't
guarantee that traffic will always take the intended regional path. Filtering provides a more definitive control over which routes are
advertised and learned.

Therefore, configuring each service connection to filter out the mobile user pool prefixes from the other region in the advertisements
to the data center is the verified method to ensure traffic destined for mobile users traverses the service connection in the appropriate
region when using Prisma Access in default routing mode.

NEW QUESTION # 27

An engineer has configured a Web Security rule that restricts access to certain web applications for a specific user group. During
testing, the rule does not take effect as expected, and the users can still access blocked web applications.

What is a reason for this issue?

A. The rule was created at a higher level in the rule hierarchy, giving priority to a lower-level rule.
B. The rule was created with improper threat management settings.

C. The rule was created in the wrong scope, affecting only GlobalProtect users instead of all users.
D. The rule was created at a lower level in the rule hierarchy, giving priority to a higher-level rule.

Answer: D

Explanation:
Prisma Access applies security rules in a hierarchical order, where rules at higher levels take precedence over those at lower levels.



If'a more permissive rule is placed higher in the hierarchy, it may allow traffic before the restrictive Web Security rule is evaluated.
To resolve this, the engineer shouldreorder the rules to ensure the restrictive Web Security rule is positioned higher in the hierarchyso
it is applied before any broader or conflicting rules.

NEW QUESTION # 28
Which statement is valid in relation to certificates used for GlobalProtect and pre-logon?

A. The certificate used for pre-logon must include both Subject and Subject- Al fields.
B. Certificates must be deployed in the Machine Certificate Store.

C. A public certificate authority (CA) must sign and validate all certificates used.

D. The GlobalProtect agent may be used to distribute pre-logon certificates.

Answer: B

Explanation:

ForGlobalProtect with pre-logon, certificates must beinstalled in the Machine Certificate Storeto ensure that authentication
occursbefore user login. This allows the GlobalProtect client to establish aVPN connection before the user logs in, enabling access
to corporate resources such as domain controllers and authentication services. Usingmachine certificatesensures secure
authentication and eliminates dependency on user credentials at the pre-logon stage.

NEW QUESTION # 29
Which Cloud Identity Engine capability will create a Security policy that uses Entra ID attributes as the source identification?

A. Entra ID Cloud Group

B. Attribute Group Mapping
C. Cloud Dynamic User Group
D. Entra ID Group Attribute

Answer: C

Explanation:

TheCloud Dynamic User Groupcapability inCloud Identity Engineenables the creation ofSecurity policies that useEntra ID (formerly
Azure AD) attributesfor user identification. This allows PrismaAccess to dynamically applyuser-based security rulesbased onreal-
time Entra ID attributes, ensuring that access policies adapt to user changes such asgroup membership, device compliance, or role
updates.

NEW QUESTION # 30
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