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CompTIA SecAI+ Certification Exam Sample Questions (Q11-Q16):
NEW QUESTION # 11 
An attacker successfully completes a denial-of-service (DoS) attack through the context window of an AI system. Thousands of
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characters are obfuscated and hidden behind an emoji. Which of the following techniques best mitigates this type of attack?

A. Pattern recognition
B. Fraud detection
C. Prompt filter
D. Large language model (LLM)-as-a-judge

Answer: C

Explanation:
A DoS attack through the context window relies on overwhelming the model with excessive or obfuscated input. Prompt filtering
prevents such malicious or oversized inputs from being processed, ensuring that the model only receives safe, properly structured
data within acceptable limits.

NEW QUESTION # 12 
Which of the following are considered threat intelligence sources? (Choose two.)

A. Open-source intelligence (OSINT)
B. Group policy objects
C. ISACs
D. Netflow logs
E. File integrity monitoring

Answer: A,C

Explanation:
ISACs and OSINT provide structured and open-source threat intelligence feeds.

NEW QUESTION # 13 
A security operations center (SOC) has a very high volume of logs and alerts. The manager proposes the implementation of machine
learning (ML) system to help with triage. Which of the following tasks is most suitable?

A. Applying filters on specific alerts
B. Identifying and classifying alerts
C. Automatically patching vulnerable systems
D. Summarizing the content of alerts

Answer: B

Explanation:
Machine learning is best suited for analyzing large volumes of security data and distinguishing between true threats and false positives.
By identifying and classifying alerts, the ML system helps the SOC prioritize incidents and reduce analyst workload.

NEW QUESTION # 14 
Which of the following would most likely be used to prove that an image is AI generated?

A. Guardrails
B. Watermarking
C. Diffusion
D. Human validation

Answer: B

Explanation:
Watermarking embeds hidden, verifiable markers into AI-generated images. These markers can later be detected to prove the image
originated from an AI system, making it the most reliable method for verification.



NEW QUESTION # 15 
Which of the following strengthens the performance of a large language model (LLM) for malicious reconnaissance?

A. Enhancing a foundational model with the inclusion of retrieval-augmented generation (RAG)
B. Creating a web scraper script using AI to capture the company website
C. Prompting a chatbot to describe server naming patterns and Internet Protocol (IP) ranges
D. Instructing an AI assistant to query as an administrator

Answer: A

Explanation:
RAG augments an LLM with external, up-to-date information retrieval, improving its factual accuracy and contextual scope-
capabilities that directly strengthen the model's effectiveness for reconnaissance.

NEW QUESTION # 16
......
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