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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q45-Q50):

NEW QUESTION # 45
For security reasons, a BIG-IP Administrator needs to specify allowable IP ranges for access to the Configuration Utility (WebUI).
The exhibit shows the User Administration section of the Configuration Utility.

The admmistrator could not find any setting that explicitly restricts access to the Configuration Utility.
‘Which one of the following is a reason for that?

e A The admnistrator must restrict access by IP address for SSH, which will implicitly restrict access to the Configuration
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Utility

¢ B. To avoid locking out the administrator, recent versions of BIG-IP no longer allow restricting administrator access to the
Configuration Utility by source IP address

e C. Restricting access to the Configuration Utility can only be done from the Command Line Interface

e D. The administrator needs to switch to the "Advanced" view mode in order to display the relevant setting

Answer: C

Explanation:

The screenshot shown is from theUser Administrationsection of the BIG-IP GUI.

This section controls:

* Root and Admin passwords

* SSH Access

* SSH IP Allow settings

However,it does not contain any controls for restricting access to the WebUI (TMUI).

BIG-IP does not provide TMUI access restrictions from this part of the GUIL.

Access to the web-based Configuration Utility is controlled by thehttpd allow list, configured through TMSH:
tosh modify /sys httpd allow { <IP/subnet> }

This setting is not displayed in the User Administration panel, and in many BIG-IP versions, the httpd allow list isonly configurable
from the CLI, not the GUL

Therefore, the administrator cannot find the setting in the screen shown because:

* TMUI access restriction isnotlocated in this GUI section

* It must be configured usingtmshunder/sys httpd allow

This is whyOption Ais correct.

NEW QUESTION # 46

An F5 BIG-IP Admnistrator is asked to report which modules areprovisionedon the BIG-1P.
In which two ways can this be done?

(Choose two.)

A. Via TMSH withlist /sys provision

B. Via the GUI atStatistics # Module Statistics # System

C. Via TMSH withshow /sys provision

D. Via the GUI atSystem # Resource Provisioning # Module Allocation

Answer: AD

Explanation:

Provisioning determines:

* Which BIG-IP modules are enabled (LTM, ASM, APM, AFM, DN, etc.)
* Their provisioning levels (None, Minimal, Nominal, Dedicated)

Two accurate ways to view provisioning settings are:

A). GUI - System# Resource Provisioning # Module Allocation

This is the primary GUI screen showing;

* All modules

* Their provisioning level

* System resource distribution impact

Administrators commonly use this page to confirm or change module provisioning.
D). TMSH - list /sys provision

This tmsh command displays each module and its provisioning level:

sys provision Itm { level nominal }

sys provision asm { level none }

This is the authoritative CLI method for checking module provisioning configurations.
Why the other options are incorrect:

B). show /sys provision

* Showsruntimeinformation butnot the actual configuration levels.

* list is the correct command for configuration details.

C). Statistics # Module Statistics

* Shows performance statistics, NOT provisioning status.

Therefore, the correct responses areAandD.



NEW QUESTION # 47

The BIG-IP Administrator needs to update access to the Configuration Utility to include the172.28.31.0/24and
172.28.65.0/24networks.

From the TMOS Shell (tnsh), which command should the BIG-IP Administrator use to complete this task?

e A modify /sys httpd permit add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
e B. modify /sys httpd allow add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
¢ C. modify /sys httpd allow add { 172.28.31.0 172.28.65.0 }

Answer: B

Explanation:

Access to the BIG-IP Configuration Utility (TMUI) is controlled through the/sys httpd allowlist.

This list defines which IP addresses or subnets are allowed to connect to the management web interface.

To allow two new subnets-172.28.31.0/24and172.28.65.0/24-the administrator mustaddboth subnets to the existing list without
removing current entries.

In tirsh, subnet entries must be specified innetwork/netmask format, for example:

172.28.31.0/255.255.255.0

The correct tmsh command to append these networks is:

modify /sys httpd allow add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 } Why the other options are incorrect:
Option B:

* IPs are listed without masks, which is mvalid for subnet-based access control.

* The system requiresnetwork/netmaskformat.

Option C:

* The command uses permit instead of allow, which is not a valid attribute of /sys httpd.

* The correct keyword must beallow.

Thus, onlyOption Acorrectly adds both permitted subnets in the proper tmsh format.

NEW QUESTION # 48

An F5 VE has been deployed into a VMware environment via an OVF file.

An administrator wants to configure the management IP address so the VE can be accessed for firther setup.
Which two are valid methods for configuring the management-ip address? (Choose two.)

e A. Loginto the remote console and configure the management IP through TMSH using;
create sys management-ip <ip address>/<mask>
¢ B. Log into the remote console and configure the management IP by running theconfigexecutable.
¢ C. Loginto the remote console and configure the management IP through TMSH using;
create Itm management-ip <ip address>/<mask>
¢ D. Loginto the remote console and configure the management IP by running thesetupcommand.

Answer: A,.B

Explanation:

A newly deployed BIG-IP Virtual Edition (VE) in VMware requires initial configuration of itsmanagement- ipaddress so it can be
accessed over the network. F5 provides several valid mechanisms during initial console access:
A). Rumning the config utility

* The config script is available on new BIG-IP installations and VE deployments.

* It launches a guided text-based wizard allowing configuration of:

* Management [P

* Netmask

* Default route

* This is a standard and recommended method during first-time setup.

B). Using TMSH with create sys management-ip

* Administrators can enter TMSH directly from the console and run:

* create sys management-ip <ip>/<mask>

* The management-ip object resides undersys, not under ltm or any other module.

* This is the correct tmsh method for defining the management interface address.

Why the other options are incorrect:

O). create Itm management-ip



* There isnosuch object under /tm.

* LTM handles traffic objects (virtual servers, pools), not system management interfaces.

D). Running the setup command

* The setup command is used for general system configuration butdoes not configure the management- ip.

* It is not the supported method for initial management IP assignment on VE deployments.

Therefore, the valid methods are running theconfigutility and using thesys management-ipcommand within TMSH.

NEW QUESTION # 49

A BIG-IP Administrator needs to install a HotFix on a standalone BIG-IP device, which hasHD1.1as the Active Boot Location.
The administrator has already re-activated the license and created a UCS archive.

In which sequence should the admnistrator perform the remaining steps?

A. Activate HD1.2, Install base Image in HD1.2, Install HotFix in HD1.2
B. Install HotFix in HD1.2, Install base Image in HD1.2, Activate HD1.2
C. Install base Image in HD1.2, Install HotFix in HD1.2, Activate HD1.2
D. Install HotFix in HD1.1, Reboot the BIG-IP device, Install UCS Archive

Answer: C

Explanation:

When installing a HotFix on a BIG-IP device, F5 best practices require:
* Installing the base TMOS image on a new, unused boot volume (HD1.2)
* This ensures the upgrade happens on a clean volume.

* The existing active boot location remains untouched for rollback.

* Installing the HotFix onto the SAME new boot volume (HD1.2)

* HotFixes must be applied on top of a base version.

* They cannot be installed on an empty volurme.

* They must match the base image version.

* Activating the new boot volume (HD1.2)

* The systemreboots into the updated software stack.

* Activation happensafterbase + HotFix installation is complete.

This sequence is exactly shown nOption C:

Install base Image in HD1.2

Install HotFix in HD1.2

Activate HD1.2

Why the other options are incorrect:

A). Install HotFix before base image

* Impossible.

* HotFix requires an installed base version first.

B). Installing HotFix on HD1.1 (active boot volume)

* Not recommended.

* Upgrading in-place removes rollback safety.

* HotFix cannot be applied cleanly without applying base image first.
D). Activate HDI1.2 before installing anything

* You cannot activate an empty boot volume.

* Activation only occurs after the base + HotFix software is installed.

NEW QUESTION # 50
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