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The FCP - FortiGate 7.6 Administrator (FCP_FGT_AD-7.6) web-based practice test is compatible with these browsers: Chrome,
Safari, Internet Explorer, MS Edge, Firefox, and Opera. This FCP - FortiGate 7.6 Administrator (FCP_FGT_AD-7.6) practice
exam does not require any software installation as it is web-based. It has similar specifications to the Fortinet FCP_FGT_AD-7.6
desktop-based practice exam software, but it requires an internet connection.

Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 2

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.
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Topic 3

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 4

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 5

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.
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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q63-Q68):
NEW QUESTION # 63 
What are three key routing principles in SD-WAN? (Choose three.)

A. SD-WAN rules have precedence over any other type of routes.
B. By default. SD-WAN rules are skipped if only one route to the destination is available.
C. Regular policy routes have precedence over SD-WAN rules.
D. By default. SD-WAN rules are skipped if the included SD-WAN members do not have a valid route to the destination.
E. By default. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: A,D,E

Explanation:
SD-WAN rules are skipped if none of the SD-WAN members have a valid route to the destination.
SD-WAN rules take precedence over other route types.
SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member by default.

NEW QUESTION # 64 
Refer to the exhibits.
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You are asked to implement an antivirus profile for files downloaded through FTP, HTTP, and HTTPS.
While testing, you are successful with HTTP and FTP protocols, but FortiGate does not block the file download over HTTPS.
What could be the cause?

A. The SSL inspection mode in the firewall policy is not deep content inspection.
B. The feature set in the antivirus profile is not set to Flow-based.
C. Web filter is not enabled on the firewall policy to complement the antivirus profile.



D. The action on the firewall policy is not set to deny.

Answer: A

Explanation:
The SSL inspection mode in the firewall policy is set to certificate-inspection, which only examines SSL certificates without
decrypting HTTPS traffic. Because of this, FortiGate cannot inspect or block files downloaded over HTTPS, as the content remains
encrypted. To enable antivirus scanning on HTTPS traffic, the SSL inspection mode must be set to deep-inspection, allowing the
FortiGate to decrypt, inspect, and re-encrypt the traffic.

NEW QUESTION # 65 
Which two statements about the Security Fabric rating are true? (Choose two.)

A. The Security Posture category provides PCI compliance results.
B. The root FortiGate provides executive summaries of all the FortiGate devices in the Security Fabric.
C. Security Rating Insights are available only in the Security Rating page.
D. A license is required to obtain an executive summary in the Security Rating section.

Answer: B,D

Explanation:
A license is required to obtain an executive summary in the Security Rating section → Without the license, only limited Security
Fabric rating details are shown.
The root FortiGate aggregates and provides executive summaries for all FortiGate devices in the Security Fabric, giving a
consolidated security posture overview.

NEW QUESTION # 66 
Refer to the exhibit.



A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that
phase 1 status is up, but phase 2 fails to come up.
Based on the phase 2 configuration shown in the exhibit, which two configuration changes will bring phase 2 up? (Choose two.)

A. On BR1-FGT, set Remote Address to 10.0.11.0/255.255.255.0
B. On BR1-FGT, set Seconds to 43200.
C. On HQ-NGFW, enable Diffie-Hellman Group 2.
D. On HQ-NGFW. set Encryption to AES256

Answer: A,B

Explanation:
The key lifetime (Seconds) must match on both sides; BR1-FGT is set to 14400, so setting it to 43200 matches HQ-NGFW.
The remote address on BR1-FGT should match the HQ-NGFW's local subnet (10.0.11.0/24), but it is currently set incorrectly as
172.20.1.0/24. Changing it to 10.0.11.0/255.255.255.0 will align the Phase 2 selectors.



NEW QUESTION # 67 
Refer to the exhibits.

An administrator wants to add HQ-ISFW-2 in the Security Fabric. HQ-ISFW-2 is in the same subnet as HQ- ISFW. After
configuring the Security Fabric settings on HQ-ISFW-2, the status stays Pending.
What can be the two possible reasons? (Choose two.)

A. Management IP must be set to 10.0.13.254.
B. SAML Single Sign-On must be set to Manual.
C. Upstream FortiGate IP must be set to 10.0.11.254.
D. HQ-ISFW-2 must be authorized on HQ-ISFW.

Answer: C,D

Explanation:
The Upstream FortiGate IP should match the IP address of the Fabric Root interface, which is 10.0.11.254, not 10.0.13.254.
The new device (HQ-ISFW-2) must be authorized on the Fabric Root (HQ-ISFW) before it can join the Security Fabric, otherwise
the status remains pending.



NEW QUESTION # 68
......
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