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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q245-Q250):
NEW QUESTION # 245 
An employee is trying to connect their company laptop to airport Wi-Fi. A pop-up with the airport logo appeared and was closed
quickly. The internet does not work. What should a help desk technician suggest?

A. Look for a wall socket with RJ45 and try to connect
B. Contact the airport IT department
C. Tell the employee that company policy prohibits connection to public Wi-Fi
D. Reconnect to the network and read the pop-up carefully

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Public Wi-Fi networks often usecaptive portals, which require accepting terms or authenticating via the pop- up page before full
access is granted. Closing it prematurely stops full connection.
FromTravis Everett - All-in-One Exam Guide:
"Captive portals intercept the first HTTP request and present a login or acknowledgment screen. Without completing it, access is
denied."

NEW QUESTION # 246 
A user receives an unexpected text message containing a link to reset an expired password. Which of the following social
engineering attacks is taking place?

A. Smishing
B. Spear phishing
C. Whaling
D. Vishing

Answer: A

Explanation:
The correct answer is D. Smishing, which is a form of phishing attack conducted via SMS text messages. The key indicators in this
scenario are the unexpected text message and the embedded link prompting the user to reset a password. These attacks rely on
urgency and fear to trick users into clicking malicious links or providing credentials.
According to the Quentin Docter - CompTIA A+ Complete Study Guide, smishing attacks often impersonate legitimate
organizations such as banks, IT departments, or service providers. The attacker claims that an account action is required, such as
resetting an expired password, to prompt immediate user response.
The Travis Everett & Andrew Hutz - All-in-One Exam Guide explains that smishing is distinct from other phishing variants based on
delivery method. Vishing uses voice calls, spear phishing targets specific individuals via email, and whaling targets high-level
executives. Since this attack is delivered via text message, it is classified as smishing.
The Mike Meyers / Mark Soper Lab Manual reinforces that modern attackers increasingly use SMS because users often trust text
messages more than emails. This makes smishing a highly effective and common attack vector.
Because the attack uses SMS with a malicious link, smishing is the correct answer.

NEW QUESTION # 247 
A company computer is being repurposed within an organization. The existing configuration has a static IP address, but it is no
longer required. Which of the following should a technician do to satisfy the network requirements?

A. Create an exclusion in the existing IP scheme
B. Change the currently assigned static IP
C. Switch the NIC settings from manual to automatic
D. Make a DHCP reservation for the computer

Answer: C

Explanation:
The correct answer is C. Switch the NIC settings from manual to automatic, which allows the computer to obtain an IP address



dynamically from the DHCP server. When a static IP address is no longer required, reverting the network configuration to DHCP
ensures the system integrates properly with the current network design.
According to the Quentin Docter - CompTIA A+ Complete Study Guide, DHCP simplifies network management by automatically
assigning IP addresses, subnet masks, gateways, and DNS settings. Leaving a static IP in place can cause address conflicts or
connectivity issues, especially when the device is repurposed.
The Travis Everett & Andrew Hutz - All-in-One Exam Guide explains that DHCP reservations are used when a device must always
receive the same IP address, which is unnecessary in this scenario. Creating exclusions or manually changing the static IP does not
meet the requirement to remove static addressing altogether.
The Mike Meyers / Mark Soper Lab Manual reinforces that switching the NIC to automatic configuration is the correct way to
return a system to standard network operation and avoid manual IP management.
Because the static IP is no longer needed, enabling DHCP by setting the NIC to automatic configuration is the correct solution,
making C the correct answer.

NEW QUESTION # 248 
The screen of a previously working computer repeatedly displays an OS Not Founderror message when the computer is started.
Only a USB drive, a keyboard, and a mouse are plugged into the computer. Which of the following should a technician do first?

A. Switch from UEFI to BIOS.
B. Check boot options.
C. Run data recovery tools on the disk.
D. Partition the disk using the GPT format.

Answer: B

Explanation:
An "OS Not Found" error most commonly indicates the system isn't booting from the correct device. Verifying and correcting the
boot order (ensuring the internal hard drive is prioritized over USB or other entries) is the quickest first step before making any
changes to the disk or firmware settings.

NEW QUESTION # 249 
A help desk technician needs to remove RAM from retired workstations and upgrade other workstations that have applications that
use more memory with this RAM. Which of the following actions would the technician most likely take?

A. Use antistatic bags for storage and transport.
B. Plug in the power supply to ground each workstation.
C. Install memory in identical pairs.
D. Demagnetize memory for security.

Answer: A

Explanation:
RAM is an electrostatic-sensitive component. When removing or transporting RAM modules, they should be stored in antistatic
bags to protect against electrostatic discharge (ESD), which can damage the memory. This is a standard best practice in hardware
handling.
A). Demagnetization is not applicable to RAM.
C). Plugging in power to ground is not safe or recommended for static protection.
D). Installing identical memory pairs is applicable for dual-channel configuration, but not directly related to transporting or handling
RAM.
Reference:
CompTIA A+ 220-1102 Objective 4.3: Explain environmental impacts and procedures.
Study Guide Section: ESD safety practices and component handling procedures
-

NEW QUESTION # 250
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