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B #87
Which default user role will allow you to see all analyst session details?

A. Falcon Admmistrator

B. Real Time Response - Read-Only Analyst
C. Real Time Response - Administrator

D. Falcon Security Lead

EfE: A

A -

The default role that allows viewing all analyst session details is Falcon Admmistrator . RTR-specific roles allow users to perform or
view their own RTR activities according to their level, but the Falcon Administrator has broader administrative visibility across the
CID, including all RTR session details. The RTR Administrator role has elevated RTR execution and script/file capabilities, but the
course guide distinguishes complete administrative session visibility from RTR execution authority. Falcon Security Lead and RTR
Read-Only Analyst do not provide all analyst session detail visibility. This separation is important because Falcon uses roles to
distinguish operational response permissions from audit and admmnistrative oversight. The correct default role for all-session visibility
is Falcon Admmnistrator.

B #88

‘Which report would show you an overview of the top ten most-applied policies by sensors in your environment?

A. Sensor policy daily report
B. Sensor report dashboard
C. Executive summary

D. Scheduled reports

Ef#: B
fEERHL -

The Sensor report dashboard is the best answer because it provides an overview of active sensors in the environment and
summarizes deployment and coverage data for sensor administration. The question asks for an overview of the top ten most-applied
policies by sensors, which is a dashboard-level summary rather than a per-host assignment lookup. The Sensor Policy Daily Report
is more granular: it is used to review the groups and policies assigned to a host and is updated once per day, so it is not the best
choice for a top-ten environmental overview. Scheduled reports are a delivery mechanism for recurring report generation, not the
specific report containing the requested sensor-policy overview. Executive Summary provides broader executive-level security
posture information and is not the focused sensor-policy distribution view. CCFA reporting guidance places sensor deployment and
coverage reporting under Sensors, where the Sensor Report provides the overview of active sensors and related sensor-
management posture. Reference topics:

Dashboards and Reports, Sensors reports, Sensor Report dashboard, Sensor Policy Daily Report.

B #89
Where can you find the history of the successes and failures for any Fusion SOAR workflows?



A. Falcon UI Audit Trail

B. Custom Alert History

C. Workflow Execution log
D. Workflow Audit log

Ef: C

fEE N -

The correct location is the Workflow Execution log. Fusion SOAR separates configuration change history from workflow run
history. The Workflow Audit log is used to review changes made to workflows, such as edits, versions, or modifications by users.
The Execution log is the operational record of workflow activity. It shows every time workflows are triggered, along with execution
date, execution status, trigger, action, and workflow name. It also allows administrators to inspect execution details, including
whether the workflow completed successfully, failed, or is still in progress. The course guide states that administrators should go to
Fusion workflows > Execution log to review each workflow execution and examine where a workflow may have failed. This makes
it the correct source for success and failure history. Falcon UI Audit Trail is broader administrative auditing, and Custom Alert
History is not the Fusion SOAR execution history location. The correct CCFA topic alignment is Workflows, specifically Fusion
SOAR monitoring and execution review.

HA #90
When creating a custom IOA for a specific domain, which syntax would be best for detecting or preventing on all subdomains as
well?

A. *baddomain\. xyZbaddomain\. xyz. *

B. Custom IOA rules cannot be created for domains
C. *\.baddomain\.xyzZbaddomain\. xyz

D. **baddomain\. xyZbaddomain\. xyz**

Ef#: C

fER L2

The syntax that would be best for detecting or preventing on all subdomains as well is

* baddomain.xyzlbaddomain. xyz. This syntax will match any domain that ends with .baddomain.xyz or is exactly baddomain.xyz.
The * wildcard will match any characters before the dot, and the | operator will match either side of the expression. This syntax can
be used in a Custom IOC or a Custom IOA rule to detect or prevent network connections to malicious domains.

= #91

Which statement best describes user permissions in Falcon?

A. Custom user role permission sets can be shared with all Crowdstrike customers globally
B. User permissions can be defined by default or customroles as needed

C. Each Falcon permission needs to be selected when the user account is created

D. Users can only have predefined default roles assigned to them before using a customrole

IEf#: B
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