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EE #148
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https:/docs.paloaltonetworks.com/wildfire/9- 1/wildfire-admin/wildfire-overview/about- wildfire. html

HE #149
When an in-band data port is set up to provide access to required services, what is required for an interface that is assigned to
service routes?

e A The nterface must be used for traffic to the required services
e B. You must set the interface to Layer 2 Layer 3. or virtual wire
e C. Youmnust use a static [P address
e D. Younust enable DoS and zone protection

qH: C

M3

Explanation

According to the Palo Alto Networks documentation, '"To configure a service route, you must specify a source interface and a
source address. The source interface can be any data port (Ethernet interface) or a loopback interface. The source address must be
a static [P address that is configured on the source interface." References:
https7/docs.paloaltonetworks.conypan-os/10-2/pan-os-networking-admin/service-routes/service-routes-overview

EAE #150
A network administrator wants to deploy SSL Forward Proxy decryption. What two attributes should a forward trust certificate
have? (Choose two.)

e A. A certificate authority (CA) certificate
¢ B. A subject alternative name

e C. A server certificate

e D. A private key

HY: AD

MY
The two attributes that a forward trust certificate should have for SSL Forward Proxy decryption are:



* B: A private key. This is the key that the firewall uses to sign the certificates that it generates for the decrypted sessions. The
private key must be securely stored on the firewall and not shared with anyonel.

* D: A certificate authority (CA) certificate. This is the certificate that the firewall uses to issue the certificates for the decrypted
sessions. The CA certificate must be trusted by the client browsers and devices that receive the certificates from the firewalll.

EE #151
Refer to the exhibit.

GBS A RE N P EA AR A8 RS AR dr F4F 8 R RL By L By SEPY S BY FEIY LY

admin@Lab33-111-PA-3060(active)>show routing fib

id destination nexthop flags interface

47 0.0.0.0/0 10.46.40.1 ug ethernet1/3
46 10.46.40.0/23 0.0.0.0 u ethernet1/3
45 10.46.41.111/32 0.0.0.0 ethernet1/3
70 10.46.41.113/32 10.46.401 ug ethernet1/3
51 192.168.111.0/24 0.0.0.0 u ethermnet1/6
50 192.168.111.2/32 0.0.0.0 ethernet1/6

admin@Lab33-111-PA-3060(active)=show virtual-wire all

total virtual-wire shown:

ﬂags. m-multicast ﬁrewalling
p= link state pass-through
s- vlan sub-interface
I- ip+vlan sub-interface
t-tenant sub-interface

name interface1 interface2 flags _allowad-iags

VW-1 ethernet1/7 ethemetuﬁ P

FTTTSTETSTRININIT TR LRI R TR A TR TR TR IR U TR uuuuum

Which will be the egress iterface if the traffic's ingress interface is ethernet 1/7 sourcing from 192.168.111.3 and to the destination
10.46.41.113?

A. ethernet1/7
B. ethernet1/6
C. ethernetl/5
D. ethernet1/3

X
m

: C

AE #152
How can a firewall be set up to automatically block users as soon as they are found to exhibit malicious behavior via a threat log?

e A. Configure a dynamic user group for the users to be blocked with the tag "malicious." Add a Log Forwarding profile to the
other policies, which adds the "malicious" tag to these users when logs are generated in the threat log. Create policies to block
traffic from this user group.

¢ B. Configure a dynamic address group for the addresses to be blocked with the tag "malicious." Add a Log Forwarding
profile to the other policies, which adds the "malicious" tag to these addresses when logs are generated in the threat log.
Under Device > User Identification > Trusted Source Address, add the condition "NOT malicious."

e C. Configure the appropriate security profiles for Antivirus, Anti-Spyware, and Vulnerability Prevention, create signature
policies for the relevant signatures and/or severities. Under the
"Actions" tab in "Signature Policies," select "block-user."



HE: A

Y.

To block users dynamically based on threat log activity, dynamic user groups (DUGs) with tagging provide an automated solution.
Option B configures a DUG with a "malicious" tag, a Log Forwarding profile to tag users in the threat log (e.g., via threat
intelligence), and a Security policy to block the tagged group. This leverages User-1D and is ideal for user-based blocking.
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