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In recent years, some changes are taking place in this line about the new points are being constantly tested in the Integration-
Architect real exam So our experts highlights the new type of questions and add updates into the Integration- Architect practice
materials, and look for shifts closely when them take place. At the same time, as we can see that the electronic devices are changing
our life day by day, our Integration- Architect study questions are also developed to apply all kinds of eletronic devices.

Salesforce Certified Integration Architect Sample Questions (Q103-Q108):

NEW QUESTION # 103

Northern Trail Outfitters uses a custom Java application to display code coverage and test results for all of their enterprise
applicationsand is planning to include Salesforce as well

Which Salesforce API should an Integration Architect use to meet the requirement?

A. Tooling API

B. Analytics REST API
C. SOAP API

D. Metadata API

Answer: A

Explanation:
Explanation
Option D is correct because Tooling API is the Salesforce API that can be used to retrieve code coverage and test results for Apex
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classes and triggers. Tooling API provides REST and SOAP interfaces to access metadata about code, execute tests, and get test
results12 Option A is incorrect because SOAP API is a Salesforce API that can be used to create, retrieve, update, or delete
records, but not to get code coverage and test results. SOAP API uses a WSDL file to define the parameters for accessing data
through the API3 Option B is incorrect because Analytics REST API is a Salesforce API that can be used to access data from
reports and dashboards, but not from code coverage and test results. Analytics REST API provides a programmatic way to interact
with analytics features such as lenses, datasets, and dashboards4 Option C is incorrect because Metadata AP is a Salesforce API
that can be used to retrieve, deploy, create, update, or delete customization information, such as custom object definitions and page
layouts, but not code coverage and test results. Metadata API is mainly used for development tools or backup tools5 References: 1:
Introducing Tooling API 2: Tooling API Examples 3: SOAP API Developer Guide 4: Analytics REST API Developer Guide 5:
Metadata API Developer Guide

NEW QUESTION # 104
Northern Trail Outfitters needs to secure an integration with an external Microsoft Azure API Gateway.
‘What integration security mechanism should be employed?

A. Configure mutual server authentication with two-way SSL using CA issued certificates.

B. Use an API only user profile and implement use an external identity provider with federated API access.

C. Implement Salesforce Shield with Encryption at Rest and generate a tenant secret.

D. Configure a connected app with an authorization endpoint of the API gateway and configure O Auth settings.

Answer: D

Explanation:

The OAuth protocol is a standard way to authorizeaccess to web resources. By configuring a connected app with an authorization
endpoint of the API gateway, Salesforce can obtain an access token from the API gateway and use it to invoke the external API
securely. This avoids the need to manage certificates oruser credentials for authentication? References: 1: Data Virtualization Pattern
2: OAuth 2.0 WebServer Authentication Flow

NEW QUESTION # 105

Northern Trail Outfitters (NTO) has recently changed its Corporate Security Guidelines. The guidelines require that all cloud
applications pass through a secure firewall before accessing on-premise resources. NTO is evaluating middleware solutions to
integrate cloud applications with on-premise resources and services.

‘Which consideration should an integration architect evaluate before choosing a middleware solution?12

e A. The middleware solution is able to interface directly with databases via anS Open Database Connectivity (ODBC)
conénection string,

¢ B. An API Gateway component is deployable behind a Demilitarized Zone (DMZ) or perimeter network.

¢ (. The middleware solution enforces the OAuth security protocol.

Answer: B

Explanation:

In modern enterprise architecture, securing the boundary between cloud environments like Salesforce and on- premise data centers
is a critical responsibility of the Integration Architect. When Corporate Security Guidelines mandate that all traffic must pass through
a secure firewall, the architecture must support a Demilitarized Zone (DMZ) or "Perimeter Network" strategy.

An API Gateway or a specialized middleware connector acts as the "front door" for these on-premise resources. The architect must
evaluate whether the chosen middleware solution supports a distributed deployment model where the gateway component can reside
within the DMZ. This setup allows the organization to terminate external (cloud) connections in a hardened environment before the
traffic is inspected and proxied to the internal, trusted network.

While supporting OAuth (Option C) is essential for modern authentication, it does not satisfy the specific network-level firewall
requirement described. Similarly, ODBC connections (Option B) are low-level database protocols that usually operate deep within
the internal network and would typically be considered a security risk if exposed directly to a firewall

By ensuring the middleware has an architecturally compatible gateway for the DMZ, the architect provides a solution that allows for
deep packet inspection, IP whitelisting, and rate limiting at the edge of the corporate network. This approach aligns with the
"Defense in Depth" principle, ensuring that Salesforce can securely commumicate with legacy systemns (like SAP or internal
databases) without exposing those systens directly to the public internet, thereby satisfying the new Corporate Security Guidelines.



NEW QUESTION # 106

business requires automating the check and update of the phone number type classification (mobile vs. landline) for all in-coming
calls delivered to their phone sales agents. The following conditions exist:

1. At peak, their call center can receive up to100,000 calls per day.

2. The phone number type classification is a service provided by an external service API.

3. Business is flexible with timing and frequency to check and update the records (throughout the night or every 6-12 hours is
sufficient).

ARenote-Call-In pattern and/or Batch Synchronization (Replication via ETL: System -> Salesforce) are determinedto work with a
middleware hosted on custom premise.

In order to implement these patterns and mechanisms, which component should an integration architect recommend?

A. ToConfigure Remote Site Settings in Salesforce to authenticate the middleware.

B. Firewall and reverse proxy are required to protect internal APIs and resource being exposed.
C. An API Gateway that authenticates requests from Salesforce into the Middleware (ETL/ESB).
D. ConnectedApp configured in Salesforce to authenticate the middleware.

Answer: D

Explanation:

A Connected App is a framework that enables an external application to integrate with Salesforce using APIs and standard
protocols, such as OAuth. By configuring a Connected App in Salesforce, the integration can authenticate the middleware and grant
access to the Salesforce data and services. This is a secure and flexible solution that does not require configuring Remote Site
Settings, AP Gateway, or Firewall and reverse proxy2 References: 1: BatchApexErrorEvent 2: Connected Apps

NEW QUESTION # 107

A business requires automating the check and updating of the phone number type classification (mobile vs.

landline) for all incoming calls delivered to its phone sales agents. The following conditions exist:

* At peak, the call center can receive up to 100,000 calls per day.

* The phone number type classification is a service provided by an external service APL

* Business is flexible with timing and frequency to check and update the records (throughout the night or every 6-12 hours is
sufficient).

A Remote-Call-In pattern and/or Batch Synchronization (Replication via ETL: System -> Salesforce) are determmned to work with a
middleware hosted on customer premise. In order to implement these patterns and mechanisims, which component should an
integration architect recommend?

e A. ConnectedApp configured in Salesforce to authenticate the middleware
¢ B. An API Gateway that authenticates requests from Salesforce into the middleware (ETL/ESB)
¢ C. Remote Site Settings configured in Salesforce to authenticate the middleware

Answer: A

Explanation:

In this scenario, the architecture nvolves a Remote-Call-In pattern or Batch Synchronization, where an external system (the
middleware or ETL tool) initiates commumnication with Salesforce to update records. For any external system to securely access
Salesforce APIs and perform these updates, it must be authenticated and authorized.

The Connected App is the foundational framework that allows an external application to integrate with Salesforce using APIs and
standard protocols, such as OAuth 2.0 and SAML. By configuring a Connected App, the architect can define which permissions
(Scopes) the middleware has, such as the ability to access data via the REST or Bulk API. This is the correct choice because the
middleware needs to "log in" to Salesforce to push the phone classification data back into the Account or Contact records.

Option B, an API Gateway, is typically used to manage and secure requests going out of an organization to external services, or to
provide a facade for on-premise APIs; it does not handle the nbound authentication into Salesforce itself Option C, Remote Site
Settings, is a configuration used solely to permit Salesforce to make outbound calls to a specific external URL (for exanple, if
Salesforce were calling the phone classification service directly via Apex).

Given that the business is flexible with timing (allowing for nightly or 12-hour syncs) and handles 100,000 calls, a Batch
Synchronization pattern via an ETL tool is highly efficient. The ETL tool will authenticate against the Connected App using a secure
OAuth flow (such as the JWT Bearer Flow for server-to-server integration), retrieve the new phone numbers, call the external
classification API, and then bulk-update the Salesforce records. This setup ensures a secure, scalable, and manageable integration
that respects Salesforce's security architecture while meeting the high-volume data requirements of the call center.



NEW QUESTION # 108
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