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HH #85
How does network segmentation between Level 2 and Level 3 improve ICS security?
Response:

A. Tt increases network speed

B. It allows all traffic to flow freely between business and control networks
C. It simplifies data processing

D. It reduces the risk of unauthorized access by isolating critical systens

IEf#: D

H #86
Which type of process is described below?
A fementor's glycol jacket must maintain a steady temperature during and between batches of beer.
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A. Manual

B. Batch

C. Continuous
D. Discrete

IEf#: B
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The process described involves maintaining a consistent condition during and between batches of production, characteristic of a
batch process.

Batch processes are executed in defined quantities or lots where the process starts, runs for a set time, and then stops or resets for
the next batch. The fermentor's glycol jacket temperature must be carefully controlled throughout the batch to ensure product quality.
Continuous processes (A) run nonstop with steady-state conditions, typical in chemical refineries but not in batch fermentation.
Discrete processes (C) involve countable itens or parts produced individually (e.g., manufacturing of assembled products).
Manual (B) refers to human-driven control rather than an automated process type.

Batch processing is common in brewing and food industries and is covered in GICSP's ICS Fundamentals and Operations domain,
which differentiates process types to tailor cybersecurity strategies for control systerms.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Operations

ISA-88 Batch Control Standard (referred in GICSP)

GICSP Training on Process Types and Control Strategies

HE #87
‘Which of the following can an attacker gain by obtaining PLC logic project files for a SCADA system?

A. Information about operational firewall rulesets
B. Schedule of vendor product releases

C. Data regarding personnel and hiring practices
D. Details about the network architecture

iFf@g: D
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Comprehensive and Detailed Explanation From Exact Extract:

PLC logic project files contain the source code and configuration used to program a programmable logic controller (PLC). These
files often reveal:

Control logic and operational sequences

Network addressing information

Interconnections between devices and systens

Thus, an attacker with access to these files can infer details about the network architecture (B), including how devices communicate,
which protocols are used, and possibly the network topology.

Personnel data (A), firewall rulesets (C), and vendor release schedules (D) are not typically stored within PLC logic projects.

The GICSP framework stresses protecting such engineering artifacts because their compromise can provide an attacker with
valuable insight to facilitate targeted attacks on ICS.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

GICSP Training Modules on PLC Security and Engineering Artifacts Protection NIST SP 800-82 Rev 2, Section 5.6 (System and
Communication Protection)

H #88

You are tasked with gathering threat intelligence to informa threat modeling exercise for a newly deployed ICS system. Which of the
following data sources should be prioritized for collecting relevant intelligence?

(Select all that apply)

Response:

A. ICS-specific vulnerability databases

B. General IT network activity logs

C. Industry reports on past ICS cyberattacks

D. Threat intelligence feeds focused on critical infrastructure
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P #89
Which type of attack could compromise Level 3 systerms and affect business planning and logistics?
Response:

A. Advanced Persistent Threat (APT) attacks

B. SQL injection

C. Sensor spoofing

D. Distributed Denial-of-Service (DDoS) attacks

Ef#: A
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