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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q203-Q208):

NEW QUESTION # 203

A technician is troubleshooting a PC that has been performing poorly. Looking at the Task Manager, the technician sees that CPU
and memory resources seem fine, but disk throughput is at 100%.

Which of'the following types of malware is the system MOST likely infected with?

A. Ransomware
B. Keylogger
C. Rootkit

D. Trojan

Answer: A

Explanation:
Ransonmware is a type of malware that encrypts the files on the victim's computer and demands a ransom for their decryption.
Ransomware can cause high disk throughput by encrypting large amounts of data in a short time.

NEW QUESTION # 204
A technician is setting up a SOHO wireless router. The router is about ten years old. The customer would like the most secure
wireless network possible. Which of the following should the technician configure?

A. WPA2 with AES

B. WPA2 with TKIP

C. WPA3 with AES-128
D. WPA3withAES-256

Answer: A

NEW QUESTION # 205
A technician needs to document who had possession of evidence at every step of the process. Which of the following does this
process describe?

A. Chain of custody
B. Audit trail

C. Data integrity

D. Rights management

Answer: A

Explanation:
The process of documenting who had possession of evidence at every step of the process is called chain of custody

NEW QUESTION # 206
A technician needs to manually set an IP address on a computer that is running macOS. Which of the following commands should
the technician use?

A ping
B. ipconfig
C. arpa
D. ifconfig

Answer: D

Explanation:

ifconfig is a command-line utility that allows you to configure network interfaces on macOS and other Unix-like systens1. To set an
IP address using ifconfig, you need to know the name of the network interface you want to configure (such as en0 or enl), and the
IP address you want to assign (such as



192.168.0.150). You also need to use sudo to run the command with administrative privileges2. The syntax of the command is:
sudo ifconfig interface address

For exanmple, to set the IP address of enl to 192.168.0.150, you would type:

sudo ifconfigenl 192.168.0.150

You may also need to specify other parameters such as subnet mask, gateway, or DNS servers, depending on your network
configuration3. The other commands are not directly related to setting an IP address on macOS. ipconfig is a similar command for
Windows systerms4, arpa is a domain name used for reverse DNS lookup, and ping is a command for testing network connectivity.

NEW QUESTION # 207
Which of'the following operating systens was the app file type designed to run under as an application file bundle?

A. Chrome
B. Windows
C. Linux

D. macOS

Answer: D

Explanation:

The app file type is designed to run under macOS as an application file bundle. macOS uses application bundles to store executable
files and related resources, such as libraries, image files, and localized content, in a single directory hierarchy. This approach
simplifies application management and execution within the macOS environment.
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