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¢ [ogs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

FH 1 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
=R 2 FortiAnalyzer systers. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Admnistrative Domains (ADOM). It covers tasks such as setting user
FH 3 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
admunistrative privileges within FortiAnalyzer systems.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
=X 4 devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting commumication issues.
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Refer to the exhibit.
FortiAnalyzer partial configuration output

FortiAnalyzer1# get system status FortiAnalyzer3# get system status

FortiAnalyzer2# get system global
adom-mode
adom-select

country-flag
enc-algorithm
ha-member-auto-grouping
hostname
log-checksum
log-forward-cache-size
log-mode

longitude
max-aggregation-tasks
max-running-reports
oftp-ssl-protocol
ssl-low-encryption
ssl-protocol
task-list-size
webservice-proto

ZEBRTINET

: normal

enable
enable
standard
enable

: high

: enable

: FortiAnalyzer2
: md5

1S

: collector

: (null)

i

:5

1tlsvl.2

: disable

1 tlsvl.3 tisvl.2
: 2000

:tisvl.3 tisvl.2

FortiAnalyzer3# get system global
adom-mode

adom-select

adom-status
console-output
country-flag
enc-algorithm
ha-member-auto-grouping
hostname

log-checksum
log-forward-cache-size
log-mode

longitude
max-aggregation-tasks
max-running-reports
oftp-ssi-protocol
ssl-low-encryption
ssl-protocol

task-list-size
webservice-proto

Platform Type : FAZVMB4-KVM Platform Type : FAZVM6G4

Platform Full Name : FortiAnalyzer-VM64-KVM Platform Full Name : FortiAnalyzer-VM64

Version :v7.4.1-build2308 230831 (GA) Version :v7.4.1-build2308 230831 (GA)
Serial Number : FAZ-VM0000065040 Serial Number : FAZ-VM0000065042

BIOS version : 04000002 BIOS version : 04000002

Hostname : FortiAnalyzerl Hostname : FortiAnalyzer3

Max Number of Admin Domains : 5 Max Number of Admin Domains : 5

Admin Domain Configuration  : Enabled Admin Domain Configuration  : Enabled

FIPS Mode : Disabled FIPS Mode : Disabled

HA Mode : Stand Alone HA Mode : Stand Alone

Branch Point 12308 Branch Point 12308

Release Version Information :GA Release Version Information :GA

Time Zone : (GMT-8:00) Pacific Time (US & Canada) | Time Zone : (GMT-8:00) Pacific Time (US & Canada)
Disk Usage : Free 43.60GB, Total 58.80GB Disk Usage : Free 53.06GB, Total 79.80GB
File System : Ext4 File System :Ext4

License Status : Valid License Status : Valid

: normal

: enable

: enable

: standard

: enable

: high

: enable

: FortiAnalyzer3
: mdS

:S

: analyzer

: (null)

:0

:5

1 tlsvl.2

: disable

1 tlsvl.3 tisvl.2
;2000

s tlsvl.3 tisvl.2

Based on the partial outputs displayed, which devices can be members of a FortiAnalyzer Fabric?

Hg: D

MdE:

A. FortiAnalyzer2 and FortiAnalyzer3
B. All devices listed can be members.
C. FortiAnalyzer] and FortiAnalyzer3
D. FortiAnalyzer] and FortiAnalyzer2

Based on the partial configuration output, the primary factor for determining which devices can be members of a FortiAnalyzer

Fabric is the log-mode setting, Devices with the same log mode can be part of the same FortiAnalyzer Fabric.

FortiAnalyzer1: Log mode is set
FortiAnalyzer2: Log mode is set
FortiAnalyzer3: Log mode is set

to collector.
to collector.
to analyzer.

Devices with the same log mode can be part of the same fabric. Since FortiAnalyzerl and FortiAnalyzer2 both have their log modes

set to collector, they can be members of a FortiAnalyzer Fabric.

Therefore, the correct answer is FortiAnalyzer] and FortiAnalyzer2.



HEE #136
What statements are true regarding FortiAnalyzer 's treatment of high availability (HA) dusters? (Choose two)

¢ A FortiAnalyzer distinguishes different devices by their serial number.
¢ B. FortiAnalyzer only needs to know (he serial number of the primary device in the cluster-it automaticaly discovers the other
devices.

¢ C. FortiAnalyzer receives bgs only from the primary device in the cluster.
¢ D. FortiAnalyzer receives logs fromd devices in a duster.

HE: AD

HAE #137
‘What is the best approach to handle a hard disk failure on a FortiAnalyzer that supports hardware RAID?

A. Performa hot swap of the disk.

B. Run execute format disk to format and restart the FortiAnalyzer device.
C. There is no need to do anything because the disk will self-recover.

D. Shut down FortiAnalyzer and replace the disk.

Heg: A
MY,

In a hardware RAID setup, FortiAnalyzer supports hot swapping, which allows you to replace a failed disk without shutting down
the device. The RAID controller will automatically rebuild the array using the new disk, minimizing downtime and maintaining data

integrity.

2 #138
Refer to the exhibit.
.hlkli'r’]i‘ﬁj'ul Server1
I .',\ |\ 10.1.1.200
1!',1.|.'
FortiGate '
1994447 2 1041254 ,fi @l
oy it i Tt A
i Laptop’
10.1.1.10¢
(‘-‘“) )

i ll
aLs HMTG J
Laptopt is used by several administrators to manage FortiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than "admin" and coming from Laptop1:

‘Which filter will achieve the desired result?

A. operation-login & dstip==10.1.1.210 & userl-admin

B. operation-login & performed on—"GUI(10.1.1.210)' & user!=admin

C. operation-login & srcip=10.1.1.100 & dstip—=10.1.1.210 & user—admn
D. operation-login & performed on—"GUI(10.1.1.100)" & user!=admin

Hg: D

ME.
On there the task was to create a filter for failed logins from any other location but the local computer: "Add the text



performed_on!~10.0.1.10. This includes any attempts coming from devices with an IP address that is not the one configured on the
Local-Client computer."

A2 #139
Refer to the exhibit.

Create New Administrator

User Name Remote-Admin

Avatar R « Add Photo = Remove Photo

Description

RTINET

Admin Type LDAP

LDAP Server External Server

Match all users on remote O

Server

The exhibit shows the creation of a new administrator on FortiAnalyzer.
What are two effects of enabling the choice Match all users on remote server when configuring a new administrator? (Choose two.)

A. Tt allows user accounts in the LDAP server to use two-factor authentication.

B. User Remote- Admin from the LDAP server will be able to log in to FortiAnalyzer at any time.
C. It creates a wildcard administrator using an LDAP server.

D. Administrators can log in to FortiAnalyzer using their credentials on the remote LDAP server.

M. CDb

M.
Enabling this option allows any user authenticated by the LDAP server to log in to FortiAnalyzer, effectively creating a wildcard
admimnistrator.
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