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Fortinet FCP_FAZ_AD-7.4 시험요강:

주제 소개

주제 1

Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in
place.

주제 2
System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systems. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.

주제 3

Administration: This section evaluates the ability of network and security analysts to configure
administrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

주제 4
Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting communication issues.
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최신 Fortinet Network Security Expert FCP_FAZ_AD-7.4 무료샘플문제
(Q135-Q140):
질문  # 135 
Refer to the exhibit.

Based on the partial outputs displayed, which devices can be members of a FortiAnalyzer Fabric?

A. FortiAnalyzer2 and FortiAnalyzer3
B. All devices listed can be members.
C. FortiAnalyzer1 and FortiAnalyzer3
D. FortiAnalyzer1 and FortiAnalyzer2

정답：D

설명：
Based on the partial configuration output, the primary factor for determining which devices can be members of a FortiAnalyzer
Fabric is the log-mode setting. Devices with the same log mode can be part of the same FortiAnalyzer Fabric.
FortiAnalyzer1: Log mode is set to collector.
FortiAnalyzer2: Log mode is set to collector.
FortiAnalyzer3: Log mode is set to analyzer.
Devices with the same log mode can be part of the same fabric. Since FortiAnalyzer1 and FortiAnalyzer2 both have their log modes
set to collector, they can be members of a FortiAnalyzer Fabric.
Therefore, the correct answer is FortiAnalyzer1 and FortiAnalyzer2.



질문  # 136 
What statements are true regarding FortiAnalyzer 's treatment of high availability (HA) dusters? (Choose two)

A. FortiAnalyzer distinguishes different devices by their serial number.
B. FortiAnalyzer only needs to know (he serial number of the primary device in the cluster-it automaticaly discovers the other
devices.
C. FortiAnalyzer receives bgs only from the primary device in the cluster.
D. FortiAnalyzer receives logs from d devices in a duster.

정답：A,D

질문  # 137 
What is the best approach to handle a hard disk failure on a FortiAnalyzer that supports hardware RAID?

A. Perform a hot swap of the disk.
B. Run execute format disk to format and restart the FortiAnalyzer device.
C. There is no need to do anything because the disk will self-recover.
D. Shut down FortiAnalyzer and replace the disk.

정답：A

설명：
In a hardware RAID setup, FortiAnalyzer supports hot swapping, which allows you to replace a failed disk without shutting down
the device. The RAID controller will automatically rebuild the array using the new disk, minimizing downtime and maintaining data
integrity.

질문  # 138 
Refer to the exhibit.

Laptopt is used by several administrators to manage FortiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than "admin" and coming from Laptop1:
Which filter will achieve the desired result?

A. operation-login & dstip==10.1.1.210 & userl-admin
B. operation-login & performed_on=="GUI(10.1.1.210)' & user!=admin
C. operation-login & srcip==10.1.1.100 & dstip==10.1.1.210 & user==admin
D. operation-login & performed_on=="GUI(10.1.1.100)" & user!=admin

정답：D

설명：
On there the task was to create a filter for failed logins from any other location but the local computer: "Add the text



performed_on!~10.0.1.10. This includes any attempts coming from devices with an IP address that is not the one configured on the
Local-Client computer."

질문  # 139 
Refer to the exhibit.

The exhibit shows the creation of a new administrator on FortiAnalyzer.
What are two effects of enabling the choice Match all users on remote server when configuring a new administrator? (Choose two.)

A. It allows user accounts in the LDAP server to use two-factor authentication.
B. User Remote-Admin from the LDAP server will be able to log in to FortiAnalyzer at any time.
C. It creates a wildcard administrator using an LDAP server.
D. Administrators can log in to FortiAnalyzer using their credentials on the remote LDAP server.

정답：C,D

설명：
Enabling this option allows any user authenticated by the LDAP server to log in to FortiAnalyzer, effectively creating a wildcard
administrator.

질문  # 140
......
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