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A2 #10
(Which two protocols are supported in security group rules? Choose 2 answers.)

A ICMP
B. MPLS
C.BGP
D. UDP

HY: AD

Y.

Security group rules in AWS support the Internet Control Message Protocol ICMP) and User Datagram Protocol (UDP) for
defining nbound and outbound traffic rules. These protocols are commonly used for network communication and monitoring. The
WGU Cloud Deployment and Operations Study Guide (Section

3.2, Security Groups) states, "Security groups support protocols like ICMP for diagnostic traffic and UDP for streaming or low-
latency applications, allowing fine-grained control over instance access." BGP and MPLS are routing or network layer protocols not
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supported by security group rules.

AE#11
(Which service enables a company to enforce and manage governance rules across mutltiple AWS accounts?)

A. Security Hub

B. Systems Manager
C. Control Tower
D. GuardDuty

HE: C

MY

AWS Control Tower enables a company to enforce and manage governance rules across multiple AWS accounts by setting up a
landing zone with preconfigured policies for security, compliance, and operations. It simplifies multi-account management. The WGU
Cloud Deployment and Operations Study Guide (Section

6.5, Control Tower) states, "Control Tower provides a centralized solution to establish and enforce governance rules across muiltiple
accounts, using guardrails and a landing zone to ensure compliance with organizational policies." Security Hub, GuardDuty, and
Systerms Manager do not offer this multi-account governance capability.

AE#12
(A company is using Route 53 for Domain Name System (DNS) hosting. The company requires a zone that should only be
accessible from instances in a Virtual Private Cloud (VPC). Which type of hosted zone should be used?)

A. Public Hosted Zone
B. Private Zone

C. Lightsail DNS Zone
D. DNS Zone

He. B

MH.

A Private Hosted Zone in Amazon Route 53 should be used to restrict DN'S resolution to instances within a Virtual Private Cloud
(VPC), ensuring that the zone is only accessible internally. This isolates DNS services from public internet access. The WGU Cloud
Deployment and Operations Study Guide (Section 3.1, Route 53 Hosted Zones) states, "A Private Hosted Zone in Route 53 limits
DNS resolution to resources within a specified VPC, preventing external access and enhancing security for internal services." Public
Hosted Zones, DNS Zones, and Lightsail DNS Zones do not provide this VPC-specific restriction.

A2 #13
(An admnistrator is unable to make an AMI public. What is the cause?)

A. Legacy BIOS boot mode is used
B. Bookmark is absent

C. Paravirtual virtualization is used
D. Boot volune is encrypted

He:. D

=R

Comprehensive and Detailed Explanation From Exact Extract:

The mability to make an AMI public is caused by an encrypted boot volume. AWS does not allow AMIs with encrypted EBS
snapshots to be shared publicly due to security constraints; sharing is limited to specific AWS accounts. The WGU Cloud
Deployment and Operations Study Guide (Section 6.3, AMI Managemment) states,

"An AMI cannot be made public if its boot volurme is encrypted; encryption restricts sharing to authorized accounts only, requiring
decryption keys to be managed separately." Legacy BIOS, paravirtual virtualization, and the absence of a bookmark do not impact
AMI sharing.



AEE#14
(An administrator needs to deploy a NAT gateway in an existing VPC subnet. Which two tasks should this administrator perform
during deployment? Choose 2 answers.)

A. Assign a private IP address to the NAT gateway

B. Configure the route table associated with the subnet

C. Assign an elastic [P address to the NAT gateway

D. Configure the access control list associated with the subnet

4. B,C

Y.

To deploy a NAT gateway in an existing VPC subnet, the administrator must assign an elastic IP address to the NAT gateway for
public internet access and configure the route table associated with the subnet to route traffic through the NAT gateway. The WGU
Cloud Deployment and Operations Study Guide (Section 3.2, NAT Gateway) states, "Deployment of a NAT gateway requires an
elastic IP address for outbound internet connectivity and a route table update to direct private subnet traffic to the NAT gateway
(e.g, 0.0.0.0/0 via NAT)." Private IP assignment and ACL configuration are not required steps.
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