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Q42):
問題  #37 
In which of the following storage architecture is the data stored in a localized system, server, or storage hardware and capable of
storing a limited amount of data in its database and locally available for data usage?

A. Distributed storage
B. Cloud storage
C. Centralized storage
D. Object-based storage

答案：C

解題說明：
Centralized storage architecture refers to a system where data is stored in a localized system, server, or storage hardware. This type
of storage is capable of holding a limited amount of data in its database and is locally available for data usage. Centralized storage is
commonly used in smaller organizations or specific departments within larger organizations where the volume of data is manageable
and does not require the scalability offered by distributed or cloud storage solutions. Centralized storage systems simplify data
management and access but might present challenges in terms of scalability and data recovery.
References:
"Data Storage Solutions for Your Business: Centralized vs. Decentralized," Techopedia
"The Basics of Centralized Data Storage," by Margaret Rouse, SearchStorage

問題  #38 
Cybersol Technologies initiated a cyber-threat intelligence program with a team of threat intelligence analysts.
During the process, the analysts started converting the raw data into useful information by applying various techniques, such as
machine-based techniques, and statistical methods.
In which of the following phases of the threat intelligence lifecycle is the threat intelligence team currently working?

A. Planning and direction
B. Dissemination and integration
C. Analysis and production
D. Processing and exploitation

答案：D

解題說明：
The phase where threat intelligence analysts convert raw data into useful information by applying various techniques, such as machine
learning or statistical methods, is known as 'Processing and Exploitation'. During this phase, collected data is processed,
standardized, and analyzed to extract relevant information. This is a critical step in the threat intelligence lifecycle, transforming raw
data into a format that can be further analyzed and turned into actionable intelligence in the subsequent 'Analysis and Production'
phase.References:
* "Intelligence Analysis for Problem Solvers" by John E. McLaughlin
* "The Cyber Intelligence Tradecraft Project: The State of Cyber Intelligence Practices in the United States (Unclassified Summary)"
by the Carnegie Mellon University's Software Engineering Institute

問題  #39 
A threat analyst obtains an intelligence related to a threat, where the data is sent in the form of a connection request from a remote
host to the server. From this data, he obtains only the IP address of the source and destination but no contextual information. While
processing this data, he obtains contextual information stating that multiple connection requests from different geo-locations are
received by the server within a short time span, and as a result, the server is stressed and gradually its performance has reduced. He
further performed analysis on the information based on the past and present experience and concludes the attack experienced by the
client organization.
Which of the following attacks is performed on the client organization?

A. Distributed Denial-of-Service (DDoS) attack
B. MAC spoofing attack
C. DHCP attacks
D. Bandwidth attack



答案：A

解題說明：
The attack described, where multiple connection requests from different geo-locations are received by a server within a short time
span leading to stress and reduced performance, is indicative of a Distributed Denial-of-Service (DDoS) attack. In a DDoS attack,
the attacker floods the target's resources (such as a server) with excessive requests from multiple sources, making it difficult for the
server to handle legitimate traffic, leading to degradation or outright unavailability of service. The use of multiple geo-locations for the
attack sources is a common characteristic of DDoS attacks, making them harder to mitigate.
References:
"Understanding Denial-of-Service Attacks," US-CERT
"DDoS Quick Guide," DHS/NCCIC

問題  #40 
SecurityTech Inc. is developing a TI plan where it can drive more advantages in less funds. In the process of selecting a TI platform,
it wants to incorporate a feature that ranks elements such as intelligence sources, threat actors, attacks, and digital assets of the
organization, so that it can put in more funds toward the resources which are critical for the organization's security.
Which of the following key features should SecurityTech Inc. consider in their TI plan for selecting the TI platform?

A. Scoring
B. Workflow
C. Search
D. Open

答案：A

解題說明：
Incorporating a scoring feature in a Threat Intelligence (TI) platform allows SecurityTech Inc. to evaluate and prioritize intelligence
sources, threat actors, specific types of attacks, and the organization's digital assets based on their relevance and threat level to the
organization. This prioritization helps in allocating resources more effectively, focusing on protecting critical assets and countering the
most significant threats. A scoring system can be based on various criteria such as the severity of threats, the value of assets, the
reliability of intelligence sources, and the potential impact of threat actors or attack vectors. By quantifying these elements,
SecurityTech Inc. can make informed decisions on where to invest its limited funds to enhance its security posture most effectively.
References:
"Designing and Building a Cyber Threat Intelligence Capability" by the SANS Institute
"Threat Intelligence: What It Is, and How to Use It Effectively" by Gartner

問題  #41 
Mario is working as an analyst in an XYZ organization in the United States. He has been asked to prepare a threat landscape report
to provide in-depth awareness and greater insight into the threats his organization is facing.
Which of the following details should he include to prepare a threat landscape report?

A. Attribution of an attack to specific threat actor or group
B. A summary of threat actors most likely targeting the organization along with their motivations, intentions, and TTPs
C. History of an attack and location where it was performed
D. Attacker's motivation and intention behind the attack

答案：B

解題說明：
A Threat Landscape Report provides a high-level overview of the current and emerging threats that could affect an organization. It
typically includes information about threat actors, motivations, tactics, techniques, and procedures (TTPs).
Such reports help management and technical teams understand who is targeting them, why, and how, enabling better risk assessment
and preparedness.
Why the Other Options Are Incorrect:
* B. Attribution of an attack: Focuses on identifying a specific attacker, which is only part of a broader report.
* C. Attacker's motivation and intention: Important, but limited in scope compared to a full threat landscape overview.
* D. History and location of attack: Provides context but lacks the broader threat intelligence perspective.
Conclusion:
The threat landscape report should summarize the likely threat actors, their motives, intentions, and TTPs to give a complete



understanding of the threat environment.
Final Answer: A. A summary of threat actors most likely targeting the organization along with their motivations, intentions, and TTPs
Explanation Reference (Based on CTIA Study Concepts):
CTIA emphasizes that a threat landscape report includes adversary profiles, motivations, and techniques to provide contextual
awareness of the threat environment.
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