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GitHub Advanced Security GHAS Exam 58 7 GitHub-Advanced-Security s
B (Q68-Q73):

H #68
What is a prerequisite to define a custom pattern for a repository?

¢ A Enable secret scanning

¢ B. Change the repository visibility to Internal
e C. Specify additional match criteria

¢ D. Close other secret scanning alerts
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Younmust enable secret scanningbefore defining custom patterns. Secret scanning provides the foundational capability for detecting
exposed credentials, and custom patterns build upon that by allowing organizations to specify their own regex-based patterns for
secrets unique to their environment.

Without enabling secret scanning, GitHub will not process or apply custom patterns.

HM #69
How would you build your code within the CodeQL analysis workflow? (Each answer presents a complete solution. Choose two.)

A. Ignore paths.

B. Upload compiled binaries.

C. Use CodeQL's autobuild action.
D. Use CodeQL's init action.

E. Implement custom build steps.
F. Use jobs.analyze.runs-on.

iEﬁ: C\ E

R -

Comprehensive and Detailed Explanation:

When setting up CodeQL analysis for conpiled languages, there are two primary methods to buildyour code:

GitHub Docs

Autobuild: CodeQL attempts to automatically build your codebase using the most likely build method. This is suitable for standard
build processes.

GitHub Docs

Custom Build Steps: For complex or non-standard build processes, you can implement custom build steps by specifying explicit
build commands in your workflow. This provides greater control over the build process.

GitHub Docs

The init action initializes the CodeQL analysis but does not build the code. The jobs.analyze.runs-on specifies the operating system
for the runner but is not directly related to building the code. Uploading compiled binaries is not a method supported by CodeQL for
analysis.

B #70
Which syntax in a query suite tells CodeQL to look for one or more specified .ql files?

e Agls
e B. glpack
e C. query

EfE: C
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In aquery suite(a .gls file), the **query** key is used to specify the paths to one or more .q files that should be included in the suite.
Exanple:

- query: path/to/query.ql

* ls is the file format.

* glpack is used for packaging queries, not in suite syntax.

R #71
Which of the following statements most accurately describes push protection for secret scanning custom patterns?

A. Push protection must be enabled for all, or none, of a repository's custom patterns.
B. Push protection is an opt-in experience for each custom pattern.

C. Push protection is enabled by default for new custom patterns.

D. Push protection is not available for custom patterns.
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Comprehensive and Detailed Explanation:

Push protection for secret scanning custom patterns is an opt-in feature. This means that for each custom pattern defined in a
repository, maintainers can choose to enable or disable push protectionindividually. This provides flexibility, allowing teans to
enforce push protection on sensitive patterns while leaving it disabled for others.

H #72
When using CodeQL, what extension stores query suite definitions?

A. gl
B. ql
C..gk
D. .yml

Ef: C

R -

Query suite definitions in CodeQL are stored using the .qls file extension. A query suite defines a collection of queries to be run
during an analysis and allows for grouping them based on categories like language, security relevance, or custom filters.

In contrast:

* gl files are individual queries.

* qll files are libraries used by .ql queries.

* . yml is used for workflows, not query suites.
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