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Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q29-Q34):

NEW QUESTION # 29
How will configuring set tcp-mss-sender and set tcp-nss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

e A The TCP packet modifies the packet size only if the size of the packet is less than the one the administrator configured n
the firewall policy.

¢ B. The admmistrator must consider the payload size of the packet and the size of the IP header to configure a correct value in
the firewall policy.

e C. The maximum segment size permitted in the firewall policy determines whether TCP packets are allowed or denied.

¢ D. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.

Answer: D
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Explanation:

The set tcp-mss-sender and set tcp-nss-receiver commands in a firewall policy allow an administrator to adjust the Maximum
Segment Size (MSS) of TCP packets.

This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.

# set tcp-mss-sender adjusts the MSS value for outgoing TCP traffic.

# set tcp-nss-receiver adjusts the MSS value for mcoming TCP traffic.

This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.

NEW QUESTION # 30

An admmistrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.

‘Which protocol can the administrator use to enhance security?

A. Choose IKEv1 aggressive mode because it simplifies peer identification.
B. Stick with IKEv1 main mode because it offers better performance.

C. Opt for SSL. VPN web mode because it does not use peer IDs at all.
D. Use IKEv2, which encrypts peer IDs and prevents exposure.

Answer: D

Explanation:

In ADVPN (Auto-Discovery VPN) configurations, security concerns include protecting peer IDs during VPN establishiment. Peer
IDs are exchanged in the IKE (Internet Key Exchange) negotiation phase, and their exposure could lead to privacy risks or targeted
attacks.

# IKEv2 encrypts peer IDs, making it more secure compared to IKEv1, where peer IDs can be exposed in plaintext in aggressive
mode.

# IKEV2 also provides better performance and flexibility while supporting dynamic tunnel establishment in ADVPN.

NEW QUESTION # 31

A company that acquired multiple branches across different countries needs to install new FortiGate devices on each of those
branches. However, the IT stafflacks sufficient knowledge to implement the initial configuration on the FortiGate devices.

Which three approaches can the company take to successfully deploy advanced initial configurations on remote branches? (Choose
three.)

A. Apply Jinja in the FortiManager scripts for large-scale and advanced deployments.

B. Use the Global ADOM to deploy global object configurations to each FortiGate device.

C. Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices.
D. Use provisioning templates and install configuration settings at the device layer.

E. Use metadata variables to dynamically assign values according to each FortiGate device.

Answer: C,D,E

Explanation:

Use metadata variables to dynamically assign values according to each FortiGate device:

Metadata variables in FortiManager allow device-specific configurations to be dynamically assigned without manually configuring
each FortiGate. This is especially useful when deploying multiple devices with similar base configurations.

Use provisioning templates and mstall configuration settings at the device layer:

Provisioning templates in FortiManager provide a structured way to configure FortiGate devices. These templates can define
mterfaces, policies, and settings, ensuring that each device is correctly configured upon deployment.

Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices:

Zero-Touch Provisioning (ZTP) and Local Touch Provisioning (LTP) help automate the deployment of FortiGate devices. By adding
devices as model devices in FortiManager, configurations can be pushed automatically when devices connect for the first time,
reducing manual effort.

NEW QUESTION # 32
Refer to the exhibit, which shows a command output.



FortiGate B # get system session list | grep icmp

FortiGate B #

ERTINET
FortiGate A and FortiGate B are members of an FGSP cluster in an enterprise network.
While testing the cluster using the ping command, the administrator monitors packet loss and found that the session output on
FortiGate B is as shown in the exhibit.
What could be the cause of this output on FortiGate B?

A. session-pickup-connectionless is set to disable on FortiGate B.

B. The session synchronization is encrypted.

C. FortiGate A and FortiGate B have the same standalone-group-id value.
D. FortiGate B is configured in passive mode.

Answer: A

Explanation:

The Fortinet FGSP (FortiGate Session Life Support Protocol) cluster allows session synchronization between two FortiGate devices
to provide seamless failover. However, ICMP (ping) is a connectionless protocol, and by default, FortiGate does not synchronize
connectionless sessions unless explicitly enabled.

In the exhibit:

# The command get system session list | grep icmp on FortiGate B returns no output, meaning that ICMP sessions are not being
synchronized from FortiGate A.

# If session-pickup-connectionless is disabled, FortiGate B will not receive ICMP sessions, causing packet loss during failover.

NEW QUESTION # 33
Refer to the exhibit, which shows a partial troubleshooting command output.

FortiGate # diagnose vpn tunnel list name Hub2Spokel

list ipsec tunnel by names in vd 0

npu_flag=20 npu_rgwy=10.10.2.2 npu#wpﬁﬂlﬁgjselid—:l

An administrator is extensively using IPsec on FortiGate. Many tunnels show information similar to the output shown in the exhibit.
What can the admnistrator conclude?

A. IPsec SAs cannot be offloaded.

B. Only the outbound IPsec SA is copied to the NPU.

C. The two IPsec SAs, inbound and outbound, are copied to the NPU.
D. Only the inbound IPsec SA is copied to the NPU.

Answer: C

Explanation:

The diagnose vpn tunnel list name Hub2Spoke1 command output provides key information about the offloading status of an IPsec
VPN tunnel to the Network Processing Unit (NPU).

# npu_flag=20:

# This flag indicates that both inbound and outbound IPsec Security Associations (SAs) have been offloaded to the NPU, meaning
the VPN traffic is processed in hardware instead of the CPU.

# npu rgwy=10.10.2.2 and npu lgwy=10.10.1.1:

# These IPs represent the remote gateway (rgwy) and local gateway (Igwy), confirming that the tunnel is successfully offloaded.
#npu_selid=1:

# This value means the session selector for the NPU offloaded SA is active.

Since both nbound and outbound SAs are offloaded, the administrator can conclude that the FortiGate NPU is handling IPsec
encryption and decryption efficiently, reducing CPU load and improving VPN performance.
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