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Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q31-Q36):

NEW QUESTION # 31
Refer to the exhibit.

FGT1 # get router info routing-table database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF externhal type 2
i - Is-IS, L1 - IS-IS level-1, L2 - IS-%S . level-2, ia - IS-IS inter area
V - BGP VPNv{4
> - selected route, * - FIB route, §-"stale info

Routing table for VRF=0
*> 0.0.0.0/0 [10/0] via 172.20¢l12%.2, portl, [20/0]
*> [10/0) via 10.068,2, port2, [30/0]
0.0.0.0/0 [20/0] via 1920168.15.2, port3, [10/0]
*> 10.0.0.0/24 is directly “connected, port2
172.13.24.0/24 [10/0]"is directly connected, portd, [1/0]
*> 172.20.121.0/24i8 /directly connected, portl
*> 192.168.1.0/24%[20/0] via 10.0.0.2, port2, [1/0]
*> 192.168.15.0/24 is dire conn

uauaumwmnm

Based on the routing database shown in the exhibit which two conclusions can you make about the routes?
(Choose two.)

A. The port3 default route has the lowest metric

B. There will be eight routes active in the routing table

C. The port3 default route has the highest distance

D. The portl and port2 default routes are active in the routing table

Answer: C,D

Explanation:

The portl and port2 default routes are active in the routing table

The routes with 0.0.0.0/0 for both port1 and port2 are marked with an asterisk * and > symbol, which indicates that these routes
are active and selected in the routing table.

The port3 default route has the highest distance

The route via port3 has a distance of [20/0], which is higher than the distances for the routes via port1 [10/0] and port2 [30/0]. This
indicates that the port3 default route has the highest distance.

NEW QUESTION # 32
Refer to the exhibits.
Exhibit A.
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Exhibit B.

An adnmstratr creates nw addres; bj ect on the root FortiGate ceil—F ortiGate) in the security fabric. After synchronization,
this object is not available on the downstream FortiGate (ISFW).
What must the administrator do to synchronize the address object?

A. Change the csf'setting on ISFW (downstream) to set fabric-object-unification default.
B. Change the csfsetting on Local-FortiGate (root) to set configuration-sync local.

C. Change the csf'setting on Local-FortiGate (root) to set fabric-object-unification default.
D. Change the csf'setting on ISFW (downstream) to set configuration-sync local.

Answer: C

Explanation:

Change the csf'setting on Local-FortiGate (root) to set fabric-object-unification default.

The CLI command set fabric-object-unification is only available on the root FortiGate. When set to local, global objects will not be
synchronized to downstream devices in the Security Fabric. The default value is default.

Option A will not synchronise global fabric objects downstream

NEW QUESTION # 33
Which NAT method translates the source IP address in a packet to another IP address?

A. DNAT
B. VIP

C. SNAT
D. IPPOOL

Answer: C



Explanation:

The correct answer is: B. SNAT

SNAT (Source Network Address Translation), also known as MASQUERADE in iptables, translates the source IP address ina
packet to another IP address. It is commonly used in scenarios where internal private [P addresses need to be translated to a single
public IP address when accessing the Internet, for example. DNAT (Destination Network Address Translation) translates the
destination IP address in a packet to another IP address. VIP (Virtual IP) is used to designate a single IP address that represents
muiltiple servers for load balancing or high availability purposes. IPPOOL typically refers to a range of [P addresses that can be
dynamically assigned to clients, such as in DHCP.

NEW QUESTION # 34
Which engine handles application control traffic on the next-generation firewall NGFW) FortiGate?

A. Intrusion prevention system engine
B. Flow engine

C. Antivirus engine

D. Detection engine

Answer: A

Explanation:

B. Intrusion prevention system engine.

The Intrusion Prevention System (IPS) engine on FortiGate handles application control traffic, along with other finctions such as
detecting and preventing network attacks based on predefined signatures and behavioral analysis.

Application control can be configured in proxy-based and flow-based firewall policies. However, because application control uses
the IPS engine, which uses flow-based inspection, inspection is always flow- based.

It uses an IPS engine to analyze network traffic and detect application traffic, even if the application is using standard or non-
standard protocols and ports.

NEW QUESTION # 35

Refer to the exhibit.
F3S dlagnostic output

# diagnose test application ipsmonitor

1: Display IPS engine information

2: Toggle IPS engine enable/disable status
3: Display restart log

4: Clear restart log

5: Toggle bypass status

6: Submit attack characteéristics now

10: IPS gueue length

11: Clear IPS queue length

12: IPS L7 socket™statistics

13: IPS session. list

14: IPS NTurbd. 'statistics F RTINET

15: IPSA statistics

97: Start all IPS engines
G8: Stop all IPS engines
69: Restart all IPS engines and monitor

Examine the intrusion prevention system (IPS) diagnostic command shown in the exhibit.
Ifoption 5 is used with the IPS diagnostic command and the outcome is a decrease in the CPU usage, what is the correct
conclusion?

e A The IPS engine is unable to prevent an intrusion attack.



e B. The IPS engine is inspecting a high volume of traffic.
e C. The IPS engine is blocking all traffic.
¢ D. The IPS engine will continue to run in a normal state.

Answer: B

Explanation:

Ifthere are high-CPU use problens caused by the IPS, you can use the diagnose test application ipsmonitor command with option 5
to isolate where the problem might be. Option 5 enables IPS bypass mode. In this mode, the IPS engine is still running, but it is not
inspecting traffic. Ifthe CPU use decreases after that, it usually indicates that the volume of traffic being inspected is too high for that
FortiGate model

NEW QUESTION # 36

Our desktop software also tracks your progress, and identifies your strengths and weaknesses, to ensure you're getting the best
possible experience for the FCP_FGT AD-7.4 Exam. All features of the web-based version are available in the desktop software.
But the desktop software works offline and only on Windows computers.
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