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Oracle 1Z0-1072-25 Exam Syllabus Topics:

Topic Details

o Identity and Access Management (IAM): This domain validates skills of security architects implementing
granular access controls, emphasizing JAM policy creation, compartment organization, and dynamic group

Topic 1 configuration. It covers identity domain management, network source restrictions, and tag-based access

mechanisirs to enforce least-privilege principles across OCI resources

¢ Storage: Designed for storage administrators managing enterprise data solutions, this section tests
proficiency in deploying Block

¢ File

Topic 2 ¢ Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It

includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage

performance metrics and cost optimization techniques.

¢ Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN

o FastComnnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.

Topic 3

e Compute: This section measures skills of cloud architects responsible for designing scalable and resilient

ifrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
Topic 4 evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.

Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q50-Q55):

NEW QUESTION # 50
By default, OCI IAM policies follow the principle of least privilege. What does this principle mean in the context of policy creation?

A. Policies should grant all possible permissions to simplify access control.

B. Policies should be written in a complex and technical manner to enhance security.

C. Policies should be identical for all users within a tenancy.

D. Policies should provide only the minimum set of permissions required for users to perform their tasks effectively.

Answer: D

Explanation:

The principle of least privilege is a security best practice that dictates that users should only be granted the mmimum set of
permissions necessary to perform their tasks. This principle helps to minimize the risk of accidental or malicious actions that could
COMPIoMIse Security.

IAM Policies in OCI: When creating IAM policies in OCI, you should carefully evaluate the required permissions and only grant
those that are absolutely necessary for the users or groups to perform their specific roles. This helps to reduce the attack surface and
prevent unauthorized access to sensitive resources.

Reference:

Oracle Cloud Infrastructure Documentation: Identity and Access Management (IAM) Best Practices

NEW QUESTION # 51
Which statement accurately describes ephemeral principals?

¢ A. Ephemeral principals are temporary credentials granted to resources.
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¢ B. Ephemeral principals are user accounts with limited lifespans.
¢ C. Ephemeral principals represent long-lived service accounts.
¢ D. Ephemeral principals are another term for dynamic groups.

Answer: A

Explanation:

Ephemeral principals in Oracle Cloud Infrastructure (OCI) refer to temporary security credentials granted to resources, such as
compute instances, to enable them to interact with OCI services securely. These credentials have a limited lifespan and are typically
used in situations where resources need to authenticate temporarily without the need for long-lived credentials.

Use Case: Ephemeral principals are often used for instance principals, allowing compute instances to make API calls without the
need to manage long-term keys or credentials.

Reference:

Oracle Cloud Infrastructure Documentation: Using Instance Principals

NEW QUESTION # 52
Which image option allows you to create identical instances with minimal effort?

A. Bring your own image

B. Create a custom image

C. Use Oracle-provided images

D. Select an image from the OCI Marketplace

Answer: B

Explanation:

‘When you need to create identical instances with minimal effort, creating a custom image is the best option.

Custom Images: A custom image captures the exact configuration of an instance, including the OS, software, configurations, and
data. By using a custom image, you can easily replicate the same setup across mutltiple instances, ensuring consistency and reducing
the need for manual configuration each time.

Other Options:

Bring Your Own Image: This allows you to import your custom OS image into OCI, but it's more suited for cases where you are
migrating from another environment.

Select an Image from the OCI Marketplace: This provides pre-configured images from Oracle or third parties, but they may require
additional setup to match your specific requirements.

Use Oracle-Provided Images: These are basic images provided by Oracle, which may not include the specific customizations you
need.

Relevant OCI Documentation:

Custom Images Overview

This resource explains how to create and use custom images for quickly deploying identical instances.

NEW QUESTION # 53
Which statement accurately describes the key features and benefits of OCI Confidential Computing?

A. Tt enables users to securely store and retrieve data by using distributed file systemns.
B. It optimizes network performance through advanced routing algorithims.

C. It provides automatic scalability and load balancing capabilities.

D. It encrypts and isolates in-use data and the applications processing that data.

Answer: D

Explanation:

OCI Confidential Computing is a security feature designed to protect data in use. This is particularly important for sensitive
workloads where data must be secured not only when at rest or in transit but also while being processed.

Encrypts and Isolates In-Use Data: OCI Confidential Computing ensures that data and the applications processing it are isolated
from the underlying infrastructure. This means that even if the infrastructure is compromised, the in-use data remains secure. The
technology typically leverages secure enclaves or other hardware-based isolation mechanisis to achieve this.

Other Options:

Optimizing Network Performance (A), Automatic Scalability and Load Balancing (B), and Secure Data Storage (D) are important



features, but they are not related to the core capabilities of Confidential Computing, which focuses on in-use data protection.
Relevant OCI Documentation:

OCI Confidential Computing Overview

This documentation provides a detailed explanation of how OCI Confidential Computing works and its benefits for securing sensitive

data during processing.

NEW QUESTION # 54
How would you allow access to FSS for a DB System with read-only permissions?

A. Modify the security list to allow stateful ingress rules.

B. Create an NFS export option that allows READ ONLY access.
C. Create an instance principal for the DB System

D. Modify the security list to allow stateless ingress rules.

Answer: B

Explanation:

To allow access to Oracle Cloud Infrastructure (OCI) File Storage Service (FSS) for a Database (DB) System with read-only
pernissions, you should create an NFS export option that specifies READ ONLY access.

NFS Export Options: These options define the access permissions (read/write or read-only) for clients connecting to the file system
By setting the export option to READ ONLY, you ensure that the DB System can only read from the FSS and cannot modify or
delete files.

Reference:

Oracle Cloud Infrastructure Documentation: File Storage Service Export Options

NEW QUESTION # 55
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