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WGU Network-and-Security-Foundation Sample Questions (Q49-Q54):

NEW QUESTION # 49

After recently experiencing a security breach, a company is working on improving its database security. As a part of its security
governance strategies, the company is developing a database security checklist.

‘Which component is important to include in this checklist?

¢ A. Outsourcing data management to third-party vendors
¢ B. Restricting physical access to locations where data is housed
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¢ C. Developing algorithims for secure access to data
¢ D. Disclosing any instances of breaches of personal data

Answer: B

Explanation:

Restricting physical accessto data storage facilities is a critical part of database security. Even with strong cybersecurity
measures,unauthorized physical accessto servers can lead to breaches. Security strategies includebiometric authentication,
surveillance cameras, and restricted entry zones.

* Disclosing breachesis required by conmpliance laws but does not protect data proactively.

* Developing algorithmsimproves security but is not a findamental checklist tem

* Outsourcing data managementcan introduce security risks if not properly controlled.

NEW QUESTION # 50
What is a CIA triad component that involves keeping systens accessible for network users?

A. Innovation

B. Availability

C. Confidentiality
D. Integrity

Answer: B

Explanation:

Availabilityensures that systems, applications, and data remain accessible and operational for authorized users when needed.
Organizations implement redundancy, failover mechanisms, and backup systems to maintain availability.

* Integrityensures that data remains accurate and unchanged.

* Confidentialityprotects sensitive data from unauthorized access.

* Innovationis not a component of the CIA triad.

NEW QUESTION # 51

A developer is using shared functions for software code in order to reduce complexity, knowing that greater complexity and volume
of code are harder to defend against attacks.

Which security principle is demonstrated in this scenario?

A. Economy of mechanism
B. Least privilege

C. Least common mechanism
D. Zero-trust model

Answer: A

Explanation:

Theeconomy of mechanismprinciple states that security systems should beas simple and small as possible.
Reducing complexity makes security mechanisims easier to understand, audit, and defend against attacks.
* Least common mechanismreduces shared resources to limit security risks.

* Least privilegerestricts access based on necessity.

* Zero-trust modelassumes no implicit trust in users or devices.

NEW QUESTION # 52
An attacker uses a network device to take over an existing connection between two network computers.
Which malicious attack strategy is represented in the scenario?

A. Dictionary attack
B. Social engineering
C. Session hijacking
D. IP address spoofing



Answer: C

Explanation:

Session hijackingoccurs when an attacker takes over an established connection between two devices, often by stealing session
tokens or manipulating network traffic. This allows the attacker to impersonate a legitimate user and gain unauthorized access.
* Dictionary attackinvolves password guessing, not hijacking active connections.

* Social engineeringtricks users into providing information but does not hijack sessions.

* TP address spoofingdisguises the attacker's identity but does not necessarily take over a session.

NEW QUESTION # 53

An organization is the victim of an attack in which an attacker targets a computer to use as a tool to infect and target other
computers in a larger attack.

What is the purpose of this attack?

A. Launch point

B. Data modification
C. Denial of availability
D. Data export

Answer: A

Explanation:

Alaunch pont attackoccurs when an attacker compromises a system and uses it as a foothold to spread malware, conduct
reconnaissance, or launch further attacks against other systers. Botnets and command-and- control (C2) servers operate this way.
* Denial of availabilitydisrupts service, but does not spread attacks.

* Data exportsteals data instead of launching further attacks.

* Data modificationchanges existing information but does not involve propagating threats.

NEW QUESTION # 54
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