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NEW QUESTION # 40 
Review the Application Control log.
Which configuration caused the IPS engine to generate this log?

A. 
B. 
C. 
D. 

Answer: D
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On a FortiGate Configured in Transparent mode, which configuration option allows you to control Multicast traffic passing through
the?

A. Option B
B. Option A
C. Option D
D. Option C

Answer: B

Explanation:
When multicast-skip-policy is enabled, no check is performed based on multicast policy. A multicast packet received on an interface
is flooded unconditionally to all interfaces (except the incoming interface) belonging to the same forwarding domain. Multicast
packets are forwarded even when there is no multicast policy or the multicast policy is set to deny. To forward multicast traffic
based on multicast policy, multicast-skip-policy must be disabled. In transparent mode, there is a per-VDOM configuration to skip
policy check and forward all multicast traffic. This command is only available in transparent mode, and is disabled by default.

NEW QUESTION # 42 
Refer to the exhibit, which shows a VPN topology.
The device IP 10.1.100.40 downloads a file from the FTP server IP 192.168.4.50 Referring to the exhibit, what will be the traffic
flow behavior if ADVPN is configured in this environment?

A. Spoke1 will establish an ADVPN shortcut to Spoke2
B. All the session traffic will pass through the Hub
C. The TCP port 21 must be allowed on the NAT Device2
D. ADVPN is not supported when spokes are behind NAT

Answer: A

Explanation:
D is correct because Spoke1 will establish an ADVPN shortcut to Spoke2 when it detects that there is a demand for traffic between
them. This is explained in the Fortinet Community article on Technical Tip:
Fortinet Auto Discovery VPN (ADVPN) under Summary - ADVPN sequence of events. References:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Fortinet-Auto-Discovery-VPN-ADVPN/ta-p
/195698

NEW QUESTION # 43 
You are running a diagnose command continuously as traffic flows through a platform with NP6 and you obtain the following output:
Given the information shown in the output, which two statements are true? (Choose two.)

A. Host-shortcut mode is enabled.
B. Enable HPE shaper for the NP6 will change the output
C. The output is showing a packet descriptor queue accumulated counter
D. There are packet drops at the XAUI.
E. Enabling bandwidth control between the ISF and the NP will change the output

Answer: C,D

Explanation:
The diagnose command shown in the output is used to display information about NP6 packet descriptor queues. The output shows
that there are 16 NP6 units in total, and each unit has four XAUI ports (XA0-XA3). The output also shows that there are some
non-zero values in the columns PDQ ACCU (packet descriptor queue accumulated counter) and PDQ DROP (packet descriptor
queue drop counter). These values indicate that there are some packet descriptor queues that have reached their maximum capacity
and have dropped some packets at the XAUI ports. This could be caused by congestion or misconfiguration of the XAUI ports or
the ISF (Internal Switch Fabric). References: https://docs.fortinet.com/document/fortigate/7.0.0/cli-reference/19662/diagnose-np6-
pdq The output is showing a packet descriptor queue accumulated counter, which is a measure of the number of packets that have
been dropped by the NP6 due to congestion. The counter will increase if there are more packets than the NP6 can handle, which
can happen if the bandwidth between the ISF and the NP is not sufficient or if the HPE shaper is enabled.
The output also shows that there are packet drops at the XAUI, which is the interface between the NP6 and the FortiGate's



backplane. This means that the NP6 is not able to keep up with the traffic and is dropping packets.
The other statements are not true. Host-shortcut mode is not enabled, and enabling bandwidth control between the ISF and the NP
will not change the output. HPE shaper is a feature that can be enabled to improve performance, but it will not change the output of
the diagnose command.

NEW QUESTION # 44 
Refer to the exhibit, which shows a Branch1 configuration and routing table.
In the SD-WAN implicit rule, you do not want the traffic load balance for the overlay interface when all members are available.
In this scenario, which configuration change will meet this requirement?

A. Configure the priority in each overlay member to 10.
B. Configure the cost in each overlay member to 10.
C. Create a new static route with the internet sdwan-zone only
D. Change the load-balance-mode to source-ip-based.

Answer: A

Explanation:
The default load balancing mode for the SD-WAN implicit rule is source IP based. This means that traffic will be load balanced
evenly between the overlay members, regardless of the member's priority.
To prevent traffic from being load balanced, you can configure the priority of each overlay member to 10.
This will make the member ineligible for load balancing.
The other options are not correct. Changing the load balancing mode to source-IP based will still result in traffic being load
balanced. Creating a new static route with the internet sdwan-zone only will not affect the load balancing of the overlay interface.
Configuring the cost in each overlay member to 10 will also not affect the load balancing, as the cost is only used when the implicit
rule cannot find a match for the destination IP address.
https://docs.fortinet.com/document/fortigate/6.4.0/sd-wan-deployment-for-mssps/775385/defining-interface- members
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