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i =8 #60
What is the definition of privileged account management?

A. Managing independent authentication of accounts

B. Applying identity and access management controls

C. Establishing and maintaining access rights and controls for users who require elevated privileges to an entity for an
administrative or support function

¢ D. Managing senior leadership and executive accounts

ER: C

fR AR :

Privileged account management refers to the governance and operational controls used to administer accounts that have elevated
permissions beyond standard user access. Privileged accounts can change system configurations, create or modify users, access
sensitive datasets, disable security tools, and administer core infrastructure such as servers, databases, directories, network devices,
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and cloud consoles. Because misuse of privileged access can quickly lead to large-scale compromise, cybersecurity frameworks
treat privileged access as a high-risk area requiring stronger safeguards than normal accounts.

The definition in option A is correct because it captures the core purpose of privileged account management: establishing and
maintaining access rights and controls specifically for roles that must perform admmistrative or support finctions. In practice, this
includes ensuring privileges are granted only when justified, scoped to the minimum necessary, and reviewed regularly. It also
includes controls such as separation of duties, approval workflows, time-bound elevation, credential vaulting, rotation of privileged
passwords and keys, multifactor authentication, and detailed logging of privileged sessions for monitoring and audit.

Option B is too broad because privileged account management is a specialized subset of identity and access management focused on
elevated access. Option C is incorrect because privilege is defined by permissions, not job title. Option D describes an
authentication concept, not the full management lifecycle of privileged access.

=8 #61
Why would a Business Analyst include current technology when documenting the current state business processes surrounding a
solution being replaced?

A. To identify potential security impacts to integrated systens within the value chain

B. To identify and meet internal security governance requirements

C. To classify the data elements so that information confidentiality, integrity, and availability are protected
D. To ensure the future state business processes are included in user training

ER: A

fE R A«

A Business Analyst documents current technology in the "as-is" state because business processes are rarely isolated; they depend on
applications, interfaces, data exchanges, identity services, and shared infrastructure. Froma cybersecurity perspective, replacing one
solution can unintentionally change trust boundaries, authentication flows, authorization decisions, logging coverage, and data
movement across integrated systens. Option B is correct because understanding the current technology landscape helps identify
where security impacts may occur across the value chain, including upstream data providers, downstream consurmers, third-party
services, and internal platforns that rely on the existing system

Cybersecurity documents emphasize that integration points are common attack surfaces. APIs, file transfers, message queues, single
sign-on, batch jobs, and shared databases can introduce risks such as broken access control, insecure data transmission, data
leakage, privilege escalation, and gaps in monitoring. If the BA captures current integrations, dependencies, and data flows, the
delivery team can properly perform threat modeling, define security requirements, and avoid breaking compensating controls that
other systems depend on. This also supports planning for secure decommissioning, migration, and cutover, ensuring credentials,
keys, service accounts, and network paths are rotated or removed appropriately.

The other options are less precise for the question. Training is not the core driver for documenting current technology. Governance
requirenments apply broadly but do not explain why current tech must be included. Data classification is important, but it is a separate
activity from capturing technology dependencies needed to assess integration security impacts.

& #62
Which of'the following is a cybersecurity risk that should be addressed by business analysis during solution development?

A. QA may fail to identify all possible security vulnerabilities during system testing

B. Code may be implemented in ways that introduce new vulnerabilities

C. The solution may not be understood well enough to reliably identify security risks

D. Project budgets may prevent developers from implementing the full set of security measures

ZER: C
fRRERR A :

Business analysis is responsible for ensuring the solution is correctly understood in terms of business purpose, process flows, data
handling, user roles, ntegrations, and non-finctional requirements such as security and privacy. Ifthe solution is not understood well
enough, security risks will be missed early, leading to gaps that are expensive and difficult to correct later. This is why option C is the
best answer: inadequate understanding prevents reliable identification of threats, sensitive data paths, trust boundaries, and misuse
cases during requirements and design stages.

Cybersecurity documents emphasize "security by design" and "shift-left" practices, meaning risks should be identified and addressed
before build and test. Business analysis contributes by eliciting and documenting security requirements, clarifying data classification
and retention needs, defining user access and privilege expectations, identifying regulatory and policy constraints, and ensuring
interfaces and third-party dependencies are known and assessed. BA also supports threat modeling inputs by providing accurate



context about actors, workflows, and data movement, which are essential for identifying where controls like authentication,
authorization, logging, encryption, and validation must exist.

Other options align to different roles or stages: budgets are governance and project management constraints, QA limitations are
testing risks, and coding-introduced vulnerabilities are primarily addressed through secure coding standards, code review, and
developer practices. BA's key cybersecurity risk is incomplete understanding that prevents correct security requirements and risk
identification.

=8 #63
‘Which capability would a solution option need to demonstrate in order to satisfy Logging Requirements?

A. Facilitates Single Sign-On

B. Integrates with Risk Logging software

C. Records information about user access and actions in the system
D. Offers both on-premise and as-a-service delivery options

ER: C

fE R -

Logging requirements in cybersecurity focus on ensuring the system can produce reliable, actionable records that support detection,
investigation, compliance, and accountability. The most fundamental capability is the ability to record information about user access
and actions within the system. This includes authentication events such as logon success or failure, logoff, session creation, and
privilege elevation; authorization decisions such as access granted or denied; and security-relevant actions such as viewing, creating,
modifying, deleting, exporting, or transmitting sensitive data. Good security logging also captures context like timestamp
synchronization, user or service identity, source device or IP, target resource, action performed, and outcome.

This capability supports multiple operational needs. Security monitoring teans rely on logs to identify anomalies like repeated failed
logins, unusual access times, access from unexpected locations, or high-risk administrative changes. Incident responders need logs to
reconstruct timelines, confirm scope, and preserve evidence. Auditors and compliance teams require logs to demonstrate control
effectiveness, segregation of duties, and traceability of changes.

The other options are not sufficient to satisfy logging requirements. Single sign-on can simplify authentication but does not guarantee
application-level activity logging. Integration with specialized tools may be useful, but the solution must first generate the required
events. Deployment model options do not address whether the system can create detailed audit trails. Therefore, the required
capability is recording user access and actions in the system

P RE #64
What stage of incident management would "strengthen the security from lessons learned" fall into?

A. Renediation
B. Response
C. Detection
D. Recovery

BEE: A

f R A«

"Strengthen the security from lessons learned" fits the remediation stage because it focuses on eliminating root causes and improving
controls so the same incident is less likely to recur. In incident management lifecycles, response is about immediate actions to contain
and manage the incident (triage, containment, eradication actions in progress, communications, and preserving evidence). Detection
is the identification and confirmation stage (alerts, analysis, validation, and nitial classification). Recovery is restoring services to
normal operation and verifying stability, including bringing systems back online, validating data integrity, and meeting recovery
objectives.

After the environment is stable, organizations conduct a post-incident review and then implement corrective and preventive actions.
That work is remediation: closing exploited vulnerabilities, hardening configurations, rotating credentials and keys, tightening access
and privileged account controls, improving monitoring and logging coverage, updating firewall rules or segmentation, refining secure
development practices, and correcting process gaps such as weak change management or incomplete asset nventory. Remediation
also includes updating policies and playbooks, enhancing detection rules based on observed attacker techniques, and training
targeted groups if human factors contributed.

Cybersecurity guidance emphasizes documenting lessons learned, assigning owners and deadlines, validating fixes, and tracking
completion because "lessons learned" without implemented change does not reduce risk. The defining characteristic is durable
improvemment to the control environment, which is why this activity belongs to remediation rather than response, detection, or
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