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Topic 1: Design Resilient Architectures 26%

- Design highly available architectures

1. Amazon Route 53 routing policies
2. Disaster recovery strategies
3. RTO and RPO considerations
4. Fault-tolerant design patterns

- Design multi-tier architectures

1. Load balancing strategies
2. Auto Scaling groups
3. Multi-AZ deployments
4. Highly available architecture patterns

- Implement appropriate caching strategies

1. Amazon CloudFront
2. Cache invalidation strategies
3. Amazon ElastiCache
4. AWS Global Accelerator

Topic 2: Design Secure Architectures 30%

- Design secure access to AWS resources

1. IAM permissions boundaries
2. AWS STS and temporary credentials
3. Least privilege principles
4. IAM users, groups, roles, and policies

- Design secure application tiers

1. VPC architecture (subnets, ACLs, security groups)
2. AWS PrivateLink, VPC endpoints
3. Public vs private subnets
4. Application security patterns

- Appropriate data security controls

1. Encryption at rest and in transit
2. Security posture management
3. S3 bucket policies and access controls
4. AWS KMS, AWS CloudHSM

Topic 3: Design High-Performing Architectures 24%

- Identify elastic and scalable compute solutions

1. Serverless architectures
2. EC2 Auto Scaling
3. Container-based solutions
4. Amazon ECS, EKS, Lambda

- Design data transfer solutions

1. Network optimization
2. S3 Transfer Acceleration
3. AWS DataSync, Snow Family

- Design highly available and scalable storage solutions

1. Data lifecycle management
2. Storage cost optimization
3. Amazon S3 storage classes
4. Amazon EFS, EBS, FSx



Topic 4: Design Cost-Optimized Architectures 20%

- Design cost-optimized compute solutions

1. Savings Plans
2. Auto Scaling cost optimization
3. Right-sizing resources
4. Reserved Instances vs On-Demand vs Spot

- Design cost-optimized database solutions

1. Database caching strategies
2. Cost-effective query patterns
3. Amazon RDS, Aurora pricing
4. DynamoDB on-demand vs provisioned

- Design cost-optimized storage solutions

1. S3 lifecycle policies
2. Cost-effective data storage patterns
3. Intelligent Tiering
4. Storage Gateway
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Amazon AWS Certified Solutions Architect - Associate (SAA-C03) Sample
Questions (Q578-Q583):
NEW QUESTION # 578 
An application produces monthly reports that must be immediately accessible for up to 7days. After 7 days, the data can be
archived. Compliance policies require that the archived data be retrievable within 24 hours of a request.
What is the MOST cost-effective approach to satisfy the compliance requirement?

A. Store the data in Amazon S3 Standard storage with a lifecycle rule to transition the data to Amazon S3 Standard-
Infrequent Access (S3 Standard-IA) after 7 days, then transition lo the GLACIER storage class after 30 days.
B. Store the data in Amazon S3 Standard storage with a lifecycle rule to transition the data to the GLACIER storage class
after 7 days.
C. Store the data in Amazon S3 Standard storage with a lifecycle rule 10 transition the data to the GLACIER storage class
after 30 days.
D. Store the data in Amazon S3 Standard storage with a lifecycle rule 10 transition the data 10 Amazon S3 Standard-
Infrequent Access (S3 Standard-IA) after 7 days.

Answer: B

NEW QUESTION # 579 
A client has set up an Auto Scaling group associated with a load balancer. The client has noticed that instances launched by the Auto
Scaling group are reported unhealthy as the result of an Elastic Load Balancing (ELB) health check, but these unhealthy instances are
not being terminated.
What can a Solutions Architect do to ensure that the instances marked unhealthy will be terminated and replaced?
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A. Change the health check type to ELB for the Auto Scaling group.
B. Change the health check set on the ELB load balancer to use TCP rather than HTTP checks.
C. Increase the value for the health check interval set on the ELB load balancer.
D. Change the thresholds set on the Auto Scaling group health check.

Answer: D

NEW QUESTION # 580 
A company is deploying a two-tier, highly available web application to AWS. Which service provides durable storage for static
content while utilizing lower Overall CPU resources for the web tier?

A. Amazon EC2 instance store
B. Amazon RDS instance
C. Amazon EBS volume
D. Amazon S3

Answer: D

NEW QUESTION # 581 
A Solutions Architect is designing a solution that includes a managed VPN connection to monitor whether the VPN connection is up
or down, the Architect should use:

A. an AWS Lambda function that parses the VPN connection logs.
B. AWS CloudTrail to monitor the endpoint.
C. the CloudWatch TunnelState Metric.
D. an external service to ping the VPN endpoint from outside the VPC.

Answer: C

Explanation:
Explanation
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/monitoring-cloudwatch-vpn.html

NEW QUESTION # 582 
A company collects temperature, humidity, and atmospheric pressure data in cities across multiple continents.
The average volume of data collected per site each day is 500 GB. Each site has a high-speed internet connection. The company's
weather forecasting applications are based in a single Region and analyze the data daily.
What is the FASTEST way to aggregate data from all of these global sites?

A. Upload site data to an Amazon S3 bucket in the closest AWS Region. Use S3 cross-Region replication to copy objects to
the destination bucket.
B. Schedule AWS Snowball jobs daily to transfer data to the closest AWS Region. Use S3 cross-Region replication to copy
objects to the destination bucket.
C. Enable Amazon S3 Transfer Acceleration on the destination bucket. Use multipart uploads to directly upload site data to
the destination bucket.
D. Upload the data to an Amazon EC2 instance in the closest Region. Store the data in an Amazon Elastic Block Store
(Amazon EBS) volume. Once a day take an EBS snapshot and copy it to the centralized Region. Restore the EBS volume in
the centralized Region and run an analysis on the data daily.

Answer: C

Explanation:
You might want to use Transfer Acceleration on a bucket for various reasons, including the following:
You have customers that upload to a centralized bucket from all over the world.
You transfer gigabytes to terabytes of data on a regular basis across continents.
You are unable to utilize all of your available bandwidth over the Internet when uploading to Amazon S3.
https://docs.aws.amazon.com/AmazonS3/latest/dev/transfer-acceleration.html
https://aws.amazon.com/s3/transfer-acceleration/#:~:text=S3%20Transfer%20Acceleration%20(S3TA)%



20reduces,to%20S3%20for%20remote%20applications:
"Amazon S3 Transfer Acceleration can speed up content transfers to and from Amazon S3 by as much as 50-
500% for long-distance transfer of larger objects. Customers who have either web or mobile applications with widespread users or
applications hosted far away from their S3 bucket can experience long and variable upload and download speeds over the Internet"
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html
"Improved throughput - You can upload parts in parallel to improve throughput."

NEW QUESTION # 583
......
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