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their attentions on their major things.

Cisco Securing Networks with Cisco Firepower Sample Questions (Q321-
Q326):

NEW QUESTION # 321

An organization wants to secure traffic from their branch office to the headquarter building using Cisco Firepower devices, They
want to ensure that their Cisco Firepower devices are not wasting resources on inspecting the VPN traffic. What must be done to
meet these requirements?

A. Enable a flexconfig policy to re-classify VPN traffic so that it no longer appears as interesting traffic
B. Tune the intrusion policies in order to allow the VPN traffic through without inspection

C. Configure the Cisco Firepower devices to ignore the VPN traffic using prefilter policies

D. Configure the Cisco Firepower devices to bypass the access control policies for VPN traffic.

Answer: A

NEW QUESTION # 322

An engineer is setting up a new Cisco Secure Firewall Threat Defense appliance to replace the current firewall. The company
requests that inline sets be used and that when one interface in an inline set goes down, the second interface in the inline set goes
down. What must the engineer configure to meet the deployment requirements?

A. propagate link state

B. Snort fail open

C. mline tap mode

D. strict TCP enforcement

Answer: A

Explanation:

In Cisco Secure Firewall Threat Defense deployments, propagate link state is a feature designed to manage interface behavior in
mline sets. When inline sets are used, the network often requires that both interfaces in the set behave consistently; if one interface in
the pair goes down, the other should automatically go down to prevent asymmetric routing or network issues. The Propagate Link
State setting ensures that when one interface in an inline set experiences a failure, the paired interface automatically reflects that down
status. This is critical in setups where symmetry and failover are essential, especially in high-availability or redundant network

designs.

NEW QUESTION # 323
What is a feature of Cisco AMP private cloud?

A. Tt disables direct connections to the public cloud.

B. It supports security intelligence filtering,

C. It performs dynamic analysis

D. It supports anonymized retrieval of threat intelligence

Answer: A

Explanation:

Connecting a Firepower Management Center to an AMP private cloud disables existing direct connections to the public AMP
cloud.

https//www.cisco.convc/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-

vo2/file_policies and amp for firepower.html

NEW QUESTION # 324
What is a behavior of a Cisco FMC database purge?

e A The specified data is removed from Cisco FMC and kept for two weeks.



e B. The appropriate process is restarted.
e C. Data can be recovered from the device.
¢ D. User login and history data are removed from the database if the User Activity check box is selected.

Answer: B

Explanation:

You can use the database purge page to purge discovery, identity, connection, and Security Intelligence data files from the FMC

databases. Note that when you purge a database, the appropriate process is restarted.

https//www.cisco.comvc/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-
vo2/management_center database purge.pdf

NEW QUESTION # 325

Drag and drop the steps to restore an automatic device registration failure on the standby Cisco FMC from the left into the correct

order on the right. Not all options are used.

Enter the “configure manager add”

command at the CLI of the affected device. 2t
Unregister the device from the standby Step 2
Cisco FMC.
Register the affected device on the active Step 3
Cisco FMC.
Enter the “configure manager delete Step 4

command at the CLI of the affected device.

Register the affected device on the standby

Cisco FMC.

Unregister the device from the active Cisco

FMC.

Answer:

Explanation:

Enter the “configure manager add”
command at the CLI of the affected device.

Unregister the device from the active Cisco

FMC.

Unregister the device from the standby Enter the * nager delete”

Cisco FMC. command at of the affected device.
Register the affected device on the active *configure manager add"

Cisco FMC. at the CLI of the affected device.

Enter the “configure manager delete”
command at the CLI of the af

Register the affected devi the standby
Cisco FMC.

Unregister the device from the active Cisco
FMC.

Register the affected device on the active
Cisco FMC.

NEW QUESTION # 326
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