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A2 #11

You have a Microsoft Foundry project that contains an agent. The agent has a Model Context Protocol (MCP) tool that queries a
knowledge base stored in Azure Al Search.

Some agent runs return answers from the base model without invoking the knowledge base, which results in responses without
grounded citations.

You are provided with the following code snippet that runs the agent.

run = project_client.agents.runs.create_and_process(

thread id=thread.id,

agent_id=agent.id,

)

Youneed to add the correct tool choice parameter to the code to determnistically force the agent to mvoke the MCP tool on each
run,

‘What should you add?

e A tool choice={"type":"mcp" }

e B.tool choice={"type ": " knowledge base "}
e (. tool choice={ "required " }
e D. tool choice={ "auto "}

He: C

=LF

The correct selection is D . In Microsoft Foundry Agent Service, tool choice is the runtime control used to influence whether the
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model may answer directly or must invoke a tool. Microsoft's tool best-practice guidance states that auto lets the model decide
whether to call tools, none prevents tool calls, and required means the model must call one or more tools. This directly addresses the
issue where some runs answer from the base model and skip the knowledge base.

For an agentic retrieval solution backed by Azure Al Search through an MCP tool, Microsoft's tutorial states that setting
tool_choice="required " ensures the agent always uses the knowledge base tool when processing queries. This produces grounded
answers because the run is forced into tool invocation before responding,

auto is incorrect because it preserves the nondeterministic behavior already causing missing citations. { " type

":"knowledge base "} is not a valid Foundry tool-choice type. { "type ":"mcp " } describes an MCP tool type in some
Responses API schemas, but the deterministic guarantee for this agent run scenario is the required tool-call mode. Reference topics:
Microsoft Foundry Agent Service, MCP tools, Azure Al Search agentic retrieval, tool choice, and grounded citations.

EE#12

You have an app named Appl that uses a Microsoft Foundry multimodal model deployment.

Appl1 runs optical character recognition (OCR) on uploaded images and appends the OCR output to the prompt as additional
context.

Some uploaded images contain embedded text.

You need to prevent potentially malicious instructions from being processed by the model.

‘What should you use?

A. protected material text

B. prompt shields for documents
C. image moderation

D. prompt shields for user pronpts

H¥e: B

MH.

The correct answer is D. prompt shields for documents . The OCR text is extracted from uploaded images and appended as
additional context, so it is third-party content rather than a direct trusted user instruction.

Microsoft Foundry Prompt Shields distinguish between user prompt attacks , which are malicious instructions directly supplied as
user prompts, and document attacks , which are hidden or embedded instructions in third-party content such as documents, emails,
webpages, or grounded data. Microsoft also notes that Pronpt Shields analyze indirect attacks embedded in input documents or
images.

This scenario is an indirect prompt injection pattern: an uploaded screenshot may contain text that says to ignore the system prompt
or perform unauthorized actions. Because the OCR output is being passed to the multimodal model as contextual content, the
appropriate protection is Prompt Shields for documents, which scans externally sourced context for malicious embedded instructions
before generation. Protected material text detects known copyrighted text in model outputs, not prompt ijection. Image moderation
detects harmful visual content categories, not malicious instructions in extracted context. Prompt Shields for user prompts are less
precise here because the risk comes from document-like content derived from the uploaded image.

Reference topics: Prompt Shields, document attacks, indirect prompt njection, multimodal safety, OCR- derived context, and
Foundry guardrails.

EE#13

You have a Microsoft Foundry project that contains an internal Q & A agent.

Users report the following issues when they ask the agent questions:

* Anincrease in the following response: "No relevant information found"

* Periodic HTTP 429 rate limit exceeded errors during peak hours

Youneed to identify whether each issue is caused by model unavailability, resource limits, or inference failures.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Metrics to enable: IVIICT USU

Model Availability Rate and Provisioned Utilization
Only Tokens Cache Match Rate
Only Total Requests filtered to status code 200

Time To Response and Total Tokens

Diagnostic log to collect:
AllMetrics
audit
RequestResponse

trace
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Explanation:

Metrics to enable: Model Availability Rate and Provisioned Utilization

Diagnostic log to collect: trace

The correct metrics are Model Availability Rate and Provisioned Utilization . Model Availability Rate identifies whether failures are
caused by service-side model unavailability because it is calculated from total calls minus server errors. Provisioned Utilization
identifies resource-limit conditions because Microsoft states that when utilization reaches or exceeds 100%, calls are throttled and
HTTP 429 errors are returned. This directly maps to the reported peak-hour rate-limit errors.

The correct diagnostic log is trace . For an mternal Q & A scenario, trace logging is required to analyze question-answering
behavior, including unanswered questions. Microsoft's custom question answering analytics guidance states that diagnostic logging
stores telemetry and chat logs and instructs enabling Trace in addition to Audit, RequestResponse, and AllMetrics. The sample
Kusto queries for unanswered questions inspect the answer, question, score, and knowledge base 1D, and filter unanswered results
by a score of zero.

RequestResponse is useful for request status and latency, and Audit is for administrative operations, but neither is the best diagnostic
category for analyzing Q & A iference behavior such as "No relevant mformation found." Reference topics: Foundry monitoring,
model availability, provisioned utilization, diagnostic logging, custom question answering analytics, and trace logs.

AR #14
You are deploying a support agent that enables users to upload photos.
Youneed to automatically classify uploaded images for harmful content. The solution must block content based on severity levels.



‘What should you do?

A. Enable prompt shields.

B. Apply keyword scanning to optical character recognition (OCR) output by using Azure Vision in Foundry Tools.
C. Implement image moderation.

D. Use blocklists.

HE: C

Y.

The correct answer is A. Implement image moderation . Azure Al Content Safety provides image analysis that classifies uploaded
images for harmful content, including harm categories such as hate, sexual content, violence, and self-harm. Microsoft's Content
Safety overview states that the Analyze Image API scans images for harmful content with multi-severity levels, which directly
matches the requirement to automatically classify uploaded photos and block content based on configured severity thresholds.
Prompt Shields are intended to detect prompt injection and jailbreak-style attacks against generative models, not to classify image
harm categories. Keyword scanning OCR output would only detect visible text extracted from the image and would miss visual harm
in the image itself. Blocklists can help match known words or custom patterns, but they are not a complete image safety classifier
and do not provide the built-in severity- based image harm classification required here. Image moderation is therefore the correct
control for user- uploaded photos. Reference topics: Azure Al Content Safety, image moderation, harm categories, severity levels,
Foundry guardrails, and responsible Al controls.

HE #15

You have a Microsoft Foundry project that contains a customer support agent. The agent calls an internal knowledge API tool
before generating responses.

Users report the following issues:

* Some requests take more than 15 seconds to complete.

* Some responses are incorrect, even when the knowledge API returns the expected data.

You need to inspect individual agent runs to view the ordered sequence of large language model (LLM) calls, tool invocations, and
timing information.

Which observability capability should you use?

A. safety metrics
B. tracing

C. monitoring

D. token usage

He:. B

dE:

The correct capability is tracing because the requirement is to inspect the execution path of an individual agent run. Microsoft
Foundry tracing captures detailed telemetry for agent behavior, including LLM calls, tool invocations, agent decision flows, inputs,
outputs, tool results, token consumption, duration, and latency.

This is the appropriate observability mechanism when you need to determine which step introduced a delay, whether the agent called
the internal knowledge API, what data the tool returned, and how the model used that data before producing the final response.
Microsoft's Foundry observability guidance describes distributed tracing as the mechanism that provides visibility into LLM calls,
tool invocations, agent decisions, and inter-service dependencies.

Token usage is usefll for cost analysis and prompt optimization, but it does not show ordered run steps or tool-call sequencing,
Safety metrics evaluate risk-related output behavior, not latency or tool execution.

General monitoring provides aggregate health, latency, success-rate, and dashboard views, but the question asks for per-run
sequence inspection and timing breakdowns. Foundry agent tracing specifically supports debugging unexpected behavior and
monitoring latency across requests. Reference topics: Microsoft Foundry observability, agent tracing, OpenTelemetry-based traces,
tool invocations, LLM call inspection, and latency diagnostics.
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