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HMA #10
Which of'the following is a key security concern when designing Level 3 of the Purdue Reference Architecture in an ICS?
Response:

¢ A Protecting the interface between the ICS network and the business network
¢ B. Ensuring real-time process control

¢ (. Managing physical access to the control room

¢ D. Increasing network throughput

Ef: A

"R #11

As part of a threat modeling exercise for an ICS facility, you need to evaluate potential attack vectors that could be used to
compromise the system. Which of the following actions should be prioritized during the exercise?

(Select all that apply)

Response:
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A. Review previous incident reports and intelligence from similar industries
B. Focus only on internal threats while ignoring external actors

C. Assess vulnerabilities in ICS-specific communication protocols

D. Identify external threats such as malware targeting ICS protocols

Eﬁ: A\ C\ D

H #12
What is the primary finction of Level 2 devices in the Purdue Enterprise Reference Architecture (PERA)?
Response:

A. Managing supervisory control and monitoring
B. Managing access to corporate applications
C. Real-time control of field devices

D. Conducting business operations and logistics

EfE: A

HM #13
What is an output of a Business Impact Analysis?

¢ A Understanding all of the business's technology finctions

¢ B. Determining the maximum time that systenms can be offline
¢ (. Prioritizing the business's processes

¢ D. Calculating the financial impact of a technology failure

Ef#: C

R«

Comprehensive and Detailed Explanation From Exact Extract:

A Business Impact Analysis (BIA) primarily produces a prioritization of the business's processes (B) based on their criticality and
impact on organizational goals.

While BIAs help understand downtime tolerance (A) and financial impacts (C), prioritization is the core output guiding recovery
efforts.

Understanding technology finctions (D) is part of broader asset and risk management but not the primary BIA output.

GICSP highlights BIA as essential for aligning ICS recovery priorities with business needs.

Reference:

GICSP Official Study Guide, Domain: ICS Risk Management

NIST SP 800-34 Rev 1 (Contingency Planning Guide)

GICSP Training on Business Impact Analysis

R #14

Fromthe GIAC directory on the Desktop, open gicsp.pcap in Wireshark and filter for USB Capture data.
Analyze the Modbus serial data by applying the "leftover capture data" as a colunn in Wireshark. In packet
28, what read finction is requested? Use the protocol description in the image.

A. 0x07
B. 0x01
C. 0x05
D. 0x09
E. 0x06
F. 0x03
G. 0x08
H. 0x04
1. Ox0a

J. 0x02

IEf#: F



fiR .-

The question requires identifying the Modbus fimction code in a specific packet (packet 28) froma USB capture analyzed in
Wireshark. Modbus function codes are hexadecimal values that indicate specific commands such as reading coils, holding registers,
or writing data.

From the GICSP domain on ICS Protocols and Network Security, Modbus is a common industrial protocol with well-known
function codes. For exanple:

0x01 = Read Coils

0x02 = Read Discrete Inputs

0x03 = Read Holding Registers

0x04 = Read Input Registers

0x05 = Write Single Coil

0x06 = Write Single Register

0x08 = Diagnostics

0x09, 0x0a, 0x07 correspond to less common or vendor-specific finctions.

The "leftover capture data" likely refers to the actual Modbus payload column, which can be decoded to read the function code at
the beginning of the PDU (Protocol Data Unit).

Based on standard practice and the protocol description, packet 28's read function is typically 0x03, which is the fimction code for
"Read Holding Registers," a common read request.

This matches GICSP training material on analyzing ICS network captures and identifying Modbus fimction codes for incident
response and protocol inspection.
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