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EE #237
What is correct about Quantitative Risk Analysis:

A. Tt is Subjective but faster than Qualitative Risk Analysis
B. Easily automated

C. Better than Qualitative Risk Analysis

D. Uses levels and descriptive expressions
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AE #238
Which of the following options describes common characteristics of phishing emails?

A. Sent from friends or colleagues

B. Written n French

C. Urgency, threatening, or promising subject lines
D. No BCC fields

He: C

Y.

Phishing emails often share common characteristics designed to manipulate the recipient into taking immediate action. One of the
hallmark features is the use of urgency, threatening language, or promising subject lines in the emails. These tactics are intended to
create a sense of urgency or fear, compelling the recipient to respond quickly without giving due consideration to the legitimacy of
the email. Phishing emails may claim that the recipient's account has been compromised, that they need to confirm personal
information immediately, or that they have won a prize. The goal is to trick the recipient into clicking on malicious links, opening
attachments, or providing sensitive information.

References:The Certified Incident Handler (ECIH v3) program by EC-Council covers the identification and handling of phishing
incidents, including the analysis of phishing emails and the importance of educating users on recognizing and responding to phishing
attempts.

EE #239

A multinational SaaS provider detects a major security breach involving unauthorized access to custorer billing data in its EU and
APAC servers. After triage and legal review, the IH&R team confirms data exfiltration impacting regulated regions. In response, the
CISO, with legal and compliance teas, initiates a structured communication protocol-informing affected clients, notifying data
protection authorities under laws such as GDPR, and preparing media responses with public affairs. All commumications are securely
routed, reviewed for legal accuracy, and sent only with executive approval to mitigate risk and misinformation. What type of
communication is emphasized in this scenario?

A. Automated alert forwarding using SIEM-generated rules

B. Containment commumications shared during malware removal
C. External communication intended for non-organizational entities
D. Technical internal update focused on root cause analysis

HE. C

Y.

The EC-Council Incident Handler (ECIH) curriculum outlines structured commumnication protocols as a critical part of incident
management, particularly when regulated data and external stakeholders are mvolved.

When data breaches affect customers and fall under regulatory frameworks such as GDPR, organizations are legally required to
notify affected individuals and data protection authorities within defined timelines.



The scenario describes communication with clients, regulatory authorities, and media representatives. These stakeholders are
external to the organization. ECIH categorizes this as external communication, which must be carefully coordinated with legal,
compliance, and executive leadership to ensure accuracy and regulatory compliance.

ECIH emphasizes that external communication must be controlled, legally reviewed, approved by executive leadership, and aligned
with regulatory requirements to prevent misinformation and reduce reputational damage. This differs from internal updates or
automated alerts.

Option A refers to automated technical notifications. Option C focuses on internal analysis discussions.

Option D relates to operational containment commumications during malware handling,

Therefore, the scenario emphasizes structured external communication intended for non-organizational entities.

EE #240

Finnis working in the eradication phase, wherein he is eliminating the root cause of an incident that occurred in the Windows
operating system installed in a system. He ran a tool that can detect missing security patches and install the latest patches on the
system and networks.

Which of the following tools did he use to detect the missing se cunty patches?

A. Microsoft Cloud App Security

B. Microsoft Advanced Threat Analytics
C. Microsoft Baseline Security Analyzer
D. Office360 Advanced Threat Protection
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AE #241

After experiencing a large-scale distributed denial-of-service (DDoS) attack that caused service outages, a national telecom provider
recovered its web platform The IH&R team must now implement post-recovery measures to enhance resilience against future
DDoS attempts. Which action would be most effective?

A. Configure a CDN and implement blackhole routing
B. Add guest user accounts for remote diagnostics

C. Increase FTP access for easier maintenance

D. Remove antivirus to speed up application response

HE. A

ME:

Comprehensive and Detailed Explanation (ECIH-aligned):

This question focuses on post-incident recovery and resilience, a key ECIH concept. After restoring services, organizations must
strengthen defenses to prevent recurrence.

Option B is correct because Content Delivery Networks (CDNs) distribute traffic and absorb volumetric attacks, while blackhole
routing discards malicious traffic upstream. ECTH identifies these as industry- standard controls for DDoS resilience.

Options A, C, and D weaken security or increase attack surface and contradict ECTH guidance.

ECIH stresses that recovery is not complete until preventive measures are implemented. CDN deployment and upstream traffic
control significantly improve availability during future attacks.
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