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B #43
Which action is only taken during slow path in the NGFW policy?

A. SSI/TLS decryption

B. Security policy lookup

C. Layer 2-Layer 4 firewall processing
D. Session lookup

EfE: A

AR :

InPalo Alto Networks' Single-Pass Parallel Processing (SP3)architecture, SSL/TLS decryption occurs only during theslow
pathwhen the firewall first encounters a new session.

"SSL/TLS decryption, which requires CPU-intensive cryptographic operations, is performed during the slow path when establishing
new sessions. Once decrypted, traffic is processed in the fast path for subsequent packets." (Source: Packet Flow and SP3
Architecture) After the mnitial decryption in the slow path, decrypted traffic is handled by fast path for efficiency.

HH #44
After a firewall is associated with Strata Cloud Manager (SCM), which two additional actions are required to enable management of
the firewall from SCM? (Choose two.)

A. Deploy a service connection for each branch site and connect with SCM.

B. Configure a Security policy allowing "stratacloudmanager.paloaltonetworks.com'" for all users.
C. Configure NTP and DNS servers for the firewall.

D. Install a device certificate.

IE%: C\ D

RN -

To fully manage a firewall from Strata Cloud Manager (SCM), it's essential to establish trust and ensure reliable connectivity:
Configure NTP and DNS servers

The firewall must have accurate time (N'TP) and name resolution (DNS) to securely communicate with SCM and related cloud
services.

"To ensure successful management, configure the firewall's NTP and DNS settings to synchronize time and resolve domain names
such as stratacloudmanager. paloaltonetworks.com." (Source: SCM Onboarding Requirements) Install a device certificate A device
certificate authenticates the firewall's identity when connecting to SCM.

"The device certificate authenticates the firewall to Palo Alto Networks cloud services, including SCM. It's a findamental
requirement to establish secure connectivity." (Source: Device Certificates) These steps ensuretrust, secure communication, and
successful onboarding into SCM.

HM #45
In a distributed enterprise implementing Prisma SD-WAN, which configuration element should be implemented first to ensure
optimal traffic flow between remote sites and headquarters?

A. Enable split tunneling for all branch locations.

B. Configure static routes between all the branch offices.

C. Implement dynamic path selection using real-time performance metrics.
D. Deploy redundant ION devices at each location.

Ef#: C

A -

Dynamic path selectionis the foundation of SD-WAN, leveraging real-time performance data to dynamically route traffic over the
best available path.

"Dynamic path selection continuously monitors performance metrics (loss, latency, jitter) and makes real-time routing decisions to
ensure application SLAs are met across the WAN." (Source: Prisma SD-WAN Dynamic Path Selection) Establishing dynamic path



selection first ensures the rest of the SD-WAN optimizations (e.g., failover, QoS) work effectively.

HH #46
‘Which method in the WildFire analysis report detonates unknown submissions to provide visibility into real-world effects and
behavior?

A. Dynamic analysis

B. Machine learning (ML)

C. Static analysis

D. Intelligent Run-time Memory Analysis

Ef#: A

R -

Dynamic analysisin WildFire refers to executing unknown files in a controlled environment (sandbox) to observe their real-world
behavior. This allows the firewall to detect zero-day threats and advanced malware by directly analyzing the file's impact on a
system.

"WildFire dynamic analysis detonates unknown files in a secure sandbox environment, analyzing real-world effects, behaviors, and
potential malicious activity." (Source: WildFire Analysis)

B #47
‘What are two recommendations to ensure secure and efficient connectivity across multiple locations in a distributed enterprise
network? (Choose two.)

A. Tmplement a flat network design for simplified network management and reduced overhead.
B. Create broad VPN policies for contractors working at branch locations.

C. Use Prisma Access to provide secure remote access for branch users.

D. Employ centralized management and consistent policy enforcement across all locations.

IEf#: C. D
s

Prisma Access for secure remote access

"Prisma Access extends consistent security and optimized connectivity to branch locations, enabling secure access for mobile and
branch users." (Source: Prisma Access Overview) Centralized management for consistent policy enforcement

"Centralized management using Strata Cloud Manager or Panorama ensures security policies and updates are uniformly applied
across distributed locations, preventing policy drift and security gaps." (Source: Strata Cloud Manager Best Practices) These two
practices are foundational for modern, distributed enterprise networks to maintain security posture and performance.
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